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ingopmauii

2. Methods and Means of Ensuring Secure Recognition and Parameterization of Speech Information Processing
Results.

Pedepar:

1. Inceprauiiina po60Ta NpUCBSIY€HA BUPIIIEHHIO aKTyaJIbHOTO HaYKOBOTO 3aBJIaHHSI, CYTHICTb SIKOTO IOJISITAa€ B
niABUILEHHI e(pEKTUBHOCTI 3aCTOCYBaHHSI 6€3[1€YHOro pO3Ili3HaBaHHS Ta NapaMeTpu3allii pe3yJbTaTiB 00poOKU
ros10coBOi iHpopMallii 3aBAsSKMA KOMOIHYBaHHIO MiTXOMiB PO3Ii3HaBaHHS IPMPOJHOI MOBU Ta TOJI0COBOI iHpopMalii
17151 IOGYZOBY CUCTEM T'OJIOCOBOI aBTeHTU(iKallii, BUsIBJIEHHS] HaMipiB Ta BU3HAYEHHS €MOLIIHOTO CTaHy Cy0 €KTiB B
iHdopmaniitno-kKomMyHikaliiHux cucremax (IKC), a TakoxX BIIPOBaPKEHHIO 3aXO0/iB yIIpaBJliHHS Kibep6e3leKolo Ha
Ilep>KaBHYX MiANIPUEMCTBAX Ta B IPMBATHUX OPraHisalisx. MeTomoJiorisi 06po6Ky rosocoBoi inpopmaliii e
MOTYXHUM iHCTPYMEHTOM, SIKUI Ma€ 3HAYHUI BIJIMB Ha 6€3MeKy JepKaBu Ta poOOTY KOMEpPLiTHUX OpraHisaniii

yepes3 aBTOMATU3AlLi0 [IPOLIECiB MOHITOPUHIY €JIEKTPOHHMX KOMYHIKallill Ta ay1ioapxiBiB, Ha OCHOBI PO3Mi3HAaBaHHS



B peaJIbHOMY 4aci MOBH, EMOLil Ta HaMipiB, YOMY CIIPUSIIOTb [E€KiJIbKA (PaKTOPIB, SIKi 3MYHIYIOTh 3BEPHYTH yBary Ha
METOJI0JI0Ti, Ha aKTyaJyIbHICTb iX yIOCKOHaJIeHHs, a came: 1. 3miHa anpmadTy Kibep3arpos. I3 nosisoo
reHepaTUBHUX Mojiesieil Ta 36ibIIeHHIM O0YHCIIOBAIbHUX MOXKJIMBOCTEN TpaaulliiiHi Mozesi 6e3nexu, sKi
MOKJIZAI0ThCsl HAa BUCOKO CTPYKTYPOBaHI JaHi NepeCcTaloTh aJJeKBaTHO BUSBJISITU T PearyBaTu Ha Migpo0JieHi
aypiogasi. ToMy akTyaJbHMMU CTAIOTh 3a/ia4i 110 BUSBJIEHHIO, pEECTpallii Ta pearyBaHHIO Ha HOBI BUKJIMKY, & TAKOXK
IIBUJIKUM PO3BUTOK JaHoi ranysi. 2. [Tepexin rosocosoi indpopmaliii i3 TesiepoOHHUX PO3MOB B TesleKOHpepeHLii.
[1py BUKOpHUCTaHHI TPaAULIHUX Tee(OHHUX I1IEPETOBOPIB [0 iXHBOTO BMIiCTY NOTEHLIMHO MaB OCTYII OIIEPaTop
3B'I3KY Ta JepsKaBHi opranu. Tomy TPUBAJIICTb Ta 3MICT pO3MOB 0yJIM MEHIIMMU Ta MiIgaBaIUCs
CaMOLIeH3yPYyBaHHIO. I3 mepexonoM 0 TeJleKOHPepeHLiil BapTiCTh pO3MOB 3MEHIINJIACS, @ PO3IIOBCIOI>KEHHS
METOJIiB HACKPi3HOrO MM (PyBaHHS CTBOPUJIO YSBY 6€3I1€YHOCTI CEPENOBMUILA, TO ADOHEHTH CTaIu BECTH Oisbll
BiZIBEPTI Ta [OBri PO3MOBH, IO CTAJI0 OCOOIMBO aKTyaJbHUM B €II0XY BiffaneHoi po6oTu. TakoxX yepes 30i1bIIeHHS
06’eMy rosiocoBoi inpopmallii HeOOXigHO MBUALIE 3i CTOPOHU Jlep>KaBU ONPALIbOBYBATH ii [J151 B4ACHOTO BUSIBJIEHHS,
IIO TIPUKJIANly, TEPOPUCTUYHUX 3arpo3, 4 3i CTOPOHU NPUBATHUX MiANPUEMCTB — 17151 BUSIBJIEHHS BUTOKY
KOHQineHUiltHuX ganux. 3. [lopymeHHs naHux i 30BHilIHi 3arposu. Jlindeiiky Ta BBEIEHHS CIIOTBOPEHD B
opuriHasbHi ayziogaHi abOHEHTa CTBOPIOIOTh 3arpo3U 1J1sl NepeHacuYeHHs iHpopMaLiliHOi CUCTEMU 3alIUTAMMU.
BussneHnHs Ta npoTtuzis ¢ppony rpu aHasisi Hamipis, B TOMY YKCIIi, reHepallil BeJnKoi KibKoCTi (pefKoBUX HaMipiB,
IIPU3BOJATD [0 NI€pEeHaBaHTAXKEHHSI 30BHIIIHIX IIOB'SI3aHUX CUCTEMU Ta OOMEXXEHHIO PECYPCiB pearyBaHHs, 110
CTBOPIOE 3arpo3y HEIOOTPUMAHHS yBaru JIETiTUMHUMU Cy0'eKTaMU. 4. PO3MMPEHHS poJli XMapHUX CJ1y>K0. OCKiIbKU
IiAnpueMCTBA Ta OpraHisallii Bce 4acTillle BAKOPUCTOBYIOTh XMapPHi MOCJIYTU 1151 36epiranHs KOHQigeHIitHIX
ayJioflaHuX, TO BUHMKae NoTpeda B OAATKOBI 00poOLi, B TOMY YMCJIi, AeniepcoHarisallii Ta BUJaaeHHs YyTIUBUX
JaHMX i3 ayZionoToKy. 5. Bumoru BifnoBigHOCTI. [Jo nepcoHaNbHUX aHUX AOOHEHTIB BUCYBAIOTHCSI BUMOTHY I[OJI0
iXHBOI KOH(QiAEHLIHOCTI B MexXax Aep>kaHux cranaapriB (GDPR, HIPAA), komepuiniHux (PCI DSS) Ta/a60 eTnyHux
obMe>xkeHb. B cBOIO uepry, ayziofiaHi € BaXXKUM BUIOM iHpopmalii Aj1s1 CTPYKTypOBaHOrO IOLIYKY Ta aHAaJi3y
CTOCOBHO BUCYHYTHX BUMOT Ta OOMeXeHb. 6. be3nepepBHMil MOHITOPUHT i afanTuBHA 6e31eka. O6pobKa rol0CoBUX
IAHMX MOXXE IIPOBOAUTUCS SIK aPXiBHHUX, TaK i B PE>XKAMI PeasIbHOTO 4acy, asne By3pbkuM Micuiem IKC e notokosa
06po6ka naHux. ToMy pearyBaHHS Ha iHIUAEHTU MO>Ke IIPOBOAUTHCS Y [1Ba CIIOCOOU: HEBiAKIaAHi Aii Ta
PO3CIliyBaHHSI iHIMIIEHTIB, ajle 00uBa MiAxXoy MaloTh CBill Habip HeBUpilleHUX 3aBaHb. 7. PearyBaHHs Ha
iHIMOEeHTH Ta BUSBJIEHHS 3arpo3. CUCTeMU PO3Mi3HaBaHHs roJIoCcoBOi iHpopmallii He MalOTh B CBOEMY CKJIafi
MEXaHi3MiB 00 PearyBaHHs Ha iHIUAEHTY, TOMY [IOBMHHI CUTHAJi3yBaTH iHIIMM CUCTEMAM B PEXKMMI PeasbHOrO
qacy. [HTerpauis i3 3oBHimHIMEU IKC 1715 3a6e3neyeHHi 6e31eky Mae 0OMeXXeHHS Ha IIBUIKOL{I0 Ta 3aTPUMKU Ha 4ac
00pOOKY 3aMUTiB, ajle BCE OJHO 3MEHIIye IOTEeHIiHY mKoay. TakoxX Clifl 3a3HaYnTH, 1110 aKTyaJIbHICTh pearyBaHHs

Pi3KO 3BMEHIIYETHCS 3 IVIMHOM 4acy.

2. The dissertation is devoted to solving an urgent scientific problem, the essence of which is to increase the
efficiency of applying secure recognition and parameterization of voice information processing results by
combining natural language and voice information recognition approaches to build voice authentication systems,
detect intentions and determine the emotional state of subjects in information and communication systems, as
well as implement cybersecurity management measures at state-owned enterprises and in private. The
methodology of voice information processing is a powerful tool that has a significant impact on the security of the
state and the work of commercial organizations through the automation of monitoring processes of electronic
communications and audio archives, based on real-time recognition of speech, emotions, and intentions, which is
facilitated by several factors that make us pay attention to the methodology and the relevance of their
improvement: 1. The changing landscape of cyber threats. With the advent of generative models and increased
computing power, traditional security models that rely on highly structured data no longer adequately detect and
respond to fake audio data. Therefore, the tasks of detecting, registering, and responding to new challenges, as
well as the rapid development of this industry, are becoming urgent. 2. Transition of voice information from
telephone conversations to teleconferences. When traditional telephone conversations were used, the telecom
operator and government agencies potentially had access to their content. Therefore, the duration and content of
conversations were shorter and subject to self-censorship. With the transition to teleconferencing, the cost of



calls decreased, and the proliferation of end-to-end encryption methods created a perception of security,
subscribers began to have more open and longer conversations, which became especially relevant in the era of
remote work. Also, due to the increase in the volume of voice information, the state must process it faster to
detect, for example, terrorist threats, and for private enterprises to detect leaks of confidential data. 3. Data
breaches and external threats. Deepfakes and the introduction of distortions in the original audio data of a
subscriber pose a threat of oversaturation of the information system with requests. Detecting and counteracting
fraud in intent analysis, including the generation of a large number of fake intentions, leads to the overloading of
externally connected systems and limiting response resources, which poses a threat of not receiving attention
from legitimate actors. 4. Expanding the role of cloud services. As businesses and organizations increasingly use
cloud services to store confidential audio data, there is a need for additional processing, including
depersonalization and removal of sensitive data from the audio stream. 5. Compliance requirements. The personal
data of subscribers is subject to confidentiality requirements within the framework of governmental standards
(GDPR, HIPAA), commercial (PCI DSS), and/or ethical restrictions. Audio data, in turn, is a difficult type of
information to search and analyze in a structured way due to the requirements and restrictions. 6. Continuous
monitoring and adaptive security. Voice data can be processed both archived and in real-time, but the bottleneck
of information and communication systems is streaming data processing. Therefore, incident response can be
carried out in two ways: immediate actions and incident investigation, but both approaches have their own set of
unresolved issues. 7. Incident response and threat detection. Voice recognition systems do not have incident
response mechanisms, so they must signal other systems in real time. Integration with external information and
communication systems for security has limitations on performance and delays in processing requests, but still
reduces potential damage. It should also be noted that the relevance of the response decreases dramatically over

time.
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