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2. Methods and techniques to mitigate the negative impacts of Maximal Extractable Value in blockchain networks

Pedepat/anoranis:

1. Incepraliiio pUCBsYEHO iMiTalliiHOMY MOJI€/II0OBAHHIO SIBUILA MAaKCUMaIbHO €KCTPAKTOBAaHOI BUTOJU (aHTJL.
Maximal Extractable Value, MEV) Ta po3po611i MeToziBi 3ac006iB 3MeHILIeHHS NOr0 HETaTUBHUX e(dEKTIB B Mepeskax
6710K4eliH. Y BCTyIi OGI'PYHTOBAHO aKTyasbHiCTb TEMU AUCEPTALIAHOI pO60TH, C(POPMYILOBAHO METY Ta OCHOBHI
3a/1aui OCTiPKeHb, BUBHAYE€HO HAYKOBY HOBU3HY POOOTH i IPaKTUYHE 3HAaYeHHs OTPUMaHUX pe3ysbTaTiB, I0Ka3aHo
3B'130K pPOOOTH 3 HAYKOBMMMU TeMaMu. Y NEPIIOMY PO3/iji fucepTalii IpoaHali3oBaHO MaHIiNyJIsLii IOPsSIKOM
TPaH3aKIill B Mepeskax 6J10K4YeH Ta GopmMasizoBaHO SIBUIE MAKCUMAaJIbHO €KCTPAKTOBAHOI BUTOIY 3 OTJISIAOM
OCHOBHUX THUIiB MEV-ekcTpakuii. Po3risHyTo nrHamiky nomupeHHs sisuma MEV Ta 1aHO O1iHKy MO0 BIJIUBY Ha
Mepexi 6J10K4elH i kopucTyBauis. [IpoBefeHo oriis, iCHyl0ouMX HalpaljloBaHb Ta BU3HAYEHO, 110 iMiTalliliHe

MOJ e oBaHHS gBula MEV 3 BUKOPHCTaHHS HaBYaHHA 3 MIKPIiNJIEHHSIM MOXE CJIyTyBaT €(peKTUBHOIO OCHOBOIO
IJ151 OCJIiIPKEHHS. METOZIB i 32c06iB 3MEHIIEHHS! IOro HeraTUBHUX e(eKTiB. Y 1pyromy po3nisii po3po6yieHO MeTor,

imiTanifinoro mogesntoBaHHs siBuia MEV B mepexi 6s10k4yeiiH Ethereum, sxuii BUKOpHCTOBYe aniapaT MapKOBCbKUX



MpoLeCiB NPUIHATTS pillleHb Ta OENHY€E CTPYKTYPHY OpraHisaliilo cepeoBuina 3a cxemolo Proposer-Builder
Separation, areHTHO-OPi€EHTOBaHE MOJEJIIOBAHHS aAANITUBHOI NTOBeiHKU MEV-ekCcTpakTopiB, MOZIEJIb €Mi301iB Ta
METOJI, IOPiBHSJIBHOI'O OLIiHIOBaHHS BTPAT KOpUCTyBayiB. PopMasbHO OIIMCAHO B3aEMOJIiI0 MEMITYJY,
KOHCTPYIOBaJIbHUKA 6710KiB, AMM-1yJsly Ta areHTa-eKCTPaKTopa, BUBHAYEHO IPOCTip CTaHiB, CIOCTEPEXKEHb, Hil,
[epexoiiB i cucTeMy BUHAropoAy areHTa B yMOBaX YaCTKOBOI CIIOCTEPEsKyBaHOCTI. PO3p0o6yieHO MOZesb emi30/iB Ha
OCHOBI reHepOBaHUX AUCKPETHUX YaCOBUX PsZiB, 110 BifoOpakae JliHiliHy YacoBy opraHizauito mepesxi Ethereum 3
PO3MEXXYBaHHSIM MIX [IpOLieCaMy HaAXOI)KEHHS TPaH3aKuil, 1o6y0Bu 6JI0KIB Ta ix BUKOHaHHSIM. Taka I1CKpPeTHO-
yacoBa Oprasisalis 3abe3nedye y3ropKeHHs MK TUHaMIKOI0 HaIXOJIK€HHS TPaH3aKLiil o MEMITYJy, MEXaHi3MOM
dbopmyBaHHS OJIOKIB i IpOLIEAYPOI0 HABYAHHS areHTa B yMOBaX YaCTKOBOI CIIOCTEPEXXYBAHOCTI, 1110 € XapaKTePHOIO
ocobmuBicTio npouecisB MEV-ekcrpaxuii. O6IpyHTOBaHO 3aCTOCYBaHHS METO/IiB HABYaHHS 3 IiAKPIIlJIEHHSIM [1J15
MO/JIEIIOBaHHS ajalTUBHOI MoBeAiHKKM MEV-eKkcTpakTopa ik aBTOHOMHOT'O PallioHaJIbHOTO areHTa, 1o Ji€ B
CTOXaCTMYHOMY Ta HECTALiOHAPHOMY cepenosuli. [IpoaHani3zoBaHO Cy4acHi aJIrOPUTMU HABYAHHS 3
nigkpinieHHsM Ta o6rpyHTOBaHO BUbip Deep Q-Network sik 6a30BOro MeTOly TPEHYBaHHSI areHTa 3 ypaxyBaHHIM
IVICKPETHOTO IIPOCTOPY Iill, BUCOKOI BapiaTUBHOCTI TPaH3aKLiMHMX [IOTOKIB i BUMOT /10 CTabisIbHOCTI MpoLecy
HaBYaHHS. Y TPeTbOMY pO3Zisi gucepTalii 3filicHeHo popmMasisallilo 3aBIaHHS CIIPaBEAJIMBOTO BIIOPSIKYBaHHS
TpaH3aKILill y Mepexkax 6JI0KYelH Ta po3pobJieHo MiAxin 40 MOJEesIOBaHHS MeXaHi3MiB 3MEeHIIIeHHS] HeraTUBHUX
e(eKTiB MAaKCUMaJIbHO €KCTPaKTOBaHOi BUrO Y. BUu3HaueHo 3B's130K MIX [IpaBUIaMU BIIOPSIKYBaHHS, alallTUBHOIO
noBeJiHKoI0 MEV-eKkCTpakTopiB Ta BEJIMYMHOIO KOPUCTYBALKUX BTPAT, 10 BUHUKAIOTb YHACHIJOK CTPATETi4HOrO
NIEePEBIOPSIKYBAHHS TPAH3aKIill y BiIKpUTOMY MeMIlyJli. PO3p06siIeHO METOJ, JIOKaJIbHOTO IPUYMHHO-HACiIKOBOTO
BIIOPAAKYBaHHSA TpaH3akuiy LCFO Ha 0CHOBI JIONYHUX 4aCOBUX MITOK JIaMIIOPTa, KU peani3yeTbCs MIJISIXOM
PO3LINPEHHSI CMAPT-KOHTPAKTIB JIOKAJIbHUM JIiYMJIbHUKOM JIOT{YHOTO Yacy Ta NePEeBiPKOI0 KOPEKTHOCTI MIiTK1
TpaH3aKii mepes BUKOHAHHIM OIlepalliii, o 3MiHI0I0Th cTaH. MeTop He noTpebye moaudikallii rino6anbHOro
MEXaHi3My KOHCEHCYCY Ta CIIPSIMOBAHU HAa 3MEHIIEHHS BHYTPIlIHbOKOHTPAKTHOI MEV-ekcTpaxkiii, 30kpema
BUIIEpE/I’)KEHHsI TpaH3akLiil Ta sandwich-artak. Takox, 107anblIOro po3BUTKY HabyB METOZ, [IOPiBHSIJIBHOTO
OLIiHIOBaHHSI BTPAT KOpUCTYyBauiB Bi, MEV-ekcTpakuii Ha OCHOBiI KOHTP()AKTUYHOTO 3iCTaBJIE€HHS PE3YJIbTaTiB
BMKOHAaHHS TpaH3akLiil. MeToz popmasizoBaHo 1jIs cepeoBuIIa iMiTaliliHOro MozesoBaHHs Yyepe3 Qikcarliio
[I0YaTKOBOI'0 CTaHy, HAabOpy TpaH3aKLliil Ta aJbTEePHATUBHUX I1OJIITUK BIOPSAKYBaHHS. 3alIPOIIOHOBAHO CUCTEMY
METPHUK LiHOBUX BTpaT, HEBUKOHAHMX TPaH3aKLil i KOMiCilHUX BUTpAT 3a mozesutio EIP-1559 3 arperyBaHHsIM
pe3yJIbTaTiB Ha PiBHI 6JIOKIB Ta emni3ofiB. Y yeTBepTOMy po37ii ArcepTaliiiHoi po60oTH po3pobeHo Ta peani3oBaHo
cepenoBulle iMiTallifHOrO MOJIe/II0OBAHHS IPOLIeCiB MAaKCHMaJIbHO €KCTPAKTOBAHOI BUTOIU Y MePesKi 6J10KUeiH
Ethereum, sike BiATBOpIO€ AUCKPETHO-4YaCOBY NMHAMIKy HaJIXOJpKEHHs TPaH3aKlliil 1o MeMIyJy, pOpMyBaHHS Ta
BMKOHAHHSI GJIOKIB, a TAaKOX B3aeMOZ;0 3 areHToM MEV-ekcTpakropa B yMOBaxX YaCTKOBOI CIIOCTEPE>XKYBAHOCTI.
3anpornoHOBaHO CUCTEMY CLieHapiiB MOJIe/II0BaHHS Ta [TOKA3HUKIB OLiHIOBaHHS, IO ITepebavae MOPiBHSAHHS cepil
3aIyCKiB €Mi30/1iB y peKNMax 3 yBIMKHEHMM Ta BUMKHeHUM MEV-3axuctom LCFO. [IpoBeneHo cepito

004U CIII0BAIbHUX €KCIIEPUMEHTIB Y CUHTETUYHOMY CEPENOBUIL, PE3YJIbTATHU SIKUX IPOJEMOHCTPYBaJIA KEPOBAaHUM

KOMITPOMIC MIXX 3MEHIIEHHAM L[iHOBMX BTPaT KOPUCTYBaYiB Ta BapTICTIO 3acTOCyBaHHA MexaHi3my LCFO.

2. The dissertation is devoted to simulation modeling of the phenomenon of maximal extractable value (MEV) and
development of a method and means of reducing its negative effects in blockchain networks. The introduction
substantiates the relevance of the topic of the dissertation, formulates the goal and main tasks of the research,
determines the scientific novelty of the work and the practical significance of the results obtained, and shows the
connection of the work with scientific topics. The first section of the dissertation analyzes manipulations of the
order of transactions in blockchain networks and formalizes the phenomenon of maximal extractable value with an
overview of the main types of MEV extraction. The dynamics of the spread of the MEV phenomenon are
considered and its impact on blockchain networks and users is assessed. A review of existing developments is
conducted and it is determined that simulation modeling of the MEV phenomenon using reinforcement learning
can serve as an effective basis for researching methods and means of reducing its negative effects. In the second
section, a method for simulating the MEV phenomenon in the Ethereum blockchain network is developed, which
uses the apparatus of Markov decision-making processes and combines the structural organization of the



environment according to the Proposer-Builder Separation scheme, agent-oriented modeling of adaptive behavior
of MEV extractors, an episode model, and a method for comparative evaluation of user losses. The interaction of
the mempool, block constructor, AMM pool, and extractor agent is formally described, the space of states,
observations, actions, transitions, and the agent's reward system under conditions of partial observability are
defined. An episode model is developed based on generated discrete time series, which reflects the linear time
organization of the Ethereum network with a distinction between the processes of transaction receipt, block
construction, and their execution. Such a discrete-time organization ensures coordination between the dynamics
of transactions entering the mempool, the block formation mechanism, and the agent training procedure under
conditions of partial observability, which is a characteristic feature of MEV extraction processes. The application of
reinforcement learning methods for modeling the adaptive behavior of the MEV extractor as an autonomous
rational agent operating in a stochastic and non-stationary environment is justified. Modern reinforcement
learning algorithms are analyzed and the choice of Deep Q-Network as the basic agent training method is justified,
taking into account the discrete space of actions, high variability of transaction flows, and requirements for the
stability of the learning process. In the third section of the dissertation, the task of fair ordering of transactions in
blockchain networks is formalized and an approach to modeling mechanisms for reducing the negative effects of
the maximum extracted benefit is developed. The relationship between ordering rules, adaptive behavior of MEV
extractors, and the amount of user losses arising from strategic reordering of transactions in an open mempool is
determined. A method for local causal ordering of LCFO transactions based on Lamport logical timestamps is
developed, which is implemented by extending smart contracts with a local logical time counter and checking the
correctness of the transaction label before executing state-changing operations. The method does not require
modification of the global consensus mechanism and is aimed at reducing intra-contract MEV extraction, in
particular transaction preemption and sandwich attacks. Also, a method for comparative assessment of user losses
from MEV extraction based on counterfactual comparison of transaction execution results has been further
developed. The method is formalized for a simulation environment by fixing the initial state, set of transactions,
and alternative ordering policies. A system of metrics for price losses, unexecuted transactions, and commission
costs based on the EIP-1559 model with aggregation of results at the block and episode levels is proposed. In the
fourth section of the dissertation, an environment for simulating the processes of maximum extracted benefit in
the Ethereum blockchain network is developed and implemented, which reproduces the discrete-time dynamics of
the receipt of transactions to the mempool, the formation and execution of blocks, as well as interaction with the
MEV-extractor agent under conditions of partial observability. A system of modeling scenarios and evaluation
indicators is proposed, which involves comparing series of episode launches in modes with MEV-protection LCFO
enabled and disabled. A series of computational experiments were conducted in a synthetic environment, the
results of which demonstrated a manageable compromise between reducing user price losses and the cost of using
the LCFO mechanism.
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rOJIOBH paau

Biacue IpizBume Im's I10-6aTbKOBI Jluca Haranis Kopreniipaa
rOJIOBYIOYOrO Ha 3acCimaHHi

BiamoBigaibHUH 32 MiZITOTOBKY Onortsk FOpiii BoogumupoBid
00JIiIKOBHX JOKYMEHTIB

Peec-rpaTop FOpuenko TetsiHa AHaToJiiBHA



KepiBHuk Bigginy YKpIHTEI, mpo €
BiZITIOBiZaIBHUM 3a peecTpallilo HayKoBoi IOpuenko TeTsHa AHaTosiiBHA

JisiIbHOCTI




