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1. Po3po6ka ninxony i 3acTocyBaHHS anapary OysieBux QyHKIIN 1715 aHAMi3y i cuHTe3y epeKTUBHUX

KpunrorpadiyHux aJropuTMiB cuCTeM 3axucTy iHpopMallie

2. Development of an approach and application of Boolean Functions tools to analysis and synthesis of effective
Cryptographic algorithms of Information Security Systems.

Pedepar:

1. Incepranis npucBsyeHa po3poblii Migxoay N0 aHali3y piBHS 3aXUIIEHOCTi Ta CUHTE3y ajJllOPUTMIB
KpunrorpadiyHoro 3axucTy iHpopmaliie Ha OCHOBi BUKOPUCTaHHSI anapaty 6yseBux pyHKuUii. [TokazaHa
TOTOXXHICTb IPO6IEMU PO3KPUTTS KPUIITOrpadiyHUX aJITOPUTMIB Ta PO3B'SI3aHHS CUCTEMU OYyJIeBUX PiBHSHD, SIKi
BM3HAYAIOThCS OyeBUMU (PYHKLISIMU GITOBUX [1€PETBOPEHb 1110 PEeasi3yloThCs aJITOPUTMOM. BCTaHOBJIEHO KpUTEpie
OLIiHKM CKJIQAHOCTI PO3B'sSI3aHHS CUCTEM OyJIeBUX PiBHSHb Ta 32CO0U €X IPAKTUYHOTO BU3HAYEHHS. 3allpOIIOHOBAHI
METOJY CHHTe3Y 0yJIeBUX (PYHKLIiM, sIKi 320€3M1eYyI0Th BUCOKMI PiBEHb KPUNITOCTIMKOCTI aJITOPUTMIB, IOOYLOBAHUX
HA €X OCHOBI. 3 BUKOPHUC TaHHSM 3alPOIIOHOBAHOIO IAXOAY IIPOBENEHO AOCIIIKEHHS KPUIITOCTIMKOCTI

HaWIIOMIMPEHIIINX aJITOPUTMIB 3aXUCTY iHpOpMalLie.



2. The aim of the thesis is to develop an approach for analysis the level and to synthesis of cryptographic
information security algorithms on the basis of Boolean function tool application. The identity of the problem of
cryptograhic algorithm break”™ with solution of a system of Boolean equations< which are determined by the
algorithm has been shown. Criteria for evaluation of equivalent Boolean function system solution difficalty are
wored out as well as means of their practical identification are presented. Method of Boolean function synthesis,
which ensure a high level of cryptoresistance for the algorithms constructed on this basis are suggested.
Verification of cryptoresistance of the most wodespead algorithms for information security have been carried out
with application of above approach.
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