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Moga guceprariii:
Koau TemaTHYHHUX PYOPHK: 28.23, 28.23.39

Tema guceprauii:
1. IndbopmariifiHa TeXHOJIOTisl BUSBJIEHHS MAaXPaNCTBa MPY iHCTATIOBAaHHI MOOLIBHUX JOATKIB 3 BUKOPUCTAHIM

IHTEJIEKTYyaJIbHOTO aHaJli3y JaHuX

2. Information technology for fraud detection during mobile applications installation using data mining

Pedepar:

1. InceprauiiiHa po60Ta NpUCBSYEHa pO3pO6IEHHIO iH(POPMaLiiHOI TeXHOJIOTii BUSBJIEHHS axpancTBa I1pu
iHCTasOBaHHI MOGINIBHUX OJATKIB 3 BUKOPUCTAHHSM iHTEJIEKTyaJbHOIO aHaJli3y AaHuX. MeTOol NOCiIPKeHHS €
MiBUIIEHHS] TOYHOCTI Ta WBUIKOii IIPO1IeCiB BUSBJIEHHS MIaXpaliCTBa NPU iHCTaIOBaHHI MOGIIbHUX NOJATKIB.
Briepie 3anrponoOHOBaHO METO/, [TOJ0JIaHHS Pi3HOPIAHOCTI BXiAHUX JAHUX, IO SIBJISIE COO0I0 CYKYNHICTh NPOLIENYP
BMOOPY O3HAK, 3HMKEHHS PO3MIPHOCTI Ta HOpMaJti3aLil [aHuX, BiIMiHHICTb SIKOTO IIOJISITA€ Y HOBIiil MOZeJIi rpoLecy
[IO/I0JIaHHS Pi3BHOPIAHOCTI AaHUX IIJISIXOM IIKAJIOBAHHS 32 iHPOPMATUBHICTIO, 10 J103BOJISE BCIO MHOXUHY
Pi3HOPiAHMX NaHUX NIPO KOPUCTYBAYiB 3BECTH 10 BEKTOPY YHi(iKOBaHUX O3HAK 6€3 3MEHIIEHHS AiarHOCTUYHOI
uiHHOCTI iHpopmalii. YaockoHaneHo Moaesb Kiaacudikalii KopucTyBadiB Ha OCHOBI IJIMOMHHNX HETPOHHUX MEPexX

y YaCTUHi 3HWKEHHS PO3MIPHOCTI Ta HOpMasti3alii JaHUX 3TiJHO 3alIPOIIOHOBAHOTO METOY MOJ0JIaHHS



Pi3HOPIAHOCTI JaHMX, KA € OCHOBOIO 11711 CTBOPEHHS y3arajJbHEHOTO IIOPTPETY MAaxpas 3 METOIO CIIPOILEHHS
npoleciB ix BUsIBJIeHHs. Briepiie po3po6yieHo y3araJbHeHUI METO L BUSBJIEHHS IaXpalicTBa Mpy iHCTaII0BaHH
MOOIJIBHUX JOMATKIB, BiIMiHHICTb SIKOTO I10JIITa€ Y BUKOPUCTAaHHI 3alIPOIIOHOBAHOI Mojieli Kiaacuikariii
KOPHMCTYBauiB Ta METOJY OJI0JIaHHs1 Pi3HOPIIHOCTI BXiIHUX JAHUX, 10 JO3BOJISIE BU3HAYUTU KJIACU KOPUCTYBAUiB
Ta MiABULIMTYU TOYHICTb BUSIBJIEHHS IIaXPaiiCTBA IIPU iHCTaIIOBAaHHI MOGINbHUX OJATKIB. Pe3ynbraTtu
IycepTalifiHoi po6OTH Ta po3pobiieHe MOJyJibHe ITporpaMHe 3abe3nedeHHs BIIPOBaJpKeHi Ha iHozemHomy (Garuda
AI B.V.) ta ykpaincekux (TOB «BIH IHTEPAKTVIB», TOB «4XaiiTex», I1I1 «JlircodT») nignpruemcTBax Ta 'y
HaByYaJIbHUI NTpolec (Kadenpyu KOMII'IOTePHUX HayK BiHHMIIPKOTO HAl[iOHAZIbHOTO TEXHIYHOTO YHIBEPCUTETY;
kadenpu iHboOpMaTHKK, TPOrPaMHO] iHKeHepii Ta EKOHOMIYHOI KibepHETUKU XEePCOHCHKOTO AeP5KaBHOTO

yHiBepcuTeTy). BipoBampykeHHs pe3y/bTaTiB AUcepTaliiHUX JOCiIKeHb iITBEPIKEHO BilIOBIIHUMHU aKTaMU.

2. This dissertation research is dedicated to developing the informational technology to detect fraud during mobile
application installation using data mining. The purpose of the dissertation research is to increase the accuracy and
speed of fraud detection processes during mobile application installation. For the first time, a method of
overcoming the heterogeneity of input data is proposed, which is a set of procedures for feature selecting,
dimensionality reduction and data normalization, the difference of which lies in the new model of overcoming the
heterogeneity of data by scaling information, which allows the whole set of heterogeneous user data to be reduced
to a vector, reducing the diagnostic value of information. The model of users' classification based on deep neural
networks in terms of dimensionality reduction and data normalization has been improved according to the
proposed method of overcoming heterogeneity of data, which is the basis for creating general fraudsters
fingerprint in order to simplify their detection processes. For the first time, a generalized method for fraud
detection in during installation of mobile applications has been developed, the difference being the use of the
proposed users' classification model and the method of overcoming the heterogeneity of the input data, which
allows defining users’ classes and increasing the reliability of fraud detection during mobile app installs. The
results of the qualification research paper were implemented at foreign (Garuda Al B.V.) and Ukrainian (LLC
«WinlInteractive», LLC «4HighTech», PE «Litsoft») enterprises and to the educational process (at the Computer
Science Department of Vinnytsia National Technical University and at the Department of Informatics, Software
Engineering and Economic Cybernetics of Kherson State University). The implementation of the results of
dissertation research is confirmed by the relevant acts.
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