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1. IHpopmaliiiiHa TeXHOJIOrisl BUSBJIEHHS IaXpaiCcTBa [IpY iHCTaII0BaHHI MOOIJIBHUX OAATKIB 3 BUKOPUCTAHIM

iHTeJ’IeKTyaJIBHOI‘O aHaJIiSy JaHNX

2. Information technology for fraud detection during mobile applications installation using data mining

Pedepar:
1. lucepraniiina po6oTa rmpucBsYeHa po3podeHHI0 iHhopMaIliiiHOI TEXHOJIOTii BUSBIEHHS MaXpalcTBa Mpu
iHcTamoBaHHI MOOLIBHYX NOAATKIB 3 BUKOPUCTAHHSIM iHTEJIEKTyaIbHOTO aHasi3y AaHuX. MeTOol NOCiIPKEeHHS €

MiABUIIEHHS TOYHOCTI Ta MIBUAKOIII IPOLeCiB BUSBIEHHS IaXpariCcTBa MPU iHCTaII0BaHHI MOGIIBHUX JONATKIB.

Briepiue 3anrporioHOBaHO METOJ, [T0O0JIaHHS Pi3HOPITHOCTI BXiTHUX JAHUX, 11O SIBJISIE COOOI0 CYKYIIHICTb IPOLeyp

BUOOpPY O3HAK, 3HWKEHHS pPO3MIPHOCTI Ta HOpMastisallii JaHuX, BiIMiHHICTb SIKOTO IIOJISITA€ Y HOBIiil MOZeJIi IpoLecy

IOOO0JIaHHSA piBHOpiJ_IHOCTi JAaHUX MIJIIXOM IIKAJTIOBAHHS 3a iH(l)OpMaTI/IBHiCTIO, 10 4O3BOJII€ BCIO MHOKNHY



Pi3HOPIZHMUX JAHUX PO KOPUCTYBAUiB 3BE€CTH [10 BEKTOPY YHi(piKOBAaHUX O3HAK 6€3 3MEHILIEHHS 1iarTHOCTUYHO]
uiHHoCTi iHdopMauii. YoockoHaneHo Mofesb Kiaacudikaliii KopucTyBayiB Ha OCHOBI IIMOMHHUX HEMPOHHUX MEPEX
y YaCTUHi 3HWKEHHS PO3MIPHOCTI Ta HOpMasti3allii JaHUX 3TiJHO 3alIpOIIOHOBAHOTO METOLY MOL0JIaHHS
Pi3HOPIAHOCTI JaHMX, KA € OCHOBOIO [1JIs1 CTBOPEHHS y3arajbHEHOrO OPTPETY MAaxpas 3 METOIO CIIPOILEHHS
npoleciB ix BusiBJIeHHS. Briepie po3po6seHo y3aralbHeHUI MeTO/L BUSIBJIEHHS IaXPaliCTBa IPU iHCTalI0BaHHI
MOOINIbHUX JOJATKIB, BITIMIHHICTb SIKOTO I10JISITa€ Y BUKOPUCTAHHI 3aIIpOIIOHOBAHOI Mofesi kiacudikariii
KOPHMCTYBauiB Ta METOJY I10JI0JIaHHS1 Pi3HOPIZHOCTI BXiIHUX JAHUX, 1I0 JO3BOJIsSIE BU3HAUYUTU KJIACU KOPUCTYBaUiB
Ta MiABULIUTYU TOYHICTb BUSIBJIEHHS IIaXPaiiCTBA IIPU iHCTa/IIOBAaHHI MOGINBHUX NOJATKIB. Pe3ynbTaTtu
IycepTauifiHoi pobOTH Ta po3pobiieHe MOJyJIbHe ITporpaMHe 3abe3nedeHHs BIIPOBapKeHi Ha iHozemHomMy (Garuda
AI B.V.) ta ykpaincekux (TOB «BIH IHTEPAKTVIB», TOB «4XaiiTex», [TI1 «JlircodT») nifnpruemcTBax Ta 'y
HaByYaJIbHUI npolec (Kadeapyu KOMIT'IOTepHUX HayK BiHHUIIPKOTO HAl[ilOHAJIbHOTO TEXHIYHOTO YHiBEpCUTETY;
Kadenpu iHbopMaTrKy, IporpamHoi imkeHepii Ta eKOHOMIUHOI KibepHEeTHKYN XEePCOHCHKOTO 1EP>KaBHOTO

yHiBepcuTeTy). BipoBampykeHHs pe3ybTaTiB AUucepTalilHUX JOCiIKeHb IiITBepIKEeHO BilIOBIIHUMHU aKTaMU.

2. This dissertation research is dedicated to developing the informational technology to detect fraud during mobile
application installation using data mining. The purpose of the dissertation research is to increase the accuracy and
speed of fraud detection processes during mobile application installation. For the first time, a method of
overcoming the heterogeneity of input data is proposed, which is a set of procedures for feature selecting,
dimensionality reduction and data normalization, the difference of which lies in the new model of overcoming the
heterogeneity of data by scaling information, which allows the whole set of heterogeneous user data to be reduced
to a vector, reducing the diagnostic value of information. The model of users' classification based on deep neural
networks in terms of dimensionality reduction and data normalization has been improved according to the
proposed method of overcoming heterogeneity of data, which is the basis for creating general fraudsters
fingerprint in order to simplify their detection processes. For the first time, a generalized method for fraud
detection in during installation of mobile applications has been developed, the difference being the use of the
proposed users' classification model and the method of overcoming the heterogeneity of the input data, which
allows defining users’ classes and increasing the reliability of fraud detection during mobile app installs. The
results of the qualification research paper were implemented at foreign (Garuda Al B.V.) and Ukrainian (LLC
«Winlnteractive», LLC «4HighTech», PE «Litsoft») enterprises and to the educational process (at the Computer
Science Department of Vinnytsia National Technical University and at the Department of Informatics, Software
Engineering and Economic Cybernetics of Kherson State University). The implementation of the results of
dissertation research is confirmed by the relevant acts.
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