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1. IocnimkeHHs MeToxiB 3axucTy iHdpopMallii B JUHAMIYHUX PiBHOIIPABHUX IPYIIOBUX CEPENOBUILAX

2. The research on information protection methods in dynamic peer group environments

Pedepar:

1. Incepranis NpUCBAY€HA IUTAHHIO IOOYLOBU IIPOTOTUILY IPOrPAMHOI CUCTEMH, 33JJa4€I0 SIKOI € 3a6€31e4eHHS
3axucTy iHpopmalii, mo 36epiraeTbcs i nepenaeTbess B yMOBaxX AMHAMIYHUX PiBHOIIPABHUX IPYIOBUX CE€PEIOBUIIL
dopmastizoBaHO NPeICTABIEHHS JOBIPYMX 3B'S13KiB B IPYINIOBUX CEPEIOBUILIAX; IPECTABIEHO IPYNOBUH TUII
iHppacTpyKkTypHu LMPpPOBUX MNiANNUCIB Ta afanTalilo CXeMH IOporosoro nignucy Jli-UeHra 1151 BAKOPUCTaHHS B
YMOBax iHQPaACTPYKTYp TaKOro TUIly. PO3po6sieHo Mogu@ikalii anropuTmis CTBOpEeHHS LM(PPOBOTO MifNUCy Ta
IIepeBipKY [apy BeJIMKUX YMCeJl Ha IIPOCTOTY BiANOBigHO 1o cxemu RSA, mo nepenb6avyaioTb MOXIINBICTD
IIEPEHECEHHS 004K CIII0BAIbHO CKJIAJIHUX ONePalliil Ha 06CIyroBYIOUMiA IPUCTPiil 6€3 PO3KPUTTS TAEMHUX
IIapaMeTpiB 3aKPUTOro KJI04a. 3allpOIIOHOBAHO HA0ip aJrOpPUTMIB [ieJleryBaHHS IPOLENYPH Y3roIKEHHS KJIl04a B
HEOJHOPIJHUX Ta BEJIMKUX 33 PO3MIPOM CEPENOBUILAX 3 BAKOPUCTAHHAM CTPYKTYPH JAaHMX "IEPEBO BHECKIB".

3anporoHOBaHO METOJ, IPOTHO3YBaHHS ITPOAYKTUBHOCTI PO3II0ieHNX KpUunTorpadivHux aJropuTMiB B



IMHAMIYHUX CEPENOBUIIAX, MOJIEIOI0YM IX pOOOTY CUCTEMaMM MacOBOTrO 06CayroByBaHHs. Kito4oBi cioBa:
IpyIIOBe cepenoBule, 3aXUCT iHpopMallii, meseryBaHHsl, IPOAYKTUBHICTb aJITOPUTMIB, iHppacTpyKTypa uudpoBUX
MiJMCIB, Y3rOIPKEHHS KJII04a, PIBHOIIPABHICTb.

2. The thesis is devoted to the problem of construction of the prototype of software system, whose main purpose
is providing the capabilities of protection of the information kept and transferred within dynamic peer group
environments. The paper formalizes trust relations in group environments; the group type of digital signatures
infrastructures and the Lee-Chang threshold signature algorithm adaptation to be used within such
infrastructures are proposed. The developed modifications of digital signing and big numbers primality checking
algorithms according to the RSA scheme provide the ability of delegation of computationally costly operations to
the serving device without revealing secret parameters of the private key. A set of key agreement delegation
algorithms based on the "contributions tree" data structure for heterogeneous and large environments is
proposed. A distributed cryptographic algorithms productivity prediction method for dynamic groups that
considers the environment as a queuing system is defined. Key words: group environment, information protection,
delegation, algorithms productivity, digital signature infrastructure, key agreement, peer group.
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