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1. MeTop BUSIBJIEHHS LIKiJJIMBUX IIPOLIECiB B iH(pOopMalliiiHiil cucTeMi MigIIpueMCTBa Ha OCHOBI ifeHTUdiKalii Ta

IiarHOCTYBaHHS CTaHiB JIOTITYHUX O0'€KTIB

2. The method of detecting harmful processes of the information system of the enterprise based on the
identification and diagnosis of the states of logical objects

Pedepar:

1. Inceprauiiina po60Ta IpUCBIY€HA PO3pOOLi METOly BUSBJIEHHS WIKiJJIMBUX IIPOLECIB B iH(OpMaLiliHil cuCcTeMi
niAnpuemMcTBa Ha OCHOBI ineHTHdIKawii Ta AiarHOCTYBaHHS CTaHiB JIOTIYHUX 00'€KTIB, METOIU KOPEJILiliHOI Teopii,
MEeTOJu MeTa-aHaJji3y, CICTEMHOIO aHajli3y, MeTOIiB MalIMHHOTrO HaB4aHHs OCKinbky iHPopMalliliHi TexHooril
CTaJIv HEBiJl'€MHOIO YaCTUHOIO 6i3HECY Ta OBCIKAEHHOTO KUTTS - MiJIIPUEMCTBA aKTUBHO BUKOPHCTOBYIOTh
iHpopMaiiiHi cuctemu AJ1s 3a6e3nedyeHHs CBO€l IisIbHOCTI, TOMY HaJiliHICTh Ta 6€3I1eKa LIUX CUCTEM € y>KE
BaXJIMBOIO. [IpoTte iHpopmaniiiHi cucTremMu HinaraioTh pisHUM LIKIIJIMBAM IIPOLeCaM, TAKUM SIK XaKEPChKi aTakH,
BipycH, 3601 y po60Ti 061aiHaHHS Ta IPOrPaMHOro 3abeanedeHHs Touo. Lli mKingausi nponecu MOXyTb [IPU3BECTU
IO BTpaTy JAHMX, IOPYIIEHHS po60TH iHGOPMaLiiHOI CUCTEMU Ta 3HAYHOTO 30UTKY AJ4 HignpuemMctaa. OTXe,
pO3po6Ka MeTOAy BUSBJIEHHS LIKiJIMBUAX MIPOLECIB y iHQOpMaliiiHiil cucTeMi NigIpUeMCTBA € IyXKe aKTyaJbHOIO

TEMOIO, SIKa MO>K€ JOTIOMOI'TU 3a0€e31eYnTH 6e3reKy Ta HalifHiCTh POOOTH CUCTEMH Ta 3aII00IITH MOKIIMBUM



IIKiIJIMBAM Hacjigkam. Y BCTyIi OGIPYHTOBYETbCS BOKIUBICTD 11 aKTyasIbHICTh TEMU JUCEPTALiHOTO NOCiIPKEHHS,
cpopMyIbOBAaHO METY Ta 3a7a4i pOOOTH, BUBHAYEHO OCHOBHI [I0JIOKEHHSI, HAYKOBY Ta IPAaKTUYHY LiHHICTb
OTPUMAaHUX Pe3yJbTaTiB AOCIIIPKEHHS Ta BBE,EHO 0COOUCTUI BHECOK aBTOpa. Y IIEepIIOMY PO3Iii 3[iiCHEHO aHai3
IIOTOYHOT'O CTaHY Ta IIE€PCIEKTUB 3aCTOCYBAHHSI METO/ly BUSIBJIEHHS LIKiJJIMBUX [IPOLIECIB B iH(pOpMaLiiiHiil cucTemi
HiANpUEMCTBA, 30KpeMa Npob6IeMU BUSHAYEHHS B PeaJIbHOMY Yaci Ta HEOOXiIHMX PeCYPCiB Ha OIpallOBaHHS
BEJIMKUX JJAaHUX. Y MPUKIHLEBIN YaCTHHI IePIIOro PO31ily, BDAXOBYIOYM IIPOBEICHMI aHAJIi3 Ta BUSIBJICH]
IpoTUpivys, cCGOPMOBAHO METY Ta YACTKOBI 3aBAAHHS AOCiIKEHHS, a came: Merta. [TinBuineHHs e(peKTUBHOCTI
po6oTu iHpopMaLiiiHOI CUCTEMU MiAIPUEMCTBA 32 PaXYHOK 3MEHIIEHHS Yacy Ha MOIIYK Ta BUPIilIeHHs [IPO6IIeM,
MOXXYTb BIUIMBATU Ha ii PyHKIIOHYBAaHHS Ha OCHOBI ifeHTHPiKaljii Ta fiarHOCTyBaHHS CTaHIB JIOTIYHUX O0’eKTiB. Y
IpYroMy po3zini po3po6JI€HO pO3MUPEHY MOAEb (PYHKLiIOHYBaHHS NPOoTOoKoy TCP Ha OCHOBI CKiHYEHHUX
aBTOMATIB, 110 [103BOJISIE HAOYHO MEPETJIIHYTH CTAHU JIOTIYHMX OO'€KTIB 3a JOIIOMOr0I0 MaTPULb [1€PEX0/IiB CTaHiB,
4K B CTaHi CIIOKOIO TaK i IOMyCTUMUX NIEPEXOLiB B pO3IMMPEHiN MaTpuli nepexoxis crtadiB TCP nporokosny. Y
TPETbOMY PO37iJi yA0CKOHaTIEHO BUOip KpUTEPiiB MapaMeTPiB JIOTIYHUX 00'€KTIB, sKi NifsaraoTs inenTudikauii ta
IiarHOCTYBAHHIO LIOJ0 BUSIBJIEHHS IIKiIJIMBUX IIPOLECIB Ta BUOOPY ONTUMAJIbHUX IApaMeTpiB [71s1 MALIMHHOTO
HaBYaHHS, KU 06a3y€eTbCS HA METOZi FOJIOBHUX KOMIIOHEHT Ha OCHOBI PO3IIMPEHOro CKiHdieHHOro aBromary TCP
IIPOTOKOJIY. YOCKOHAJIEHO METO/, MalIMHHOI'O HaBYaHHS Ha 06a3i METOly OIIOPHUX BEKTOPIB, 3 METOIO ITOKPAIleHHS
e€(EeKTUBHOCTI BUSIBJIEHHS LIKiAJIUBUX NPOLieciB B iHpopMaliiiHiil cuctemi. JociiIkeHo e(peKTUBHICTb METOLY
BUSIBJIEHHS LIKiIJIMBUX NpoLeciB B iHdopmaliiiHiil cuctemi nianpuemctsa. B pesybrati po3pobiieHi pekomeHaalii
11070 BIIPOBAKEHHSI METOAY BUSIBJIEHHS LIKiJIJIMBUX [IPOLECiB HA OCHOBI ineHTUdiKalii Ta JiarHoCTyBaHHI CTaHIiB
JIOTiYHMX O0’eKTiB. Y3arajbHIOIOYMM PE3YJIbTaTOM IPOBENEHUX AOCIIIPKEHD € METO], BUSIBJIEHHS LIKiAJINBUX
mpoueciB Ha OCHOBI ifeHTndiKalii Ta AiarHOCTyBaHHS CTaHIB JIOTiYHUX 00'€KTiB. JJaHNI METO J03BOJISE MiABUIUTH
edekTuBHICTb ineHTu(ikalii Ta fiarHoCcTyBaHHS CTaHIB JIOTIYHUX 00'€KTIB B iHPOpMaliliHill cucTeMi oprasisanii B
peasibHOMY 4Yaci Ha 65-99% Bif, iCHyI0UMX Cy4YaCHUX METOJiB Ta 3MEHIIEHHS KiJIbKOCTi XUOHO-TTO3UTUBHUX
cripaiioBaHb Ha 13-14%. B 3axkiio4Hill yacTUHi po60TU HaBeIEHO 3arajbHi BUCHOBKY IIOJ0 BUPilIEeHHS
[IOCTABJIEHUX, Y PAMKaxX JUCEPTALIMHOTO OOCIII)KEHHS 3aBIAaHHS, Ta CIIMCOK BUKOPUCTAHUX JIKEPeEJI, Iif] 4ac

BUKOHAHHS POGOTH.

2. The dissertation is devoted to the development of a method for detecting malicious processes in the information
system of the enterprise based on the identification and diagnosis of the states of logical objects, methods of
correlation theory, methods of meta-analysis, system analysis, methods of machine learning Since information
technologies have become an integral part of business and everyday life - enterprises actively use information
systems to support their activities, therefore the reliability and security of these systems is very important.
However, information systems are subject to various malicious processes, such as hacker attacks, viruses,
hardware and software malfunctions, etc. These malicious processes can lead to data loss, disruption of the
information system and significant damage to the enterprise. Therefore, the development of a method for
detecting malicious processes in an enterprise's information system is a very relevant topic that can help ensure
the safety and reliability of system operation and prevent possible harmful consequences. The introduction
substantiates the importance and relevance of the topic of the dissertation research, formulates the purpose and
tasks of the work, defines the main provisions, scientific and practical value of the obtained research results, and
introduces the author's personal contribution. In the first section, an analysis of the current state and prospects
for the application of the method of detecting malicious processes in the information system of the enterprise is
carried out, in particular, the problems of real-time determination and the necessary resources for processing big
data. In the final part of the first chapter, taking into account the conducted analysis and the revealed
contradictions, the goal and partial tasks of the research were formed, namely: Goal. Increasing the efficiency of
the enterprise's information system by reducing the time it takes to search for and solve problems that arise
during its operation through the timely detection of possible problems and harmful processes that can affect its
functioning based on the identification and diagnosis of the states of logical objects. In the second section, an
extended model of the operation of the TSR protocol based on finite automata is developed, which allows you to



visually review the states of logical objects with the help of state transition matrices, both in the rest state and
admissible transitions in the extended state transition matrix of the TSR protocol. In the third section, the
selection of criteria for the parameters of logical objects that are subject to identification and diagnosis for the
detection of malicious processes and the selection of optimal parameters for machine learning, which is based on
the method of principal components based on the extended finite automaton of the TSR protocol, is improved. The
method of machine learning based on the method of support vectors has been improved in order to improve the
effectiveness of detecting malicious processes in the information system. The effectiveness of the method of
detecting harmful processes in the information system of the enterprise was investigated. As a result,
recommendations were developed for the implementation of the method of detecting malicious processes based
on the identification and diagnosis of the states of logical objects. The general result of the conducted research is a
method of detecting malicious processes based on the identification and diagnosis of states of logical objects. This
method makes it possible to increase the efficiency of identification and diagnosis of the states of logical objects in
the organization's information system in real time by 65-99% compared to existing modern methods and to
reduce the number of false positives by 13-14%. The final part of the work contains general conclusions regarding
the solution of the tasks set as part of the dissertation research, and a list of the sources used during the work.
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