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1. O6uncmoBanbHi METOAM HA OCHOBI anroputmy depma rpu KpunroaHanisi RSA anroputmy anapaTHo-

MIPOrpaMHUMU 3aCO0AMU

2. The Computational methods based on the algorithm of Fermat's factorization method during cryptanalysis of
RSA algorithm by hardware and software methods

Pedepar:

1. O6'exT mocnifKeHHs: npouec pakTopusallii 6araTopo3psiAHUX YUCEJ IPU KpUIToaHasnisi RSA-anroputmy.
[TpegMeT mocnimkeHHs: 06YMCII0BaJIbHI MeTou (pakTopu3allii 6araTopo3psAIHUX YKCe, [0 3aCHOBaHi Ha
anroputMmi ®epma Ta BUKOPUCTOBYIOTh METOAM NPOPiAKYBaHHS i 3BMEHIIIEHHSI OOUMCIIIOBAJIBHOI CKIaLHOCTI
omnepaliiy 3 6araTopo3psAIHUMU YUCIaMU. MeTa: 3HKEHHS OOUUCIIIOBAJIbHOI CKIaAHOCTI MeTOAiB (akTopusariii
6araTopo3psIHMX YMCel ISl iBUIIEeHHS MBUAKOIIl arlapaTHO-TIPOrPaMHUX 3aCO0iB I1pY BUPIlE€HHI 3aBAaHb
KpunToaHasnidy RSA anroputmy. Metony gOCIiIKEHS: METOIU TeOopil yMces, Teopii ontumisariii, anropuTMivyHo1
Teopii 6araTopo3psAHUX YMCEl, TEOPii CKIaAHOCTI 00UKCIIEHD, YUCEIIbHI METOIA, METOIX KOMIT'IOTEPHOTO
MOJe0BaHHS. [lucepraliiiHa po6oTa NpUCBIYeHa yIOCKOHAJIEHHIO O0UNCIIIOBAIbHAX METO/IiB (paKTopr3allii Ha

OCHOBI anroputmy ®epma, siKi BAKOPUCTOBYIOTbCSI IIPU [IPOBEI€HHI AOCIIiIpKEHb KPUIITOAJITOPUTMIB Ta IIPOTOKOJIIB



Ha OCHOBIi CTBOPEHHS 0iJIbIlI €(PEKTMBHUX METOIIB IIPOPIIPKyBaHHS i 3MEHIIEHHS] 004K CII0BAIbHOI CKIIALHOCTI
orepatiil 3 6araTopo3psAHUMU YUCIaMU. Pe3ybTaTi po60TU 4O3BOJISIOTH MiABUIIUTY MIBUIKOIIIO allapaTHO-
IIPOrpaMHUX 3ac06iB, sIKi BAKOPHUCTOBYIOTbCS 1J1s1 IPOBEIEHHSI TEMAaTUYHUX JOCIiIPKEHb 3aC00iB KpunrorpagiyHoro

3axucty iHpopmMallii i TPOTOKOJIIB Ha OCHOBI RSA-anropurmy.

2. Object of research: The process of factorization of multi-digit numbers during cryptanalysis of the RSA
algorithm. Research subject: Computational methods of factorization of multi-digit numbers, based on the Fermat
algorithm and using effective methods of thinning and reducing the computational complexity of operations with
multi-digit numbers. The aim of research: Reducing the computational complexity of factorization methods for
multi-digit numbers to improve the performance of hardware and software in solving RSA algorithm cryptanalysis
tasks. Research methods: methods of number theory, optimization theory, algorithmic theory of multi-digit
numbers, theory of complexity computation, numerical methods, methods of computer modeling. Dissertation is
devoted to the improvement of computing factorization methods based on the Fermat's algorithm, which are used
in the research of cryptographic algorithms and protocols which are used in the means and complexes of
cryptographic protection of information (CPI) based on the creation of more effective methods of screening and
reducing the computational operations of complex multi-digit numbers. The results of the work allow to increase
the speed of hardware and software which are used for conducting thematic researches of means for
cryptographic information protection and protocols based on RSA-algorithm.
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