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V. BizomocTi npo gucepraniio
MoBga guceprariii:
Koau TeMaTHYHHUX PYyOPHK: 81.14.11.05

Tema gucepranii:
1. MeTonu Ta 3acobu o6y 10BY 6JI0KOBUX CUMETPUYHUX MINQPIB 3 MifJBUIIEHOIO CTiMKICTIO Ta MIBUIKOIE0

2. Methods and means of constructing block symmetric ciphers with increased stability and speed

Pedepar:

1. lnceprariiio MprucBs9eHO OOIPYHTYBAHHIO HOBOi METOMOJIOTII OL[iHKY CTIMKOCTi 6JI0KOBUX CUMETPUYHUX mUQPiB
[0 aTak nudepeHLiabHOTO i JIiHIMHOrO KPpUIITOaHali3y i moAanbuoMy ii pO3BUTKY B HallpSIMKY CTBOPEHHS i
PO3pOOKU HOBOI KOHLIEMILii IPOEKTYBAaHHS 0JIOKOBUX CUMETPUYHUX WUGPIB.. [IpOBEAEHO BEIUKUN KOMILJIEKC
TEOPeTUYHUX | eKCIIepUMEHTATbHUX JOCIiIPKeHb [1I0Ka3HMKIB BUMIATKOBOCT] Cy4aCHUX GJIOKOBUX CUMETPUYHUX
mr@piB i BUNIAAKOBUX MiICTAHOBOK. 3alIpOIIOHOBAHO HOBY KOHIIEIIIiI0 [IPOEKTYBAaHHS 6JIOKOBUX CUMETPUYHUX
mn@piB, OCHOBOIO peasizallii SKoi CTaso BUKOPUCTAHHSI OKPEMO abo0 CIIiJIbHO TPhOX METO/IIB, CIIPSIMOBAaHUX Ha
30ibIIEHHS Yucia S-6J10KiB, SIKi aKTUBI3YIOThCS Ha [IEPLUIOMY LMKJI IK(PYyBaHHA. Bepiue 3apornoHOBaHO METOIU
nobynosu mmndpis Ulyn-1M i lyn-2M 3 256-6iTOBUM BXOZOM, 3 TIOJIIMIIEHUMH ITOKa3HUKAMH CTiMKOCTI i IBUAKOAI,
OpPi€EHTOBaHUX HAa BUKOPUCTAHHS B IOCTKBAHTOBOM Iepiofii po3BUTKY Kpunrorpadii. Po3pobeHi nigxony Ta MmeTonu
TaKOX OyJIM BUKOPUCTAaHI 7151 IOPiBHSJIBHOTO aHasi3y mu@piB, IpeACTaBIEHNX B CBill Yac Ha YKPaiHCbKUM KOHKYPC
3 BUOOPY HaLliOHAJIBHOTO CTaHAAPTY 6JI0KOBOTO CUMETPUYHOTO MU(PpyBaHHs YKpainy, a MisHile npu

mocuimxkeHHsx mudpy Kanuna-2, skuii cTaB cTaHzapTOM. PO3poOKY OCTaHHBOTO Yacy BU3HAYaIOTh HAIIPSIMOK



NOJAJIBLIOrO BOOCKOHAJIEHHS BJIACTMBOCTEN i IOKA3HUKIB JOKA30BOi CTIMKOCTi 6JI0KOBUX CUMETPUYHUX IUPPIB,
OpPiEHTOBaHUX HA 3aCTOCYBAaHHS B IIOCTKBAHTOBOM Iepiofi po3BuTky kpuntorpadii. B pesyspraTi BUKOHaHUX
IOCIIiIyKEeHb, BUPillleHa BaXKJIMBAa HAyKOBO-TEXHIYHA 3371244, SIKa Ma€ IIPAaKTUYHE 3HAYEHHS IJIS1 BOCKOHAJIEHHS
TEXHOJIOTi!l 6JI0KOBOI'O CUMETPUYHOTO MUMPYBaHHS i CKIAAETHCS B pO3POOLi METOIiB MOJIMNIIeHHS JUHAMIYHUX
MIOKA3HUKIB NIPUXO0AY 6JIOKOBUX CUMETPUYHUX MINPIB 10 CTaHy BUIAAKOBOI MiICTAHOBKY Ha OCHOBI 30i/IbLIEHHS

yucsa S-6J10KiB, SIKi aKTHBI3YIOTbCS Ha MEPUIMX LMKJIaX MH(PyBaHHS.

2. The dissertation is devoted to substantiation of a new methodology for assessing the resistance of block
symmetric ciphers to attacks of differential and linear cryptanalysis and its further development in the direction of
creating and developing a new concept of designing block symmetric ciphers. A large set of theoretical and
experimental studies of the indicators of randomness of modern block symmetric ciphers and random
substitutions. A new concept of designing block symmetric ciphers is proposed, the basis of which was the use
separately or jointly of three methods aimed at increasing the number of S-blocks that are activated in the first
cycle of encryption. For the first time, methods for constructing Shup-1M and Shup-2M ciphers with 256-bit input,
with improved stability and speed indicators, focused on use in the post-quantum period of cryptography
development, have been proposed. The developed approaches and methods were also used for comparative
analysis of ciphers submitted at one time to the Ukrainian competition for the selection of the national standard of
block symmetric encryption of Ukraine, and later in the study of the cipher Kalyna-2, which became the standard.
Recent developments determine the direction of further improvement of the properties and indicators of
evidence-based stability of block symmetric ciphers, focused on the use in the postquantum period of
cryptography. As a result of the performed researches, the important scientific and technical problem which has
practical value for improvement of technologies of block symmetric encryption is solved and consists in
development of methods of improvement of dynamic indicators of arrival of block symmetric ciphers to a
condition of random substitution on the basis of increase in number of S-blocks. encryption cycles.
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