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Tema gucepranii:

1. MeTonu Ta 3aco6u o6ynoBy 6JI0KOBUX CUMETPUYHUX MNQPIB 3 MigBUIIEHOIO CTIHKICTIO Ta MBUIKOTIEI0

2. Methods and means of constructing block symmetric ciphers with increased stability and speed

Pedepar:

1. lncepraliiio pUCBsIY€HO OOIPYHTYBAHHIO HOBOI METO0JIOTII OL[iHKYM CTiMIKOCTi 6JIOKOBUX CUMETPUYHUX MUGPIB
IO aTaK nuepeHLiaIbHOTO i JIiHIMHOrO KPUIITOAHAi3y i MOAANbIIOMY ii PO3BUTKY B HAlIPSIMKY CTBOPEHHS i
PO3POOKM HOBOI KOHLIEMNLii IPOEKTYBaHHS 6JIOKOBUX CUMETPUYHUX WUPPIB.. [IpoBeiIeHO BEIUKUI KOMILTIEKC
TEOPETUYHUX i EKCIIEPMMEHTAJIbHUX JJOCIIiIPKEHb TTIOKa3HMKIB BUNAJIKOBOCTI Cy4aCHUX 6JI0KOBUX CUMETPUYHUX
mr@piB i BUNIQAKOBUX MiICTAHOBOK. 3alIpONIOHOBAHO HOBY KOHIIEIIiI0 IPOEKTYBAaHHS GJIOKOBUX CUMETPUYHUX
mn@piB, OCHOBOIO peasisalii SKoi cTajlo BUKOPUCTAHHS OKPEMO 260 CIIiJIbHO TPhOX METO/IIB, CIIPSIMOBAHMX Ha
30ibLIeHHS YKcia S-0J10KiB, SIKi aKTUBI3YIOTbCS Ha [1epLUIOMY LMKJII IK@PyBaHHS. Briepiue 3apornoHoBaHO METOU
no6yzposu mmdpis yn-1M i [lyn-2M 3 256-6iTOBUM BXO/IOM, 3 MOJIIMIIEHNMH TIOKa3HUKaMU CTIMKOCTI i MBUIKOAII,

OPi€EHTOBAaHUX HA BUKOPUCTAHHS B IOCTKBAHTOBOM I€Piofli pO3BUTKY Kpurnrorpadii. Po3pobeHi niaxony Ta METOIU



TaKOX OyJIM BUKOPUCTAHI 17151 HOPiBHSJIBHOTO aHasi3y mu@piB, IPeACTaBIEHNX B CBill Yac Ha YKPAiHCbKUM KOHKYPC
3 BUOOPY HalliOHAJIbHOT'O CTaHJApTy 0JI0KOBOTO CUMETPUYHOro WndpyBaHHs YKpaiHy, a misHime npu
nocaimxeHHsx muppy Kanuna-2, skuil cTaB cTaHIapToOM. PO3poOKY OCTaHHBOTO Yacy BU3HA4alOTh HAIIPSIMOK
[OJAJIBLIOrO BOOCKOHAJIEHHS BJIACTUBOCTEN i IOKA3HUKIB JOKA30BOi CTIMKOCTi 6JI0KOBUX CUMETPUYHUX IUPPIB,
Opi€HTOBAHUX Ha 3aCTOCYBAaHHS B IOCTKBAHTOBOM Iepiofi po3BuTKy kpunrorpadii. B pe3ysibTaTi BAKOHAHUX
IOCJIiIKEHb, BUPIlleHa Ba)KJIMBA HAYKOBO-TEXHIYHA 33/1a4a, sIKa Ma€ NPaKTUYHE 3HA4E€HHS 111 BIIOCKOHAJIEHHS
TEXHOJIOTi} 6JI0KOBOTO CUMETPUYHOrO IU(PYBaHHS i CKJIaIa€ThCsl B pO3POOLI METOAIB MOJINIIEHHS JMHAMIYHUX
MIOKa3HMKIB IPUXOIy 6JIOKOBMX CUMETPUYHUX MUGPIB 10 CTaHy BUNAAKOBOI MiICTAHOBKY HA OCHOBI 30i/IbIIE€HHS

qucsa S-6JI0KiB, 5IKi aKTHBI3YIOTbCS Ha MEPUIMX LMKJIaX MHU(PyBaHHS.

2. The dissertation is devoted to substantiation of a new methodology for assessing the resistance of block
symmetric ciphers to attacks of differential and linear cryptanalysis and its further development in the direction of
creating and developing a new concept of designing block symmetric ciphers. A large set of theoretical and
experimental studies of the indicators of randomness of modern block symmetric ciphers and random
substitutions. A new concept of designing block symmetric ciphers is proposed, the basis of which was the use
separately or jointly of three methods aimed at increasing the number of S-blocks that are activated in the first
cycle of encryption. For the first time, methods for constructing Shup-1IM and Shup-2M ciphers with 256-bit input,
with improved stability and speed indicators, focused on use in the post-quantum period of cryptography
development, have been proposed. The developed approaches and methods were also used for comparative
analysis of ciphers submitted at one time to the Ukrainian competition for the selection of the national standard of
block symmetric encryption of Ukraine, and later in the study of the cipher Kalyna-2, which became the standard.
Recent developments determine the direction of further improvement of the properties and indicators of
evidence-based stability of block symmetric ciphers, focused on the use in the postquantum period of
cryptography. As a result of the performed researches, the important scientific and technical problem which has
practical value for improvement of technologies of block symmetric encryption is solved and consists in
development of methods of improvement of dynamic indicators of arrival of block symmetric ciphers to a
condition of random substitution on the basis of increase in number of S-blocks. encryption cycles.
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