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critical infrastructure systems

Pedepar:

1. MeToto gucepTaliiHOi pOOOTH € TiABUIIEHHS ONEPAaTUBHOCTI Ta 3HWXEHHS pU3UKiB nepenadi iHdopmariii B
indoxomyHikaniitHux mepexxax (IKM) cucrem kputuuHoi indpactpykrypu (CKI) msixom po3pobku iHpopMaLiiHUX
TEXHOJIOTI!, MOJeJIeN CTPYKTYP i METOAIB pU3MK-aJalITUBHOTO YIIPaBJIiHHA [IapaMeTpaMu MOTOKiB gaHux IKM CKI.
O6'eKT DOCiIKEHHS - IPOLeCH yIPaBIiHHS iHPOKOMYHIKALIHHNMU MepeXXaMi CUCTEM KPUTUYHO]
iHpacTpyKkTypu. MeTonu nociuifkeHHs: pyHoaMeHTalbHi [10JI0)KEHHS TeOPiil: TEOPETUKO-MHOKUHHUM MifXi,
METOJI TEOPii MaCOBOro 0OCIYyTOBYBAaHHS, ONTUMIi3aliliHi MOJIeJli Ta METOY AOCIIIPKEHHS Ollepaliiii, MeToou
teopii indopmauii Ta Teopii cknagHUX cucrem, MeTony QyHKIIOHANIBHOTO aHai3y, METOI MaTeMaTUYHOI

craTucTuku. HaykoBa HOBM3HA aucepTalii. Biepie orprumaHo: 1) METOL0JIOTII0 pU3MK-aallTOBAHOTO YIIPaBJIiHHS



norokamu ganux IKM CKI, ska Ha BigMiHy Bifl iCHYIOUMX peasidye CTPYKTYPHO-TIapaMETPUYHUI CUHTE3
iHopmaniitHoi i TeXHIYHOI CKIa0BOi, alaliTUBHE yIIPaBIiHHS TpadikoM 3 ypaxyBaHHSIM PO3IIOZLTY IPUKIAIHAX
3aBZlaHb I10 By3Jlax MEPEXi Ta JBOKOHTYPHE YIIPaBJIiHHS pU3MKaMH, 1110 JO3BOJIATh 3a0€3M1e4YUTH (PYHKLIOHYBAHHS
IKM, aganTuBHE [0 30BHIIIHIX YMOB Ta CTiMKOTrO O PU3UKIiB; 2) MATEMaTUUYHY MOZEJb IOTOKIB TaHUX
6aratropiBHeBOI iH(OPMaLiHOI CTPYKTYPU MEpEXi, sIKa Ha BiIMiHY BiJl iCHyI0UMX Ma€e TPUPIiBHEBY CTPATU(]PIKOBAHY
CTPYKTYPY i CKIIalaeThCs 3 pAAy MiIMEPEX Ta TPYII By3JIiB, IO Ja€ 3MOTy BU3HAYATH [TAPaMETPU ITOTOKIB JaHUX MK
By3JIaMH B MEXKax I'PyIH, a TAKOXK MIX MifMepekaMu /171 00YMCIIEHHS XapaKTEPUCTUK 3aBaHTKEHHS KaHAJIiB
3B'13KY i MepexxeBoro ycratkyBaHHs IKM CKI; 3) meton (popmyBaHHs cTpykTypu IKM, sIKui1 Ha BigMiHYy Bif
icHylouNX niepen6avae CUHTe3 iepapxii CTPYKTYp i popmarizaniio 3aad BU60py Ha OCHOBI TEOPETHKO-MHOXUHHUX
MoJeJiell, o J03BOJIslE NiABUIUMTY €(PEKTHBHICTh BUKOPUCTAHHS iH(pOopMaLiiHUX i TEXHIYHUX pecypciB mepexi; 4)
METOJ, aJAlITUBHOTO YIIPABJIiHHS PO3MOAiTIOoM iHQOPMALIiTHUX MOTOKIB JAHUX, SIKUW Ha BiIMiHY Bif] iCHYIOUUX,
BPaxoBYe 1JIs1 Pi3HUX TUIIIB KaHaJliB 3B'13Ky MOXJIMBY 3MiHY BUMOT MIPUKJIaJIHUAX 3aBJJaHb a00 aKTUBHOCTI
KOPHCTYBauiB i 03BOJIsIE 3MEHIINTY CyMapHY BapTiCTh BUTPAT Ha OOCJyrOBYBaHHSI; 5) METOJ, OLiHKY pusuky IKM,
SKUI Ha BiIMIiHY Bifi iCHyl0uMX 37iliCHIOE ifeHTH(iKallil0 4aCTKOBUX PU3KKIB 32 JOIIOMOT0O0 KOTHITUBHHUX KapT i
IIPUYMHHO-HACJIIIKOBOI [iarpaMy YMHHUKIB, [IPOSIBIB 1 HACIIIKIB PU3MKIB, IO MiIBUILY€E TOYHICTb KiJIbKiCHOI OLIiHK1
MOYKJIMBOTO 30UTKY 17151 GYHKIIIOHYBaHHS MepeXKi 32 paxyHOK O1i/1blll TOBHOTO BpPaxyBaHHS MOT0 IIPUYKH.
BnockoHnaneHo: 1) MeTO[, BUBHAUEHHSI TApaMeTPiB ITOTOKIB JaHUX iHPOpMaLifHOI CTPYKTYPH MEPEXI MIJIIXOM
yPpaxyBaHHS OOCSTIiB IaHUX MiX By3JlaMU MEPEXi IIPY BUKOHAHHI SIK IPUKJIQHUX 3aBJaHb, TaK i CUCTEMHUX
I0JATKiB MHOXKMHOIO KOPUCTYBAUiB, Ta 004K CJIEHHS] iIHTEHCMBHOCTI MOTOKIB JaHUX MiXK KOPUCTyBayaMHu i By3JlaMH,
1110 [103BOJIsI€ TUQepeHLifioBaHO AOCIIPKyBaTH ITOTOKY AaHUX KO>KHOI 3anadi CKI; 2) maTeMaTU4YHYy MOJieJlb
TexHiyHoi cTpykTypu IKM 1I1s1XOM pOo3paxyHKy NapaMeTpiB IIOTOKIB JaHMX MePeXi BifoBinHO iHpopMaLifiHil
CTPYKTYPI, IO 1a€ MOXJIMBICTb OL[iHUTH BILIUB KOKHOTO CUCTEMHOIO JOJATKA HA 3aBAaHTAKEHHSI KaHAJIIB 3B'SI3KY i
KOMYHIKaI[iTHOrO yCTaTKyBaHHS MepeXXi; 3) MOJieJib PO3IOAiTy IIPUKJIAAHUX 3aBJlaHb 10 By3JIaxX
iH(pokoMyHiKaliliHOI MepeXXi IJISIXOM BU3HAUEHHS 11iIb0BOi PYHKLI 7151 MiHiMi3aLlii BUTpaT sIK 064N CIIOBAJIbHUX,
TaK i nepepadi JaHUX, i 0OMEXXEHb, 3yMOBJIEHMX BUMOTaMHU [I0 TEXHIUHOI Ta iHOpMaLiliHOI CTPYKTYp Mepexi; 4)
METO], PO3IO/IiTy pecypciB 6ararocepBepHOro By3sa 06po6ku iHpopmaliii, MISIXoM IOCTiIKEeHHS] CUCTEMU
CcepBepiB sIK CYKYIHOCTI OJHOJIIHIMHUX CUCTEM MAaCOBOT0O OOCJIyTOBYBaHHSI Ta BUKOpPUCTaHHS iHpopmalii momo
PO3II0ZiNy CMyTY IPOIyCKAHHS KaHaJliB 3B's13KY, 110 1a€ 3MOTY 3MEHIIMTH BUTPATU HAa 0OCJIyTOBYBaHHS IIOTOKIB.
OTpumManu nojaabUni po3BUTOK: 1) MOZEJ OLIiHIOBAaHHS SIKOCTi Ta e(peKTUBHOCTI IKM misxom BU3HAYEHHS
y3araJlbHEHOro KpUTEPIlO SIKOCTi CTPYKTYPH Mepexi Ta KpuTepio epeKTUBHOCTI Nepenayi faHux, sIKi BpaxOBYIOTb
XapaKTepPUCTUKHU Ipoliecy 06pobKy iHpopMaLlilHUX [10BiOMJIEHD, 110 I03BOJISE OisbII aleKBaTHO MOJIEJIIOBATU
Ipoliecy nepejayvi gaHux i 3abesneyuTu 6inb epexkruBHe QyHKUioHyBaHHs IKM 6€3 BUliieHHS HaJJIMIIKOBUX
pecypciB. [IpakTryHe 3HaY€HHS] OTPMMAHUX PE3YJIbTATIB IJ1s ranysi iHpopMaLilHUX TEXHOJIOTIN NOJIrae y
HacTyrnHoMy: 1) po3pobsieHo NpuKIIanHy iHQOopMallifiHy TEXHOJIOTIIO, IKa Ja€ MOXUJIUBICTb TPUHMaTH pillleHHs,
ayjanToBaHi o crenu@iky poboTy NOAATKIB i BUMOT 0 XapaKTEPUCTUK POOOTU MEPEXi, Ta CTINKUX O
iHdpopMaliiHUX PU3HUKIB, JO3BOJISIE 3MEHIIUTY CyMapHUI yac 06po6ku iHpopmaliii 1o 15% Ta 3HU3UTU PUBUK 36010
mepexi Ha 34%; 2) po3pobiieHi MeTonu J03BOJISIOTh 3IiMICHIOBATH PO3PaXyHOK OCHOBHMX I1apaMeTpiB Mepexi rpu
PEeIHXUHIPUHTY IPOLIECiB; 3) po3p06JIeHi aropuTMu MozenoBanHs cTpykTypu IKM CKI 1o3B0oIS10Th NOJINIIUTH
aJleKBaTHICTb MOJIEJIbOBAHUX IIaPAMETPIB MEPEXKI PEAJIbHUM, [IPU LIbOMY CEPEHE BiAXUIIEHHS MOIEIbOBAHNUX

IapaMeTpiB Bif peasibHUX He nepesuinye 3,5%.

2. The aim of the thesis is to increase the efficiency and reduce the risks of information transfer in the information
and communication networks (ICN) of critical infrastructure systems (CIS) by developing information technologies,
the models of structures and methods for the risk-adaptive management of the data flow parameters of the CIS
ICN. The object of the research is the processes of managing the information and communication networks of
critical infrastructure systems. The methods of research are the fundamentals of theories - the set-theoretical
approach, the methods of the queuing theory, optimization models and the methods of operation research, the
methods of the information theory and the theory of complex systems, the methods of functional analysis, the



methods of mathematical statistics. The scientific novelty of the thesis is based on the fact that the work for the
first time deals with 1) the methodology of the risk-adaptive management of ICN data flows, which unlike the
existing ones, implements the structural and parametric synthesis of the information and technical component,
the adaptive traffic management taking into account the assignment of applied tasks to the network nodes and
two-loop risk management, which will ensure the operation of ICN that is adaptive to external conditions and
resistant to risks; 2) the mathematical model of the data flows of the multilevel information structure of the
network which, unlike the available ones, has a three-level non-stratified structure and consists of a number of
subnets and groups of nodes that enable determining the parameters of data flows among the nodes in a group as
well as among subnets for calculating the characteristics of the load of communication channels and the network
equipment of CIS ICN; 3) the method of ICN structure development, which, unlike the existing ones, involves the
synthesis of the hierarchy of structures and the formalization of selection tasks on the basis of set-theoretical
models, enables increasing the efficiency of using the information and technical resources of the network; 4) the
method of the adaptive management of the assignment of information data flows, which, unlike the existing ones,
takes into account probable types of communication channels, a possible change in the requirements of
application tasks or the activity of a user and enables reducing the total cost of maintenance; 5) the method of ICN
risk assessment, which, unlike the existing ones, identifies partial risks with the help of the cognitive maps and the
cause-effect diagram of the factors, risks and their consequences, which increases the accuracy of the quantitative
assessment of possible damage to the functioning of the network by better accounting for its causes. The following
items were improved: 1) the method of determining the parameters of the data flows of the network information
structure by metering the amount of data among the network nodes while performing both applied tasks and
system applications by a number of users and calculating the intensity of data flows among users and nodes
enables differentiating the data flows of each CIS task; 2) the mathematical model of the ICN technical structure by
calculating the parameters of the network data flows according to the information structure enables assessing the
impact of each system application on the load of communication channels and communication equipment of the
network; 3) the model of the assignment of applied tasks to the nodes of the information and communication
network by determining the objective function for minimizing both computational and data transfer costs and
restrictions caused by the requirements of the technical and information structures of the network; 4) the method
for assigning the resources of a multi-server node of information processing by examining the system of servers as
a set of single-line queuing systems and by using information on the distribution of the bandwidth of
communication channels, thereby reducing the cost of flow maintenance. The following item were further
developed: the models for assessing the ICN quality and efficiency by determining the general criterion for the
quality of the network structure and the criterion for the data transmission that take into account the
characteristics of processing information messages, which enables simulating the data transfer processes in a
more adequate way and ensuring more efficient ICN operation without allocating redundant resources.
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