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computer implementation

Pedepar/anoTamis:

1. Merta i 3aBmaHHs focimkeHHs. MeTa IOCifiKeHHS MoJIsirae B MPUCKOPEHHI KOMITIOTEPHO1 peasizanii
€KCIIOHEHIiI0BaHHS Ha CKiHYeHUX NoJIsIX ['anya — 6a30Boi onepalii cyyacHMX MexaHi3MiB KpunrorpagiyHoro
3axUCTy iHpopMmaliii 3 BiIKPUTHUM KJIIOUEM B CUCTEMAX NUCTAHLIMHOTO yIPaBJiHHA Ha 6a3i TexHoJorii [oT. Ins
IOCSATHEHHS METH JOCJIiIKeHHS ITI0CTaBJIeHO i BupimeHo Taki 3a7adi : 1. AHasi3 BUKOpUCTaHHS KpunTorpadivHux
MEXaHi3MiB 3aXUCTY JaHUX, B SIKUX BUKOPUCTOBYETHCS anredpa CKiHueHux 1osis ['anya, o6IpyHTyBaHHS KPUTEPIiB
e eKTUBHOCTI 3ac00iB 06YMCIIIOBaIbHOI pearizallii 6a30B0i onepatlii Haj noysmMu 'anya, o BUKOPUCTOBYETLCS B
LIMX MEXaHi3Max — €KCIIOHEHIII0OBAaHHS HaJ, YUCJIaMU, OBXKHA SKUX 3HAYHO [IE€PEBUIIYE PO3PSIHICTb IIPOLLECOPA;

OTJIs17, 3 MO3ULIIM [IMX KPUTEPIiB iCHYIOUMX METOiB Ta aJIrOPUTMIB 00YMCIIEHHS €KCIIOHEHTU Ha NoJisix [anya,



BU3HA4YEHHS MOXJIMBOCTEN MiJIBUIIEHHS MBUAKOIII if 064KCII0BanbHOI peanizalii. 2. TeopeTnyHe 0OIpYHTYBaHHS,
PO3poOKa Ta [NOCiIPKeHHSI MeTOAY IPUCKOPEHOT0 eKCITIOHEHLIIIOBaHHS, SIKUI OpraHisdye o6pooKy OiTiB Komy
€KCIIOHEHTH B HaNIPSIMKY Bifl CTapHIMX O MOJIOAMMX IpynaMu 1o h po3psizis, npu LibOMy BCi oniepauii MHOXXEHHS B
PaMKax Irpynu 3aMiHSI0TbCS OJHI€I0 TAKOIO ONEpaLli€l0 3 BAKOPUCTAHHSIM N1ePeL00UNCIEHb, O 3AiICHIOETHCS
nepen KO>KHiM €KCIIOHEHIII0BaHH4, a Tpyma 3 h oneparniii ninHeceHHs N0 KBaJpaTy 3aMiHSIETHCS Ha OJIHY OIlepaliilo
niZiHeCeHHs! B CTyMiHb 2h 3 BUKOPUCTaHHSIM I1epefo6urCiIeHb, SIKa BUKOHYIOTbCSI IIPU 3MiHi YyTBOPIOIOYOT0 MOJIIHOMY
nosist ['anya, 110 103BOJII€ 3BMEHUIUTHU KiJIbKiCTh MYJIbTUILIIKATUBHUX onepaliil. 3. TeopeTuuHe 0OIpyHTYBaHHH,
pO3po6Ka Ta JOCHiIPKEHHS] METOAY IIPUCKOPEHHS 00YMCIIEHHS! €eKCIIOHEHTU Ha NoJsix ['aya 3a paxyHOK oprasisatii
CyMillleHH$ B 4aci BUKOHAaHHS JBOX ON€epalliil Ha noJi ['asya — migHeCeHHs 10 KBaApaTy Ta MHOXKEHHS Ha IOCTiliHe
YUCJI0, 32 PAXYHOK YOTro 3a0e3I1e4yeThCsl IPUCKOPEHHST BUKOHAHHS BOKJIMBOI [J1s1 KpUIITOTpadiyHUX 3aCTOCYBaHb
onepartii 064nCIeHHS eKCIOHEHTH. 4. TeopeTu4yHe OOIPYyHTYBAaHHS, PO3POOKA Ta JOCIIKEHHS METOLY
IIPUCKOPEHHS 004MCJIEHHS €KCIIOHEHTH Ha MoJisx [anya nuisgxoM oprasisauii 06po6Ku KoJy €KCIIOHEHTH 3i
CTapUIMX PO3P4AIB I10 TPyIaM, o CKIAJAITLCS 3 OAMHULI Ta IEPEeAYI0YUM il HYJISIM i 3MiMCHIOETBCS IJ151 KOXKHOI 3
HUX Y BUIJIli OfHiei cyMillleHoi onepallii MHOXKeHHSI Ha 110J1sx ['ajlya 3 BUKOPUCTaHHSIM [TepeloOunCIleHb, 3a
PaxyHOK 4OTO JTOCSTAaE€ThCs 3MEHIIEHHS KiJIbKOCTI Onepariii MHO>XXEHHS i, BiITIOBIIHO, IPUCKOPEHHS OOUKCIIEHHS
eKCIIoOHeHTH Ha 1oJii ['anya. 5. TeopeTryHe OOIPYHTYBaHHS, pO3pOOKA Ta NOCIIIPKEHHS METOAY PUCKOPEHHS

004K CJIEHHS €KCIIOHEHTH Ha 1oJisx [aslya mIsIxoM OpraHisallii napasnesabHOro 064nCaeHHs eKCIIOHEHTH Ha
KiHI|eBUX MOJIsIX ['asya, sika Biipi3HsE€ThCS TUM, 10 B paMKax KO>KHOTO i3 k 064K CII0BaIbHUX NPOLIECiB
3MiMICHIOETHCS IIiIHECEHHS YMCla B CTYIiHb, KO KOi MiCTUTh N /K 3HaUyImux 6iTiB €KCIIOHEHTH, po3zineHux k-1
HYJIbOBUMH OiTaMH, 32 paxyHOK YOTO KiJIbKiCTb oIlepalliil MHOXKEeHHS i ilHeCeHHsI B CTYIIiHb ABiMKYU Ha noJi [anya
3MeHuyeTbCs B k pas. 6. TeopeTuuHe 0OIPyHTYBaHHS, pO3p0o0Ka Ta JOCiIKEHHS METOly IPUCKOPEHHS
00YNCIIEHHS €KCIIOHEHTH Ha MoJisix ['ajyya mIsxoM opraHizallii napauesbHOro 0641 C/I€HHS €KCIIOHEHTH Ha
CKiHYeHUX MMoJsixX ['asnya, sika Bilpi3HIETHCS TUM, IO B paMKaX KOXKHOTO i3 k 064nCiIioBasbHUX MIPOLIECiB
3M1iICHIOETHCS IIiIHECEHH S YMCla B CTYIIiHb YMCJIa [1Ba 3 OTPUMAHHSIM CTapTOBOT'O 3HAUE€HHS /1J151 OOUMCIIEHHS
YaCTKOBOI €KCIIOHEHTH, 1[0 MIiCTUTb B c06i N /k CYMDKHUX PO3PsiAiiB KOZy €KCITIOHEHTH, 110 L03BOJIsI€ IPUCKOPUTH
Iporec O6YKCIeHHS eKCIIOHeHTH Ha 1oJisiX ['anya B k pas. 7. TeopeTnuHe oOrpyHTYBaHHS, po3po0OKa Ta
IOCJIiI)KeHHSI METOJly TPMCKOPEHHSI OOYMCIIEHHS eKCIIOHEHTU Ha NoJsix ['asya 1isixoM oprasisaliii napaseyibHOro
00YMCIIEHHS €KCIIOHEHTH Ha CKiHYeHUX NoJisx ['ainya, sika Biipi3HS€ETbCS TUM, 10 B KOSKHOMY i3 TTapasiesIbHuX
IIPOLIECiB 0OPOOJIIOETLCS rpyna (parMeHTiB KOy €KCIIOHEHTH [1JIs1 SIKUX MONePeIHbO 06PaXOBAaHO 3HAYEHHS
€KCIIOHEHT-11a6JIOHIB, SIKi IIiIHOCSTD B CTYIIiHb JIBiMKY 3 3aCTOCYBAaHHSM iHIINX I1€pefo6urCIeHb, 32 PAaXyHOK 40ro
LOCSITA€THCSI IPUCKOPEHHS O0YMCIIEHHS Ha 6araTosiepHUX IIPOLIECOPHUX I1aTdopMax €KCIIOHEHTU Ha MOJIsIX
l'anya. 8. CTBOpEHHS IPOrpaMHUX 3aCO0IB [J1s1 €KCIIEPMMEHTAJILHOTO NOCiIPKEHHS €(PEKTUBHOCTI 3alIPOIIOHOBAHMUX
METO/IiB Ta MiIXOAiB 4O NPUCKOPEHHS peaisdalii 6a30Boi At KpunrorpapidyHUX MPOTOKOJIIB onepariii
€KCIIOHEHIIiI0BaHHS Ha CKiHUYEeHUX MoJsx [anya.

2. The goal and tasks of the research. The goal of the research is to accelerate the computer implementation of
exponentiation on finite Galois fields - the basic operation of modern open key cryptographic mechanisms for data
protection in system for remote control based on IoT technologies. To achieve the goal of the research, the
following tasks were set and solved: 1. Analysis of the application of cryptographic data protection mechanisms,
which use the algebra of finite Galois fields. Substantiation of the criteria for the effectiveness of means of
computational implementation of the basic operation on Galois fields used in these mechanisms - exponentiation
over numbers, the length of which significantly exceeds the processor's bit capacity; a review, from the standpoint
of these criteria, of the existing methods and algorithms for calculating the exponent on Galois fields, determining
the possibilities of increasing the speed of its computational implementation. 2. Theoretical justification,
development and research of the method of accelerated exponentiation, which organizes the processing of code
bits, exponents are processed in the direction from the highest to the lowest in groups of h digits, while all
multiplication operations within the group are replaced by one such operation using recalculations, which is
performed before each exponentiation, and a group of h operations of raising to the square is replaced by one
operation of raising to the power of 2h using precomputations , which are performed when changing the forming



Galois polynomial field, which allows to reduce the number of multiplicative operations. 3. Theoretical
substantiation, development and research of the method of speeding up the calculation of the exponent on Galois
fields due to the organization of the combination in time of the execution of two operations on the finite Galois
field - squaring and multiplication by a constant number, due to which the acceleration of important for
cryptographic applications operation of exponentiation on Galois fields is ensured. 4. Theoretical substantiation,
development and research of the method of speeding up the calculation of the exponent on Galois fields by
organizing the processing of the code of the exponent from the higher orders in groups consisting of a unit and
the sequence of zeros, whose preceding it and carried out for each of them in the form of one combined operation
of multiplication on Galois fields using precomputations, due to which a reduction in the number of multiplication
operations and, accordingly, an acceleration of the calculation of the exponent on the finite Galois field is
achieved. 5. Theoretical substantiation, development and research of the method of speeding up the calculation of
the exponent on Galois fields by organizing the parallel calculation of the exponent on finite Galois fields, which is
distinguished by the fact that within each of the k calculation processes, a number is raised to a power, the code of
which contains n/k significant bits of the exponent, divided by k-1 zero bits, due to which the number of
operations of multiplication and raising to the power of two on the Galois field is carried out decreases by k times.
6. Theoretical substantiation, development and research of the method of speeding up the calculation of the
exponent on the Galois fields by organizing the parallel calculation of the exponent on the finite Galois fields,
which is distinguished by the fact that within each of the k calculation processes, the number is raised to the
power of two to obtain the starting value for the calculation of the partial exponent, which contains n/k adjacent
digits of the exponent code, which allows to speed up the process of calculating the exponent on the fields Galois k
times. 7. Theoretical substantiation, development and research of the method of speeding up the calculation of the
exponent on Galois fields by organizing the parallel calculation of the exponent on finite Galois fields, which is
distinguished by the fact that in each of the parallel processes a group of fragments of the exponent code is
processed for which the value of the exponent templates, which are raised to the power of two using other
recalculations, is pre-calculated, due to which the acceleration of the calculation on multi-core processor
platforms of the exponent on Galois fields. 8. Creation of software tools for the experimental study of the
effectiveness of the proposed methods and approaches to speeding up the implementation of the basic
exponentiation operation for cryptographic protocols on finite Galois fields.
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