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Pedepar:

1. MeTo10 po60TH € MigBUILEHHS SIKOCTi pU3UK-MEHEIPKMEHTY OAHKY LIJIIXOM PO3POOKU Ta BIIPOBA/I>KEHHSI
inpopmauiitHo-ananituuHoi cucremu (IAC) 3a6e3neueHHs aHalidy iHpOpMaLiiiHUX MOTOKIB MO0 peasidalii 3arpo3
indopmaniitHoi 6e3neky y 6aHKy 3 METOIO OL[iHKY O4iKyBaHUX 30UTKiB 6aHKY. OCHOBOIO CUCTEMU € PO3POOIEHUN
CLieHapiil OLIiHKYM O4iKyBaHUX 30MTKIB y BUIJISTi JIIOJUHHO-MAIIMHHOTO iHCTPYMEHTAPIl0 3 BUKOPUCTAaHHSIM
€KCIIEPTHUX OLHOK, NIPY LIbOMY [JIs MiJBUIIEHHS €(PEKTUBHOCTI CL€HApIil0 30iICHEHO 100 ONTUMI3ALIIO IIISIXOM
No6YI0BY MYJIbTUAreHTHOI CUCTeMU. JI71s1 MiATPUMKU CTabiIbHOTO PO3BUTKY Ta KOHKYPEHTHOI CIIPOMOXKHOCTI
6aHkaM Ta (piHAHCOBUM yCTaHOBaM HEOOXiHO MOCTIMHO IPOBOJUTH MOJIEPHi3allil0 CEPBiCiB, sIKi HaAIOTLCS iXHIM
KJlieHTaM. HeoOxiHiCTh BIPOBaIKE€HHSI iHHOBAlliMHUX pillleHb, B CBOIO Yepry, BUKJIUKAE NIOTPEOY B YOCKOHAJIEHHI
CHCTEM pU3MK-MEeHeKMEHTY, 3aXUCTy Ta 3abe3rnedyeHHs 6e3neku 6aHkiBcpkux iHpopmauiinux cuctem (IC), mo

CKJIaJIal0Th OCHOBY (PYHKLIIOHYBaHHS OpraHisaliii, a TakoXX KJIi€HTiB piHaHCOBUX iHCTUTYILi. TakKuM YMHOM,



iHopmatiitna 6e31eKa Bifirpae cTpaTeriyHy poJb pu 3a6e3nedeHHi €(eKTUBHOCTI Ta CTabiIbHOMY PO3BUTKY
6aHKy. OCKiZIbKY PU3HKU Ta 3arpo3u iHPopMaliiiHoi 6e3eKku € fMHaMiYHUMU, BOHU [TOCTINHO 3MIHIOIOThCS Ta
YIOCKOHAJIIOIOTHCS, TOMY yCIIiLIIHE IPOTHCTOSIHHS YCiM 3arpo3am MPakTUYHO HEMOJKJIMBO B PeaJIbHUX YMOBAX, KpiM
TOTO 3aHAJTO XKOPCTKI 3aX0IA MOXKYTb 3pOOUTU OaHK HEMTPUBAOJIVBUM [1J15 KJIiEHTIB, IO B CBOIO YE€Pry CYTTEBO
BIUIMBAE HA MOTO OXi/, Ta PEATHHT i MOXKe HaBiTh IPU3BECTH 10 6AHKPYTCTBA. TaKMM YMHOM HA CbOTOJHIIIHIN IEeHb
icHye 00’eKTBHE NPOTUPIYYsl MK )KOPCTKMMU BUMOTraMu 3abe3nedeHHs indpopmaliiiHoi 6e3nexu IC 6aHKiB,
BMMOIaMMU [10 iHHOBaLiMHOCTI Ta MOZepHi3allii 6aHKIBCbKUX PillleHb i BiICYTHICTIO 1jiiCHOI KOHILEMI1Lii, CHCTEMHUX
Mogenel, iHhpopMaLiiHuX TEXHOJIOTIN Ta iHpopMmaliliHo-aHamiTnyHuX cuctem (IAC) nyis 3a6e3nedeHHs
KOMILJIEKCHOI OL[iHKY 30MTKIB I1py peasizalii 3arpo3 indpopmaliiliHoi 6e3rneky 6aHKy 3 METOIO ITPUUHSTTSI [IEBHOTO
piBHs pusuky. Came po3pobka Ta BpoBajkeHHs Takux IAC 103B0JIsie KOMILJIEKCHO Ta CTPYKTYPOBAHO MifiliTH 10
BUpillleHHs Ipo6JieM 3abe3nedyeHHs iHpopmMaliiiHoi 6e3neku 6aHKy Ta ONTUMI3allii yIpaB/IiHHSI pu3Kamu. [
IOCATHEHHS METH JIOCJIiIKeHHs B po6oTi OyJ10: mpoBefeHo cucteMHui aHani3 IC 6aHKy Ta 0cobMBoCTe iX
B3aeMoii; popmaiizoBaHo 6i3HeC-TIpoLiecy GAHKY, 1110 IPOXOIATh 3 BUKOPUCTAaHHSIM IC; BU3HAUEHO,
[IpOaHaJi30BaHO Ta kiacu@ikoBaHO NOTEHIiMHI 3arpO3U Ta PU3UKMY; TPOAaHaTi30BaHO HasIBHI MOZEJli, METOIU Ta
aJITOPUTMU aHAaJIi3y Ta BUSABJIEHHS 3arpo3 IC 6aHKy, a TAaKOX yNPaBJiHHS PU3UKaMU; PO3POOJIEHO CLieHApil
PO3B’sI3aHHS 3a/1a4i OL[iHKY 04iKyBaHMX 30MUTKiB IIpU peasisaliii 3arpo3 inpopmariiiiHoi 6e3nexu IC 6aHKy;
PO3p006JIEHO MYJIbTUAr€HTHY CUCTEMY JJ1s1 PO3B'sI3aHHSI 337a4i OLIIHKY O4iKyBaHUX 30MTKIB, JOCiIKEHO ii
eeKTUBHICTb. [Ipy BUKOHAHHI I0CTaBJI€HUX 3aBJIJaHb BUKOPHUCTOBYBAJIACh: METOAU Ta IIPUHLUIIB CUCTEMHOTO
aHazi3y; MoieJli Ta METOY Teopii IPUIHATTS pillleHb Ta 6araTOKpUTEPiaIbHOI ONTUMI3alliil, 30KpemMa, MeTOo] aHali3y
iepapxiit (MAI), metoq, Henbdi, paH>kKupyBaHHS, MeTOX 6araTopakTOPHOI OILiHKM Ta JIiHiIIHOI 3rOPTKY KpUTEpiiB
L7151 OTPUMAaHHS KOMIIJIEKCHOI IIPOTrHO3HOI OL[iHKY XapaKTePUCTUK O4iKyBaHUX 30MTKiB; Teopii HafiltHOCTi Ta
PUBUKY; METOIY NOOYIOBU MYJIbTUAT€HTHUX CUCTEM [171s1 IPOEKTYBAHHSI, PO3POOKU Ta BIIPOBAIKEHHS
indopmaniitHoi cuctemu Ha 6a3i OTiCTUYHOI MepesKi iHTeJIeKTyaIbHUX areHTiB, 30KpeMa 06’ €KTHO-OPi€EHTOBaHU
MiAxiz, 10 MPOEKTYBaHHS apXiTEKTypy CUCTEMU. BaXKIMBO 3a3HAYNTY, 110 OTPUMAaHI pe3yJIbTaTh HAyKOBOTO
IOCJiIKeHHS Haby/u IPaKTUYHOrO 3aCTOCYBaHH:. Po3po6JieHi B IpoLeci OCHiIKEHHSI MOZEJi, METOAU Ta
aJrTOpPUTMHU MAIOTh IIPUKJIAJIHE 3aCTOCYBaHHS He Juile B 6aHKIBChKill cdepi, a i B iHIIMX NpeJMeTHUX 00J1aCTSX:
eHepreTulli, TPy OLHLi 00’eKTiB HEPYXOMOCTI, IIpO 110 CBifYaTh BiANOBigHI HAYKOBI CTATTi 32 TEMOIO JucepTallii.
HaykoBa HOBU3HA O/IEP>KaHUX PE3YJIbTaTiB [0JIsirae B po3po0bLii MaTeMaTUYHUX MOJIeJIel Ta alTOPUTMIB OL[iHKA
OUiKyBaHMX 30UTKIB IIpu peanisauii 3arpo3 IC y 6aHKy 3 METOIO MiJBUIIEHHS €(PEKTUBHOCTI PU3UK-MEHEKMEHTY,
IOCJIiIKeHHI 3 CHCTEeMHUX IIO3ULiN CTPYKTYpH OaHKy, IPUHLUIIB QyHKIiOHyBaHHS, Kiacudikauii Ta
cHCTeMaTu3allii 3arpo3 Ta pU3KKiB, 1110 BUHUKAIOTh y 6aHKy. HayKoBa HOBU3HA OJlep>KaHUX pe3ysbTaTis: Briepue: -
Po3pob6seHo cueHapiil po3B’si3aHHs 3a7ja4di OLIHKY O4iKyBaHMX 30MTKIB, 1[0 BUHMKAIOTh IpU peartizauii 3arpo3s IC
6aHky. - Po3pobisieno indpopmaliliHy TeXHOJIOTII0, MOZEJIi Ta HifXiz 10 peasisalii 3ama4i OLiHIOBaHHS €KCIIEPTOM
OUiKyBaHMX 3HAa4€Hb [I0Ka3HUKIB 30MTKY 3TiflHO KpUTEPIiB, sIKi CIPSIMOBaHI Ha MiJBUIEHHS TOYHOCT] pe3ysbTaTiB. -
dopmanizoBaHO iHCTPYMEHTApiil yrpylyBaHHS pe3yJbTarTiB, 110 403BOJIsIE 3HAUTH paljioHaJIbHUI KOMIIPOMIC B
OLliHKaX €KCIIEPTiB IIPY BPAXyBaHHI [IOBHOTO Aiala3oHy iX JyMOK Ta BUKJIIOYEHHSI HEOOI'PYHTOBAHOIO
BigOpaKyBaHHSI OKPEMUX OLIiHOK. - PO3p06sieHO pi3HOTUITHI MaTeMaTUYHi MOJieJli Ta METOY IIPOTHO3yBaHHS
30MTKiB OAHKY I1pY pearizaliii 3arpo3 indpopMalliiiHoi 6e31eKy Ha OCHOBI B

2. The aim of the work is to improve the quality of risk management of the bank by developing and implementing
an information-analytical system (IAS) to provide analysis of information flows on the implementation of
information security threats in the bank in order to assess the expected losses of the bank. The basis of the system
is the scenario of expected losses estimation based on the expert assessment, in order to increase the efficiency of
the scenario the multi-agent system is used. To support the stable development and competitiveness of banks and
financial institutions, it is necessary to constantly modernize the services provided to their customers.
Implementation of innovative solutions, in turn, necessitates the need of improvement of risk management
systems for protection of banking information systems (IS) and its customers. Thus, information security plays a
strategic role in ensuring the efficiency and stable development of the bank. The risks and threats of information
security of the bank are dynamic, they are constantly changing and improving, so successful counteraction to all



threats is almost impossible in real conditions, in addition, too harsh measures can make the bank unattractive to
customers, which in turn significantly affects its income and rating and can even lead to bankruptcy. Thus, today
there is an objective contradiction between the strict requirements for information security of banks' IS,
requirements for innovation and modernization of banking solutions and the lack of a holistic concept, system
models, information technology and information-analytical systems (IAS) to ensure comprehensive loss
assessment of implementation of threats to the information security of the bank in order to accept a certain level
of risk. Development and implementation of such IAS allows to develop comprehensive and structured approach to
solving the problems of information security of the bank and to optimize risk management. To achieve the goal of
the study in the work were conducted a systematic analysis of the bank's IS and features of their interaction; the
bank's business processes using IS were formalized; potential threats and risks were identified, analyzed and
classified; the existing models, methods and algorithms of analysis and detection of threats of the bank's IS, as well
as risk management were analyzed; the scenario of solving the problem of estimation of expected losses at
realization of threats of information security banks’ IS was developed; a multi-agent system had been developed to
solve the problem of estimating expected losses, and its effectiveness had been investigated. In performing the
tasks were used: methods and principles of systems analysis; models and methods of decision theory and
multicriteria optimization, in particular, the analytic hierarchy process (AHP), the Delphi method, ranking, methods
of multifactor evaluation and linear convolution of criteria to obtain a comprehensive forecast assessment of the
characteristics of expected losses; reliability and risk theories; methods of building multi-agent systems for the
design, development and implementation of an information system based on a logistics network of intelligent
agents, in particular an object-oriented approach to the design of system architecture. It is important to note that
the results of scientific research have gained practical application. The models, methods and algorithms developed
in the process of research have practical applications not only in the banking sector, but also in other subject
areas: energetics, evaluation of real estate, as evidenced by the relevant scientific articles on the topic of the
dissertation. The scientific novelty of the obtained results is the development of mathematical models and
algorithms for estimating the expected losses in the implementation of threats in the banks’ IS to improve risk
management, research from a systemic standpoint of the bank structure, principles of operation, classification and
systematization of threats and risks.
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