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Pedepar:

1. B po6oTi BupimeHo BaxJIMBY HAYKOBO-TIPAKTUYHY 33/1a4y 3 OKPaleHHs e(PEeKTUBHOCTI BUSIBJIEHHSI BTOPTHEHb i
nifgBUIEHHS €(PEKTUBHOCTI CUCTEM-TIPMMAaHOK J71s1 6€3ApOTOBUX KOMITI0TEPHUX Mepex ctanaapty IEEE 802.11.
Brniepiie po3po61eHO KOHLENTyalbHy MOZEJb CUCTEMU 3aXUCTY iH(OopMallii i3 3aCTOCYBAaHHSIM CUCTEM BUSBJIEHHS
BTOPTHEHb i cucteM-npumaHok 171t mepesx IEEE 802.11 Wireless Honeypot as a Service BUKOPUCTOBYI0YM XMapHi
004MCIIEHHS, SIKa Ha BiIMiHY Bifl iCHyIOUMX IIiIXOIiB 10 pO3ropTaHHs iIHPPACTPYKTypH i3 cucTeMaMy ITpUMaHKaMu
Ila€ MO>KJIMBICTb IOKPAIIUTY XapaKTEPUCTHUKY IBUIKOCTI Ta THYYKOCTi pO3rOPTaHHS LiliCHOI CUCTEMU 3aXUCTY
iHgopMalii 151 6€30pOTOBUX MEpeX. Briepie po3po61eHO METOAUKY BifiCliTKOBYBAaHHS 3JI0BMUCHUKIB 32
MEeTalaHNMHU, 3i6paHMMU 3 IX IPUCTPOIB, 3aCTOCOBYIOUH Iy0OJIivHiI 6a3u JaHux reosiokanii Wi-Fi npuctpois.
Po3po6s1eHO anropuT™m 3 MOKPAIIEHUMHU XapaKTepUCTUKAaMU BU3HAUY€HHSI Ie0sI0Kallii KOHKPEeTHOI TOYKH OCTYILY,
SKUI Ha BiIMiHYy aJITOPUTMY 3alnCy iHpopmalii 32 JOIIOMOr0I0 4YaCOBUX PSiB, JO3BOJISIE TOUHIIIEe BU3HAYUTU
reosiokatio Wi-Fi TOYOK gocTymy, 110 a€ MOKJIMBICTh YHUKHYTH XMOHUX BiloOpa’keHb Ha KapTi, a BiATIOBITHO

ineHTHdikyBaTy nonepenHi Miciis nepedyBaHHS 3JI0BMUCHMUKIB i3 BUILIOI0 TOYHICTIO. Briepiie po3pobieHo



IiarHOCTUYHY MOZEJIb CUCTEMUA-TIPUMAHKU 17151 6e31poToBux Mepexx ctanaapty IEEE 802.11, sika Ha BigmiHy Bif
niaxomis 3i "cyinoi koHirypauii' Y1 KIOHyBaHHS iCHYI040i 6€31p0oTOBOi iHPPaCTPYKTypU J03BOJISIE OLIHUTU PiBEHb
3aXUIIEHOCTi CUCTEMU-TIPMMAHKU Ha BiATIOBITHICTh [0 NPOQiio 3JI0BMUCHUKA, 110 A€ 3MOTy 3reHepyBaTh
KOHQiryparjio cucCTeMU-TIpUMaHKY [1J14 3JI0BMUCHYKA 3 IOTPIOHMM PiBHEM MiATOTOBKY y aBTOMATUYHOMY PEXKUMI, i
Bi/I[IOBiIHO MTOKPALMTU TPUCTOCOBYBAHICTh CUCTEM-IIPMMAHOK y 6€31p0oTOBUX Mepexkax crtanaapty IEEE 802.11.
Briepie po3po6sieHO MeTOoJ, BUSIBJIEHHSI BTOPTHEHbD i3 3aCTOCYBAaHHSM MALIMHHOTO HaBYaHHS, a came aaroputmy K-
HaMO/IMKYMX CYCiZliB, B SKOMY Ha BiJMiHY Bif iCHyl0UMX 3aCTOCOBAaHO OpUTiHAJILHUM METOJ, arperallii Jauux npo
MIOTY>KHICTb CUTHAJTY, 10 TA€ MOXKJINBICTb YHUKHYTH HA/IJIMIIKOBOI'O HABAHTaKE€HHS Ha KOMITIOTEPHI Mepexi.
Po3pobseHuit MeToq, fae 3MOTy ineHTUIKyBaTH aTaKy «3JIMH ABIMHUK» Ha paHHIX CTafisX aTaky Ha TOYKHU JOCTYILY,

K eJleMeHTa MepexeBoi iHppacTpykrypu WiFi.

2. The work solves an important scientific and practical problem of improving the efficiency of intrusion detection
and increasing the efficiency of decoy systems for wireless computer networks of the IEEE 802.11 standard. For the
first time, a conceptual model of an information protection system using intrusion detection systems and decoy
systems for IEEE 802.11 Wireless Honeypot as a Service networks using cloud computing has been developed,
which, in contrast to existing approaches to infrastructure deployment with decoy systems, makes it possible to
improve the characteristics of the speed and flexibility of deploying a complete information protection systems for
wireless networks. For the first time, a technique was developed for tracking attackers based on metadata
collected from their devices, using public databases of geolocation of Wi-Fi devices. An algorithm with improved
features for determining the geolocation of a specific access point has been developed, which, unlike the algorithm
for recording information using time series, allows you to more accurately determine the geolocation of Wi-Fi
access points, which makes it possible to avoid false reflections on the map, and, accordingly, to identify the
previous locations of intruders with a higher accuracy For the first time, a diagnostic model of a decoy system for
wireless networks of the IEEE 802.11 standard has been developed, which, in contrast to the approaches of "blind
configuration” or cloning of the existing wireless infrastructure, allows to evaluate the level of security of the
decoy system in accordance with the profile of the attacker, which makes it possible to generate the configuration
of the decoy system for an attacker with the required level of training in automatic mode, and accordingly improve
the adaptability of decoy systems in wireless networks of the IEEE 802.11 standard. For the first time, a method of
detecting intrusions using machine learning was developed, namely the K-nearest neighbors algorithm, in which,
unlike the existing ones, an original method of aggregating data on signal strength is used, which makes it possible
to avoid excessive load on computer networks. The developed method makes it possible to identify an "evil double”
attack in the early stages of an attack on access points as an element of the WiFi network infrastructure.
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