O0Js1ikoBa KapTKa aucepTaii

I. 3arasibHi BimOMOCTI

Jep>kaBHUH 00J1iKOBHI HOMeEP: 0412U005039
Oco006J1uBi TO3HAYKH: BinKpura

JaTa peecrtpamnii: 25-06-2012

Craryc: 3axumeHa

PexBi3utu Hakasy MOH / Haka3y 3aKjazy:
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1. MamenoB Paxman CasnmMaH Orjiu

2. Mammadov Rahman

KBasmigikamis:
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Bup, pucepranii: kanguzaar Hayk
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I11. BimomMocTi mpo opranizariiio, e Big0OyBcsl 3aXHCT

Iudp cnenianizoBaHOi BYEHOI pagH (pa30Boi CIeNiagai30BaHOi BY€HOI pagH): [ 41.816.01
IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI 0COOM: OnechbKa HaliOHAJIbHA aKazieMis 3B'a3Ky im. O.C. TTorosa
Kopg 3a €IPIIOY: 01180116

Micue3HaxoaKeHHS: Kysneuna Bynung, 1, m. Ogeca, Onecbka 06:1., 65029, Ykpaina

dopma ByracHoCTI:

Cdepa ynpaBiriHHS: MiHicTepCTBO OCBITH i HayKK YKpaiHu

InenTudikarop ROR: He zacrocosyerscs

IV. BimomocTi Ipo niznpueMcTBO, YCTaHOBY, OpraHi3alliio, B sIKi# 0yJ10
BHKOHAHO JHCEPTaIlilo

IToBHE HaﬁMeHyBaHHﬂ IOpI/I,ZLH‘IHO'l' 0CO0OH: OpechKa HalliOHAJIbHA aKaIeMis 3B'a3Ky iM. O.C. I[lonoBa
Kogp, 3a €EIIPIIOY: 01180116

Micue3Haxoo KeHHs: 65029, m.Oneca, By1.Kysneuna,1

dopma ByracHOCTI:
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V. BizomocTi npo gucepraniio
MoBga guceprariii:
Koau TemaTuyHHUX PyOpPHK: 50.37.23

Tema gucepranii:
1. Anazi3 cTiIKOCTi 0 aTak MPOTOKOJIiB KBAHTOBOI Kpunrorpagii

2. The security analysis against attacks of protocols of quantum cryptography

Pedepar:

1. O6'exT - pouecu nepenaBaHHs iHGOpMaLlil KBAHTOBUMU KaHaJIaMU 3B'SI3KY 1 [IPOLeCH NepeXOoryIeHHS
iHdopmauii y kBaHTOBOMY KaHasi. [TpemMeT - MPOTOKOJIM KBAHTOBOTO PO3IO/iJIEeHHSI CEKPETHUX KJIIOUIB i
KBaHTOBOT'O IIPSIMOT0 6€3I€YHOro 3B'513Ky. MeTa - BIOCKOHAJIEHHS] KBAHTOBUX METO/IB 3aXUCTY iH(popMallil MIIIXOM
PO3POOKU HOBUX ITPOTOKOJIIB KBAHTOBOTO MIPSIMOTO 6€3M1eYHOT0 3B'S13KY 3 MiBUILIEHOI0 iHPOPMALiIITHOIO MiCTKiCTIO,
aHasizy ix CTiMKOCTi 0 aTak, BUBHaYeHHsI HalKpallyX IIPOTOKOJIB 3a KPUTEPIsIMU CTiliKOCTI Ta iHpopMmaLifiHO]
MICTKOCTI B Irpynax NoJiOHMX [IPOTOKOJIiB KBAHTOBOI Kpurtorpadii. MeTogy noclipkeHHs: MaTeMaTU4Hi METOIu
KBaHTOBOI MEXaHiKM, KBAHTOBOI Ta KJIACMYHOI Teopii iHpopmalii, METOIM IPOLLEAYPHOrO IPOrpaMyBaHHH,
YHCEJIbHOTO €KCIIEPUMEHTY Ta iHTepIpeTallii pe3yJbTaTiB eKCIIEpUMEHTY. TeopeTrnyHi Ta pakTU4Hi pe3yabTaTu: 1.
Brniepie po3po6seH0 MeTOoAM KBAaHTOBOI'O KOAYBaHHS iH(popmallii Ta METOIM KOHTPOJIIO MifICIyXOBYBaHHS IJ1s1
TPbOX HOBHUX ITiHI-TIOHT ITPOTOKOJIIB MK IBOMa KOPUCTYyBauyaMU 1 TPbOX HOBUX IIPOTOKOJIIB BUAY "IBOE 4O OAHOTO"
3 [IepervIyTaHuMHU YOTUPUKYGiTHUME "oMera"-, W- i "xi"-cTaHamu. 2. Briepiie no6yioBaHO MaTeMaTU4YHi Mogeri

aTaky [aCUBHOTO [1ePEXOIJIEHHS 3 BUKOPHUCTAHHIM IOIIOMDKHUX KBAHTOBUX CUCTEM Ha PO3pO0JIeHi IiHr-TIOHT



npoTokoau. OTpUMaHO BUPa3u AJ1s KiabKOCTi iHdopmaliii, o MOXKe IePEeXONUTH 37I0BMUCHHUK, Y 3aJIE>KHOCTI Bif,
NapameTpiB IPOTOKOJIIB Ta UMOBIPHOCTI BUSIBUTH aTaKy [pY OGHOKPATHOMY KOHTPOJIi MiJICIyXOBYBaHH4. 3.
[TpoaHasnizoBaHO aTaky "NepexoIlyIeHHsl - MOBTOPHOI IOCUJIKU" Ky06iTiB HAa po3p00JieHi IiHr-TIOHT IIPOTOKOJIU.
[TokaszaHo, 0 Taka aTaka MOXJIMBA TiJIbKY Ha IPOTOKOJI 3 YOTUPUKYOITHUMU W-CTaHaMu 11 HE MOXKJIMBA Ha
IIPOTOKOJIY 3 YOTUPUKYGITHUME "oMera"- i "Xi"-craHamu. 4. BUKOHaHO MMOPiBHSIBHUI aHAI3 CTIMKOCTI,
indopmaniitHoi MicTKOCTi 11 3aBalOCTINKOCTI pi3HMX MiHT-TIOHT IIPOTOKOJIIB, SIK PO3PO0JIEHUX Y IHUCePTalliiiHiil
PpO6OTI, TaK i 3alPONOHOBAHUX iIHITMMU aBTOpaMu. [TokazaHo, 1110 32 LMMU KPUTEPISIMU HAaUKpaIIUMU Ccepes, ITiHT-
IIOHT [TPOTOKOJIIiB 3 YOTUPUKYOITHUMU NEPeIIyTaHMMU CTaHAMU € IIPOTOKOJIM 3 "oMera’- i "Xi"-cTaHamu. 5.
YIOCKOHANIEHO METOAM aHAali3y CTIMKOCTI 4O Pi3HUX HEKOTEPEHTHUX aTaK TPhOX KJIACiB KBAHTOBUX IIPOTOKOJIIB
PO3II0ZiNeHHSs KJII0UiB 3 6araTOBUMipHUMM KBAaHTOBUMU CUCTEMaMU - KyAUTaMU. [JBoMa B3a€MOJIOTIOBHIOIOUNMU
METOJaMU MPOBEJEHE MOPIBHAJIbHE OCITKEHHS CTIKOCTI 0 HEKOT€PEHTHUX aTak, a TakoxX iHdopMaliliHoi
MICTKOCTI IIUX TPhOX KJIACiB IIPOTOKOJIIB. [IoKa3aHo, 1110 3a KPUTEPISIMU CTIMKOCTI 0 HEKOTEPEHTHUX aTak Ta
indopmaniitHoi MiCTKOCTI HalKpalMMU € TIPOTOKOJIM TUITY "TIPUTOTYBaHHS - BUMIpIOBaHHS" 3 BUKOPHUCTAHHSIM JBOX
B3a€EMHO He3MillleHUX 6a3uciB. Pe3ybTaT poO60TH BIPOBAIKYIOTHCS B HABYAJIbHUI MTpoliec HaBuasibHOTO LIEHTPY

MiHicTepcTBa 3B's13Ky Ta iHQOpMaLiIHUX TeXHOJIOTiN A3ep6ailkaHCbKOi Pecry6IIiKu.

2. The object is information transfer processes by quantum communication channels and processes of interception
of the information in the quantum channel. The subject is protocols of quantum keys distribution and protocols of
quantum secure direct communication. The purpose is development of new protocols of quantum secure direct
communication with increased information capacity, the analysis of their security to attacks, and also finding of
the best protocols by criteria of security and information capacity in groups of similar protocols of quantum
cryptography. Research methods: mathematical methods of quantum mechanics, the quantum and classical theory
of the information, procedural programming methods, numerical experiment. Theoretical and practical results: 1.
For the first time methods of quantum coding of the information and methods of the eavesdropping control are
developed for three new ping-pong protocols of quantum secure direct communication between two users and
three new protocols of a kind "two to one" with entangled four-qubit "omega"-, W- and "chi"-states. 2. For the first
time mathematical models of eavesdropping attacks with use of auxiliary quantum systems on the developed ping-
pong protocols are constructed. Expressions for quantity of the information which the eavesdropper can
intercept, depending on protocol parameters and probability to detect attack at unitary control of eavesdropping
are obtained. 3. The "intercept-resend" attack on the developed ping-pong protocols is analysed. It is shown that
such attack is possible only on the protocol with four-qubit W-states, also such attack is not possible on protocols
with four-qubit "omega"- and "chi"-states. 4. The comparative analysis of security, information capacity and a noise
immunity of various ping-pong protocols, both developed in thesis, and offered by other authors is made. It is
shown, what on these criteria the best among ping-pong protocols with the four-qubit entangled states are
protocols with "omega"- and "chi"-states. 5. Methods of the analysis of security to various non-coherent attacks of
three classes of quantum key distribution protocols with multidimensional quantum systems (qudits) are
improved. Two methods comparative analysis of the security to non-coherent attacks, and also information
capacity of these three classes of protocols is made. It is shown that under criteria of the security to non-coherent
attacks and information capacity the best are the protocols of "preparation - measurement" kind using two
mutually unbiased bases. Results of work are introducing into educational process of the educational centre of the
Ministry of Communications and Information Technologies of the Republic Azerbaijan.
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