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Pedepar:

1. TToraciit C.C. Mogexni i meTonu 3axucty iHpopMallii B KibepdiznuHux cucremax. — Pykonuc. Juceprauis Ha
3700yTTS1 HAYKOBOTO CTYIIE€HS JOKTOPA TEXHIYHMX HayK 3a crnenianpHicTio 05.13.21 «Cuctemu 3axucty iHpopmariii».
- JlepxaBHuUM yHiBepcureT iHpopMaLifHO-KOMYHIKaLiHUX TexHoJIorii, KuiB, 2024. ¥ po60oTi BupilleHa BakiuBa
HAyKOBO-TIPUKJIQJHA IPobJieMa L0[I0 PO3POOKHU Moelel i MeToxiB 3axucTy iHdpopmalii B KibeppisnuHux
CUCTEMAX, SIKA € BHECKOM Y TEOPETHUYHI, METOLO0JIOTIYHI, TEXHIYHI, TEXHOJIOTIYHI 11 OpraHi3aliliHi OCHOBU CTBOPEHHS
KOMIIJIEKCHUX CHCTEM 3axUCTy iHpopmaliii, 3okpema iHdopmaliii, sika 36epiraeTscsi, 06poOII0ETHCS 1 TepenaeTsCs B
KOMITIOTEPHHUX CUCTEMax i Mepexkax Ta B MaTeMaTU4Hi MoJiesli iHpopMaLiliHUX CTPYKTYP, 110 NOTPEOYIOTh 3aXUCTY,
wn@pis, MUPPOCUCTEM i KpUNTOrpadiuHUX MPOTOKOJIIB. PO3po6Ka il pO3BUTOK MOJIe/IeH i METOMIB 3aXUCTY
indopmatii B Kibep}PisnuHUX CUCTEMAX MAa€ CYTTEBE 3HAYEHHS [1JIs1 IPOEKTYBAHHS Ta MOZEPHi3allii HAsIBHUX CUCTEM

3axucty iHdpopMaliii B KibepdizuuHux crucTemMax. BripoBamykeHHs po3po0JIeHNX METOIiB 3a0e31e4YeHHs



KOHQIiIeHIiHOCTI, LiliCHOCTI 1 aBTEHTUYHOCTI iHpopMaLifiHUX pecypCiB Ha ri6pUIHNUX KPUNTO-KOJOBUX
KOHCTPYKIisIX 3a6e31euye 3MeHIIEeHHs B 2 — 3 pa3u €eHepreTUYHMX BUTPAT NPY BUKOPUCTAHHI y CKJIafi
KibepQisMuHMUX CUCTEM BiIKPUTUX KaHaJiB 3B'sI3Ky Ta Ilepefavi JaHuX IIPU OJHOYaCHOMY 3a0e3IeyeHHi 3aJaHux
NOKa3HMKIB 6e3neku Kiouosi ciioBa: Kibep@i3uiHi cucTteMa, 3axUcCT iHpopmallii, CIeKTp pafioCUrHasiB,

6araTOKOHTYpHI CuCTeMU 6e3reKy, Mojieli 6e3neKy, CiHepris 3arpo3, KpUITo-KonoBiKOHCTpYKLii Hineppaiitepa.

2. Pogasii S.S. Models and methods of information protection in cyber-physical systems. - The manuscript.
Dissertation for obtaining the scientific degree of Doctor of Technical Sciences in the specialty 05.13.21
«Information protection systems». - State University of Information and Communication Technologies, Kyiv, 2024.
The work solves an important scientific and applied problem regarding the development of models and methods of
information protection in cyber-physical systems, which is a contribution to the theoretical, methodological,
technical, technological and organizational foundations of the creation of complex information protection systems,
in particular information that is stored, processed and transferred to a computer computer systems and networks
and mathematical models of information structures that require protection, ciphers, cipher systems and
cryptographic protocols. The development and evolution of models and methods of information protection in
cyber-physical systems is essential for the design and modernization of existing information protection systems in
cyber-physical systems. The implementation of the developed methods of ensuring the confidentiality, integrity
and authenticity of information resources on hybrid crypto-code constructions ensures a 2-3 times reduction in
energy costs when using open channels of communication and data transmission as part of cyber-physical systems
while simultaneously ensuring the specified security indicators Keywords: cyber-physical system, information
protection, spectrum of radio signals, multi-contour security systems, security models, synergy of threats,
Niederreiter's crypto-code constructions.
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