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Tema gucepranii:

1. AopmiHicTpaTuBHO-TIpaBOBI 3acany 3abe3nedyeHHs Kibepbeaneky YKpaiHu

2. Administrative and Legal Principles of Ensuring Cyber Security of Ukraine

Pedepar:

1.V npucepranii HaBeIeHO TEOPETUYHE y3araJbHEHHS Ta HOBE BUPIIIEHHS HAYKOBOT'O 3aBaHH4, SIKE I10JISITaE
BM3HAYEHHi CYyTHOCTI Ta 0COOJIMBOCTEN aJMiHICTPaTMBHO-TIPABOBUX 3aca], 3abe3NeueHHs Kibepoeaneku YKpainy, a
TaKOXX OINMpALOBaHHI HAIIPSIMKIB YJOCKOHAJIEHHS aJIMiHiCTPATUBHOIO 3aKOHOABCTBA, SIKE PETYJIIOE 3a0€311€4EHHS
Kibepbesneku B YKpaiHi. BusHauaeThCsl IOHATTS Ta 3'51COBYIOThCSI 0COOJIMBOCTI KibepOesreku siK 00’ekTa
aJIMiHICTPaTUBHO-TIPABOBOI OXOPOHU. 3iMICHIOETHCA iCTOPUKO-TIPABOBUI aHAJIi3 PO3BUTKY Ta CTAHOBJIEHHS
IIPABOBOTO iHCTUTYTY KibepOe3neKu. BCTaHOBIIOIOTHCS BUIM 00 €KTIiB KibepOeseKky Ta Kibep3axucTy.
XapakTepu3yoThCs IIPaBOBi 3acaay 3abe3neyeHHs Kibepoesneku YKpaiHy Ta 3's1COBY€EThCS MicIle cepel; HUX
aJMiHiCTpaTMBHO-TIPABOBOrO 3abe3nedeHHs. OKpecI0eThCsl KOJIO CYO €KTIB 3abe3redeHHs Kibepoeaneky YKpaiHu
Ta OCOOJIMBOCTI iX aIMiHICTPATUBHO-TIPABOBOrO CcTaTycy. CUCTEMATU3YIOTbCS aAMiHICTPaTUBHO-TIPAaBOBi (OPMU Ta
MeToU 3abe3eyeHHs Kibepoesneku YKpaiHu. BUOKpeMIIIoThCS BUAM Ta OCOOIUBOCTI OPUAUYHOI

BiITIOBiaJIPHOCTI 3a [IOPYIIEHHS 3aKOHOABCTBa ¥ cdepi Kibepbesrneku YKpaiHu. Y3araabHIOETbCS 3apyODKHUM



IOCBiJ, 3a0€e3Me4eHHs KibepOe3neKu Ta MPONOHYIOThCSI MOXJIMBOCTI HOTO BUKOPUCTAHHS B YKpaiHi.
OrnpanboBYIOTECS HAMTPSIMKY BI,OCKOHAJIEHHS a[IMiHICTPaTHBHOTO 3aKOHOJIABCTBA, SIKE PETYJIIoe 3a6e3MeyeHHs
Kibepbesneku B YKpaiHi. [IponoHyioTbcsl criocobu onTuMisalii cucreMu cy0’eKTiB 3a6e3edeHHs Kibepbesneku
YxpaiHnu Ta HalpsSIMKU BIOCKOHAJIEHHS B3aeMoiii Mibxk HuUMuU. KiiouoBi cioBa: Kibepoesneka, Kibep3axucT,
aZMiHiCTpaTMBHO-IIPABOBA OXOPOHA, IPABOBUI iIHCTUTYT, aIMiHICTpaTMBHO-TIPABOBI 3acafy, Cy0 €KTH
3a0e3neyeHHs Kibepbes3neky, aiMiHiCTpaTUBHO-TIPAaBOBUI CTATyC, IOpUIMUYHA Bifl[IOBiAAIbHICTb, POPMU, METOIH,
B3aeMOJIisl.

2. The author of the dissertation has provided theoretical generalization and a new solution of the scientific
problem, which consists in determining the essence and peculiarities of administrative and legal principles of
ensuring cyber security of Ukraine, as well as working out the directions of improving administrative legislation
that regulates the provision of cyber security in Ukraine. The author has determined the concept and clarified the
features of cyber security as an object of administrative and legal protection. The historical and legal analysis of
the development and formation of the legal institution of cyber security has been carried out. The types of objects
of cyber security and cyber protection have been established. The author has characterized the legal principles of
ensuring cyber security of Ukraine and has clarified the place of administrative and legal provision among them.
The range of subjects of ensuring cyber security of Ukraine and the peculiarities of their administrative and legal
status have been outlined. Administrative and legal forms and methods of ensuring cyber security of Ukraine have
been systematized. The types and peculiarities of legal liability for the violations of legislation in the sphere of
cyber security of Ukraine have been singled out. International experience of ensuring cyber security has been
generalized; the author has offered the possibilities of its application in Ukraine. Areas of improvement of
administrative legislation regulating the provision of cyber security in Ukraine have been worked out. The ways for
the optimization of the system of subjects of ensuring cyber security of Ukraine and directions of the improvement
of interaction between them have been offered. Key words: cyber security, cyber protection, administrative and
legal protection, legal institution, administrative and legal principles, subjects of ensuring cyber security,
administrative and legal status, legal liability, forms, methods, interaction.
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