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Pedepar:

1.V pucepraniiHoMy TOCIiIKEHH] 3[1i/iICHEHO KOMIIJIEKCHUN TTOJIiTOJIOTIYHUI aHali3 i3 BAKOPUCTaHHIM
MDKAMCLUIIIIHAPHOTO MiAX0Ay O P006IeMU IeCTPYKTUBHOTO Ta KOHCTPYKTUBHOIO BUKOPUCTAHHS KiGEpPIIPOCTOPY
K iIHCTpyMeHTa 3iliICHEHHS CY4aCHOTrO MOJITUYHOro NpoTU60pcTBa. Ha OCHOBI HASIBHUX MiAXOIB O PO3YMIHHS
MOJIITUYHOTO KOHPJIKTY 3'sICOBAHO BifICyTHICTb crielinQiky NoIiTUIHOI 60POTHOU Y KibGepIpOoCTOpi CyyaCHUMU
Kibepaacobamu. BussieHo, 110 KiGepIpocCTip y NOJITUYHUX IPOLecax sBisie COO0I0 CydyacHy BipTyasbHy IJIaTPOPMY
17151 TIOJIITUYHOI KOMYHIKallii, SIKa 3[1ifICHIOETCS Yepe3 TEXHOJIOTIUHI IPUCTPOI Ha CIIeNiali30BaHUX BEOCANTAX, Y
coljia/lbHUX Mepeskax i po3BaxkaabHO-iHPOpMaLiiHUX Bifieo AJ1s1 UPOKOi ayauTopii. BinnosigHo 1o po3BUTKy
TEXHOJIOTIH i MOTped yacy 3'IBISIIOTHCS HOBI clienjanisaliii B ranysi Kibepbesnexu, 110 CTaloTh gefai 6ibl
3aTpebyBaHuMU. [JoBeeHO, 0 NOJITUYHUN KiO€PKOH(JIIKT MICTUTh ciel(piuHi 03HAKH OO IIPOLLECY PO3BUTKY
Ta nepeo6iry. Tak, y KibepKoH}IIiKTax BU3HAUE€HHSI Cy0'€KTiB IPOTUOOPCTBA € CKIAIHUM Yepe3 TPYAHOIL]

BCTAHOBJICHHSI MiCIsl po3TalulyBaHHS Xakepa (pizryHoi 0coby, siKa BUKOHYE aTaKy Ta YIPaBiIs€e BiAlOBiZHUMU



iHpopmMaLiiHuMu pecypcamu abo caitamu). OCKiJIbKU XaKep 4acTO BUCTYIIAE JIMIIE€ BUKOHABLIEM 3aMOBJIEHHS, a
IIPOCTEXUTU CITPaBXXHbOTO 3aMOBHHUKA CKJIQAHO. Lle KOHTpacTye 3 KIACMYHMMU MOJIITUYHUMU KOHPIIIKTaMU, 1€
CTOPOHU 3a3BHUYayl My0JIiYHO BiOMI, @ METOAM NPOTUCTOSIHHS € Npo30piiumMu. OOGIPyHTOBAHO, 110 KibepKOHQIIIKTH
MAaIOTh [MO3UTUBHUI ACNEKT, 103asIK CTUMYJIIOIOTh CYCIIiJIbCTBO 10 MIBUJIKOTO pearyBaHHs, MiJBUILYIOTh PiBEHb
KPUTUYHOTO MUCJIEHHS IO/I0 NOJITUYHUX MTPOLECiB i POPMYIOTh 31ATHICTb aHAI3yBaTU Ta OCMUCIIIOBATU
NOJIITUYHY CUTYaLilo 3 iHIMBInyanpbHOI TOUuKY 30py. KibepripocTip cTae BayKJIMBUM I>KEPEJIOM MO TUYHO]
110iHpOPMOBAHOCTI, 3MEHIIYIOUM OalAY>KiCTh TPOMALSH [0 MOJIITUKY. 3alIPpOIIOHOBAHO BUIIJIEHHS CIIJIBHAX O3HAK
MOJIITUYHOTO KOHPJIKTY Ta MOJIITUYHOTO KiGepKOHQJIIKTY: CTOPOHM KOHQJIIKTY 3MaraloThCs 3a 3100yTTs Ta
yTPUMAaHHS BJIJI1; MOJIITUYHI Cy6'€KTU MTPArHyTh JOCITTH CYTTEBOTO BILJIMBY HA PEIYTALlil0 ONTOHEHTA;
BUKOPUCTAaHHS KOHQJIIKTY K [IPUMBOJLY /JIs BiIBEDHEHHS yBaru Bifl aKTyaJbHUX COL[iaJIbHUX MPO6JIEM; ITOIIMPEHHS
Ie3iHpopMaLillHUX «BKUAiB» (PENKOBUX HOBMH); OCHOBHMI aKL€HT KOH(JIIKTiB pOOUTHCS Ha BIJIUB HA CYCIIiJIbHY
CBiIOMICTb, CIIOHYKaHHS 10 peakuii Ha Aii nosiTuuHux ¢Qiryp ta GopmyBaHHS HEIOBipYU 10 NPABJISYOL €J1iTH;
aKTMBHE 3aJIy4€HHS TPETiX CTOPIH [1JIs1 IOCUJIEHHS TUCKY Ha OTIOHEHTA. 3aIiPOIIOHOBAHO BU3HAYEHHS BiIMiHHUAX
03HaK IOJIITUYHOTO KiGEPKOH(IIIKTY, a cCaMe: BUKOPUCTaHHS KOMOIHOBaHMX 3aCO0iB BIIJIMBY (5IK BipTyajbHUX, TaK i
($i3nyHMX); BUCOKUI piBE€Hb ecKasallii KibepKOHQIIIKTy ClIpUYnHsIe MOOiIi3allilo BEJIMKUX IPYIl HACEJIEHHS],
3aJIy4aloyu ix 7o 06roBOpeHHs Ha BipTyaJbHUX MaliflaHuMKax abo, Y 3BU4aliHOMY KOH(JIIKTi, Ha Pi3UYHUX
ny6JIiYHUX IPOCTOPAX, 1110 OOOB'I3KOBO BUMAarae peaklii Bjaay; y NoaiTUMHOMY KOHQJIIKTI TPOCTillle BUBHAYUTU
MEXi PO3BUTKY ITPOTUCTOSIHHS, TOA] SIK y KibepKOHQJIKTI ifeHTHU}iKaLisl IPOCTOPOBUX MEX € HAJI3BUYAHO
CKJIQIHOIO 260 Maibke HEMOXUJIMBOIO. [Toka3aHo, 10 KII0YOBUMU HAMPsIMaMU JlepKaBHOI NOJITUKY Y cdepi
KibepbesneKku €: 1o-mneplie, 3aXUCT KPUTUYHOI iHPPaCTPYKTYpH, 30KpeMa eHepreTUYHOI, TPAaHCIIOPTHOI,
TeJIeKOMYyHiKaliliHOI cucTeM Ta PiHaHCOBOT'O CEKTOPA, SIKi Mif] Yac BillHM CTalOThb OCHOBHUMMU LIIJIIMU KibepaTax.
Ba>kyiMBUM 3aBIAHHSIM [Iep>KABHOI NIOJITUKY € 3a6e3Me4eHHs CTiMKOCTI Ta 3aXUIIeHOCTi LuX cucteM. [To-apyre,
PO3BUTOK KibeppesepBy Ta KaZpoOBOro NOTEHIialy, OCKiIbKY Kibepbesreka B yMOBax BiliHU nIoTpebye
BHCOKOKBaJIi(piKOBaHUX CIELiaJIiCTiB, 3MaTHMX IIBUJIKO pearyBaTy Ha 3arpo3u Ta aJanTyBaTUCS [0 TUHAMIYHUX
BUKJIMKIB. 3'COBAHO, 1J0 B Cy4YaCHUX YMOBAxX aKTUBHO PO3BUBAETHCS KPAYICOPCUHT Y KibepBiliHi MOMITUYHOTO
crpsiMyBaHHs. Lle 3ayy4eHHs NOJITUKaMU yCiX 6a’kaldux CIeLianicTiB, KOTPi BAKOPUCTOBYIOTh CBOi pecypcH 1S
NOJIITUYHUX 3aBllaHb, MAlOTh €EKOHOMIYHi 41 ieosoriuHi uisi. 3any4eHHs 1o KibeprnpoTuObOpCTBa BEJIMKUX Mac
JIIoJeil peasnizyeTbCsl Uepes iHAMBilyaibHi IEPEKOHAHHS YCiX 0a)KalouuX, TUM CaMUM 30iIbIIYI0UY iXHI IaHCU Ha
YCIIiX.

2. In the dissertation study, a complex political analysis was carried out using an interdisciplinary approach to the
problem of destructive and constructive use of cyberspace as a tool for modern political struggle. On the basis of
existing approaches to the understanding of political conflict, the lack of specificity of political struggle in
cyberspace with modern cyber means has been clarified. It was revealed that cyberspace in political processes is a
modern virtual platform for political communication, which is carried out through technological devices on
specialized websites, in social networks and entertainment and informational videos for a wide audience. In
accordance with the development of technologies and the needs of the times, new specializations in the field of
cyber security appear, which are becoming more and more in demand. It is proved that the political cyber-conflict
contains specific signs regarding the process of development and course. Thus, in cyber-conflicts, it is difficult to
determine the subjects of the conflict due to the difficulty of establishing the location of the hacker (the individual
who carries out the attack and manages the relevant information resources or sites). Because the hacker often acts
only as an executor of the order, and it is difficult to trace the real customer. This contrasts with classic political
conflicts, where the parties are usually publicly known and the methods of confrontation are more transparent. It
is substantiated that cyber-conflicts have a positive aspect, as they stimulate society to react quickly, increase the
level of critical thinking about political processes and form the ability to analyze and understand the political
situation from an individual point of view. Cyberspace is becoming an important source of political awareness,
reducing citizens' indifference to politics. It is proposed to identify the common features of political conflict and
political cyber conflict: parties to the conflict compete for gaining and maintaining power; political subjects seek to
achieve a significant impact on the opponent's reputation; using the conflict as an excuse to divert attention from



actual social problems; dissemination of disinformation "dumps" (fake news); the main emphasis of the conflicts is
on influencing the public consciousness, encouraging a reaction to the actions of political figures and forming
distrust of the ruling elite; active involvement of third parties to increase pressure on the opponent. It is proposed
to define the distinguishing features of political cyber-conflict, namely: the use of combined means of influence
(both virtual and physical); the high level of escalation of the cyber conflict causes the mobilization of large groups
of the population, involving them in discussions on virtual platforms or, in the case of a conventional conflict, in
physical public spaces, which necessarily requires a response from the authorities; in a political conflict, it is easier
to determine the boundaries of the development of confrontation, while in a cyber conflict, the identification of
spatial boundaries is extremely difficult or almost impossible. It is shown that the key directions of state policy in
the field of cyber security are: firstly, the protection of critical infrastructure, in particular energy, transport,
telecommunication systems and the financial sector, which during war become the main targets of cyber attacks.
An important task of state policy is to ensure the stability and security of these systems. Secondly, the
development of the cyber reserve and personnel potential, since cyber security in the conditions of war requires
highly qualified specialists who are able to quickly respond to threats and adapt to dynamic challenges. It has been
found that in modern conditions, crowdsourcing is actively developing in the cyberwar of a political direction. This
is the involvement by politicians of all willing specialists who use their resources for political tasks, have economic
or ideological goals. The involvement of large masses of people in cyber warfare is realized through the individual
convictions of all interested parties, thereby increasing their chances of success.
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