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1. Pedpepat JuceprauiiiHa poboTa CKIAIA€ThCS 3 aHOTALii, 3MIiCTY, BCTYITy, YOTUPbOX PO3iiB, 3arajlbHUX
BHCHOBKIB, CIIMCKY BUKOPUCTAHUX JKepeJl Ta oAaTkiB. Pobora micTtuth 23 pucyHky, 10 TabauLpb Ta 5 CTOPiHOK
nopatkiB. ClIMCOK BUKOPUCTAHUX JKepeJ Hajliuye 95 HallMeHyBaHb. 3arajbHui 06csr qucepralii cTaHoBuTs 115
CTOPIHOK, 3 HUX 108 CTOPiHKM OCHOBHOTO TE€KCTY. POGOTY PUCBSIYEHO pO3poodLi ribpuaHoi inpopmMaliiHoi
TEXHOJIOTiI cTeroaHaisy udpoBux 300paskeHb, 10 iHTerpye METOM IJIMOOKOro HaBYaHHS Ta CEMaHTUIHUN
ap6iTpaxk MyJIbTUMOJAJIPHUX BEJIMKUX MOBHUX Mogesiell (MLLM). AKTyasbHICTb HOCIiI>)KEHHS 3yMOBJIeHa CTPIMKUM
PO3BUTKOM aJanTuBHOI creraHorpadii (anroputmu S-UNIWARD, HUGO, JMiPOD), sixa 103BoJIsSl€e IPUXOBYBATH J1aHi
y CKJIQIHUX TEKCTYpPHUX [iNISTHKAX 306pa’keHb, poOJIsiun ix Maike HeBiZJPi3HUMMUMMU Bifl IPUPOJHOTO IIYMY MaTpPHULL

Kamepu. BUKopucTaHHS TakuxX METO/IB y CTPyKTypax APT-kammaHiii Ta WKiAJI1UBOro MPOrpaMHOro 3abe3rneyeHHs



171 eKc@inbTpaliil JaHUX CTBOPIOE CYTTEBI 3arpo3y HalliOHAJIbHIM Ta KOPNOpaTUBHil 6e3neni. Tpaguiiiiui
CTaTUCTUYHI MiIXOAY BUSBJISIOTbCS HELOCTATHLO €(PEKTUBHUMU B YMOBAX peajibHUX HAO0OPiB JaHUX, SIK-OT
ALASKA2, ne napaMeTpy CTUCHEHHS Ta JpyKepeJia IOXOpKEHHS 300pa’keHb € HEBITOMUMU. Y 3B'SI3KY 3 LIUM BUHUKAE
rocrpa norpeba y po3pooui ri6puiHIX iHTE€JIEKTyaJIbHUX CUCTEM, SIKi IOEIHYIOTb [IOTYXXHICTb IJIMOOKUX 3rOPTKOBUX
HEMPOHHUX MEPEeX i3 CEMAaHTUYHUMU MOXKJIMBOCTSIMU BEJIMKUX MYJIbTUMOJAJIbHUX MOBHUX Mogesneit (Gemma 3,
Llama 3.2 Vision) p151 peanizalii MexaHizaMy CEMaHTUYHOTrO apOiTpaxKy Ta 3abe3ledyeHHs] BUCOKOI TOUHOCTI U
iHTepIpeToBaHOCTI BUCHOBKIB. O6'€KTOM [OCJII)KEHHS € IIPOLIECH BUSIBJIEHHS IPUXOBaHOi iHpopMallii B 1u@poBux
KOHTEeMHepax, a IPeIMeTOM — HEPOMEPEKEBi apXiTEKTYPHU Ta METO Y BUCOKOYACTOTHOI (inbTpatii ns
cTeroaHasisy. MeTa NOCHiIKEeHHS — MiBUIIEHHS TOYHOCTI Ta iIHTEPIIPETOBAHOCTI NIPOLIECIB BUSABJIEHHS IPUXOBAHO]
iHpopmatiii B iudppoBux 306paxkeHHSIX MIJIIXOM PO3POOKH Ta BIPOBAIKEHHS ribpuaHoi iHpopmaliiHoi TeXHOJIoTii
CTEroaHaslisy, o 6a3yeThbCs Ha NO€JHAHHI METOAiB 6araToMacIITabHOi BUCOKOYACTOTHOI (PpibTpalii, rImboKux
3rOPTKOBUX HEMPOHHUX MEPEX Ta CEMAHTUYHOTO apOiTPaKy BEJIUKUX MYJIbTUMOAIBHUX MOBHUX MOJIEJIE.
HaykoBa HOBU3Ha OTpUMaHUX Pe3yJIbTaTiB I10JIra€ po3poolli ribpuHy apXiTeKTypy CTeroaHaslisy, sika oegHye
6J10K NapasiesbHOi 6araToMacITabHOI BUCOKOYACTOTHOI QinbTpallii i3 CEMaHTUYHMM aHAJi30M MYJIbTUMOZAIBHUX
BEJIMKMX MOBHUX MOJIeJIel, 10 3abe3nedye MOXKIIMBICTb (POPMYBAHHS OOI'PYHTOBAHUX IPUPOJHOMOBHUX BUCHOBKIB
1[0/I0 XapaKTepy BUSBJIEHUX aHOMAJIii. 3alpOIIOHOBAHO MEXaHi3M CEMAaHTUYHOIO apOiTPaXKy B 3a[1a4ax BUSIBJIEHHS
IIPMXOBaHOI iH(opmaliii, 110 103BOJIsSIE MyJIbTUMOAAJIBHIN MOZesi BepudiKyBaTy pe3yabTaTy HEMPOMEPEXEBOTO
xkiacudikaropa Ta eeKTUBHO PO3PIi3HATU IPUPOLHUI IIYM CKJIAIHVX TEKCTYP Bif LiJIECIPSIMOBAHOTO
creraHorpagiyHoOro BTpy4aHHs. YIOCKOHAJIEHO CTPYKTYPY BXiJHOTO LIapy CTEroaHaliTUYHUX HEMPOHHUX MepeXK
IIJISIXOM iHTerpatii MexaHi3My afialiTUBHOTO IlepepaxyHKy Baru KaHasiB o3HaK (SE-6J10K) 1151 mapasesbHuX Ipym
(dinbTpiB Pi3HUX NPOCTOPOBUX PO3MIpIiB, IO MiABUIIYE YyTINUBICTh CUCTEMMU [10 APIOHOPO3MIPHUX apTe(aKTiB.
Jicrana noganbmunii pO3BUTOK MOJeJIb 6araToMacTabHoI nonepeaHbol 06POOKH 300pakeHb, SIKA 32 PAXyHOK
OJIHOYaCHOTO BUKOPUCTAHHS CIIPSMOBaHUX sep 3x3, 5x5, 7X7 MiKCeiB J03BOJIsi€e ONHOYACHO ifeHTUQiKyBaTu
03HaKM BOYZOBYBAaHHA SIK Y IDOCTOPOBOMY, TaK i B YaCTOTHOMY JIOM€Hax. [IpakTU4He 3HaY€HHS OJleP>KaHUX
pe3yJbTaTiB nosisirae y crBopeHHi mogesni HPF+ResNet50+Gemma3:12b, sika 1o3Bosise focsiraT TOYHOCTI
BUSIBJIEHHS IIPUXOBAHOTO BMICTY Ha PiBHi 91,7% Ha 6eHumapky ALASKAZ2, HaBiTh Ipu HU3bKOMY HaBaHTaKeHHi (0.2
bpp). O6rpyHTOBaHO BUKOpUCTaHHS niatdopmu Ollama 11715 10KaabHOTO PO3rOPTaHHS MOJeJield, 110 rapaHTye
KOHQifeHLiHiCTb Ipy 06po61Li LNPPOBUX [NOKA3iB Ta AO3BOJISIE THYYKO 3MiHIOBAT KOMIIOHEHTH CUCTEMHU 6€3
[IePENMUCYBaHHS OCHOBHOIO KOJy. 3alIPOIIOHOBAHO Pi3Hi BapiaHTH KOHQIrypauiii: Bifl JIETKOBAXHUX MOZEJeN Ha 6a3i
MobileNetV2, npusHadeHux OJ1s1 CUCTEM MOHITOPUHTY TpadiKy B peasbHOMY 4aci, 4O TOBHOPO3MIPHUX TibpuIHNX
apXxiTeKTyp [J1s1 IPOBeIeHHS ITIMO0KOro eKCIIEPTHOTO aHasizy u@poBux 306paxxeHs. Pesynbratu poboTH
peasizosadi y Burisgi Python-xony B cepenosuii Google Colab, mo Moxe 6yTh BUKOPHCTAHO SIK METOAMYHA 6a3a
1715 TTiAroToBKY (paxiBIiB 3 KibepOes3neKu.

2. The dissertation consists of an abstract, a table of contents, an introduction, four chapters, general conclusions,
a list of references, and appendices. The work contains 23 figures, 10 tables, and 5 pages of appendices. The list of
references includes 95 titles. The total volume of the dissertation is 115 pages, of which 108 pages are main text.
The work is devoted to the development of a hybrid information technology for steganographic analysis of digital
images, integrating deep learning methods and semantic arbitration of multimodal large language models (MLLM).
The relevance of this study stems from the rapid development of adaptive steganography (S-UNIWARD, HUGO,
and JMiPOD algorithms), which allows data to be hidden within complex textural regions of images, making it
nearly indistinguishable from the natural noise of the camera sensor. The use of such methods in APT campaigns
and malware for data exfiltration poses significant threats to national and corporate security. Traditional statistical
approaches prove insufficiently effective in real-world datasets, such as ALASKA2, where compression parameters
and image sources are unknown. Consequently, there is an urgent need to develop hybrid intelligent systems that
combine the power of deep convolutional neural networks with the semantic capabilities of large multimodal
language models (Gemma 3, Llama 3.2 Vision) to implement a semantic arbitration mechanism and ensure high
accuracy and interpretability of the results. The object of this study is the process of detecting hidden information
in digital containers, and the subject is neural network architectures and high-pass filtering methods for



steganalysis. The aim of the study — to improve the accuracy and interpretability of processes for detecting hidden
information in digital images by developing and implementing a hybrid steganalysis information technology based
on a combination of multiscale high-frequency filtering methods, deep convolutional neural networks, and
semantic arbitration of large multimodal language models. The scientific novelty of the obtained results lies in the
development of a hybrid steganalysis architecture that combines a parallel multiscale high-frequency filtering
block with semantic analysis of large multimodal language models, enabling the formation of well-founded natural-
language conclusions regarding the nature of the detected anomalies. A semantic arbitration mechanism is
proposed for hidden information detection tasks, enabling a multimodal model to verify the results of a neural
network classifier and effectively distinguish natural noise in complex textures from deliberate steganographic
interference. The structure of the input layer of steganographic neural networks has been improved by integrating
a mechanism for adaptive weight recalculation of feature channels (SE-block) for parallel groups of filters of
different spatial sizes, which increases the system’s sensitivity to fine-scale artifacts. The model of multiscale
image preprocessing has been further developed; by simultaneously using 3x3, 5x5, and 7x7 pixel-sized directed
kernels, it allows for the simultaneous identification of embedding features in both the spatial and frequency
domains. The practical significance of the results lies in the development of the HPF+ResNet50+Gemma3:12b
model, which achieves a hidden content detection accuracy of 91.7% on the ALASKA2 benchmark, even at a low bit
rate (0.2 bpp). The use of the Ollama platform for local model deployment is justified, as it ensures confidentiality
when processing digital evidence and allows for flexible modification of system components without rewriting the
core code. Various configuration options are proposed: from lightweight models based on MobileNetV2, designed
for real-time traffic monitoring systems, to full-scale hybrid architectures for conducting in-depth expert analysis
of digital images. The results of the work are implemented as Python code in the Google Colab environment, which
can be used as a methodological basis for training cybersecurity specialists.
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