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Pedepar:

1. Y nuceprauiiiHiil pob0Ti BUPilIEHO aKTyajbHE HAyYKOBE 3aBAAaHHS PO3POOJIEHHS KOMILJIEKCHOTO MEXaHi3My
Ilep>KaBHOTO yIPaBJliHHS 3a6e3Me4eHHSIM 6e31eKr HaJJaHHS eJIeKTPOHHUX [10CIyT. JloBeleHO HeOoOXiIHICTh
po3rsiAaTy iHPpPaCTPYKTYPy €JeKTPOHHOTO MifINCY K KpUTUYHY iHdopMaliliHy iHppacTpyKTypy, 3abe3neuyoun
ii 6e3nexy He TiJIbKY 3 ypaxyBaHHSM SK 3aKOHOAABCTBA y cdepi 3axucTy iHpopmallii Ta eJ1eKTPOHHUX JOBIpUMX
IIOCJIyT, a 11 y cdepi Kibepbesnexu. OGTpyHTOBAHO HEOOXINHICTb NEPETIANy Liiseil, 3aBAaHb Ta CIIOCO0iB OTPUMaHHS
i BUKOPUCTaHHS MDKHAPOIHOI TeXHIYHOI [oTIoMoru. Bu3HaueHo HeOOXiIHICTh, iCHYI0UY CIIPOMOSKHICTD Ta MIJISXU
PO3BUTKY HalliOHAJIbHOI CUCTEMH OLiHKM BiJlIOBiAHOCTI Y cdepi JoBipUMX NOCIIYT Ta 6e3nexku iHpopmaliii,
IIpOAyKLii, IpoleciB i cucTeM HaZaHHs €J1eKTPOHHUX nocayr. JocnigkeHo ninxonn HATO B 3a6e3nedeHHi 6e3nexu
indopmaunii Ta iHpopmaniitHO-TeIeKOMYHIKaL[iIHHUX CUCTEM, BU3HAYEHO iX CUJIbHI CTOPOHHU, AOLIJIBHICTD Ta MIJISXU

ix imniemeHnTauii B YkpaiHi. 3'1COBaHO OCHOBHI IlepelyMOBU Ta YNHHUKH, 1110 BIJIMBAIOTh HA CUCTEMY 3aXUCTY



iHdopmauii B YKpaiHi, a TaKOXX Ha MiJICTaBi IPOBEAEHOTO aHAJi3y BUSHAYEHO LJISIXU peOpMyBaHHS Liiei ranysi ta
PO3pO6IEHO MTPOMO3UIIii 1O 3MiH 3aKOHOIABCTBA. PO3p06J1€HO KOHKPEeTHI PeKOMEH IaIlii Jeps>kaBHUM OPTraHaMm 100
IieBUX KPOKIB 3 yAOCKOHAJIEHHs ranysi 3axucty indpopmaliii Ta ii po3BUTKy, a TaKOXK PO3BUTKY BJIACHUX
CIIPOMO>KHOCTEH y IpOTUAii 3arpo3am iHpopmalii, 3abesnedyeHHi ii 6e3nexku Ta JOBipU A0 MOCIYT, 10 HUMU
HagatoThcs. KimouoBi cioBa: cucreMa 3axucty iHdopmarii, 6e3neka indpopmauii, 6e3rnexka HafaHHS eJeKTPOHHOI
IoBipuoi nocmnyry, kibepoesmneka, ineHTudikallis, eJIeKTpOHHUN U(POBUI Mifnuc, eJeKTPOHHI JoBipYi mocyry,
OlIiHKA BiZIMOBiITHOCTI.

2. In the dissertation the actual scientific problem of development of the complex mechanism of state management
of providing trust in electronic services is solved. The results obtained in the course of the research confirm the
achievement of the set goal and the decision of the tasks, give the grounds to formulate such conclusions and
practical recommendations. Discrepancies and gaps in national terminology have been identified and the author's
definition of specific terms has been proposed. The analysis of the electronic digital signature models of individual
countries with the models of the basic UNCITRAL e-commerce laws and electronic signatures identified their
similarities and problems, including interoperability. An analysis was carried out and the possibility of using
modern national cryptographic algorithms in the electronic service delivery systems was determined. The need to
consider electronic signature infrastructure as a critical information infrastructure has been proven, ensuring its
security not only in the light of both information security and electronic trust services legislation and
cybersecurity. The necessity to review the goals, objectives and methods of obtaining and using international
technical assistance is justified. Necessity, existing capacity and ways of development of national system of
conformity assessment in the field of trust services and security of information, products, processes and systems
of provision of electronic services are determined. NATO's approaches to information security and information
and telecommunication systems are explored, their strengths, feasibility and ways to implement them in Ukraine
are identified. The basic prerequisites and factors affecting the information security system in Ukraine have been
identified, as well as the ways of reforming this sector have been determined and the proposals for legislative
changes have been developed. Specific recommendations to state authorities on effective steps to improve
information security and its development, as well as to develop their own capabilities in counteracting threats to
information, ensuring its security and trust in the services provided. Key words: information protection system,
information security, trust in electronic services, cybersecurity, identification, electronic digital signature,
electronic trust services, conformity assessment.
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