O0Js1ikoBa KapTKa aucepTaii

I. 3arasibHi BimOMOCTI

Jep>kaBHHH 00J1iKOBHI HOMep: 0823U100476
Oco006J1uBi TO3HAYKH: BinKpura

Jata peectpaunii: 11-07-2023

Craryc: 3axumeHa

PexBi3utu Hakasy MOH / Haka3y 3aKjazy:

I1. BizomocrTi nipo 3700yBaya

Baacue IlpizBume Im'a Ilo-6aTbKOBI:

1. JTlinagsgx YskaH ...

2. Ligiang Zhang

KBasmigikamis:

InenTudikarop ORCID ID: He 3acrocosyerbcs
Bupg, pucepranii: nokrop dinocodii
AcnipaHTypa/JIOKTOpPaHTypa: Tak

IIIndp HayKoBOi crIeniaIbHOCTI: 123

Ha3zBa HayKoBOi creniaIbHOCTI: Komm'iotepHa iHxeHepis

T'anyss / ranysi 3HaHb!

OcBiTHBO-HayKOBa Mporpama 3i creniaJbHOCTI: He 3acTocoByeTbCs

JaTa 3axHcTy: 06-07-2023

CnenianbHICTB 32 OCBiTO0: KommioTepHa iHXeHepis

Micue po6oTu 3400yBayva:
Kopg 3a €1PIIOY:
Micue3HaxoaKeHHS:
dopma BaacHOCTI:

Cdepa ynpaBiiHHs:

ImenTudikarop ROR: He zacrocoyerbcs



I11. BimomMocTi mpo opranizariiio, e Big0OyBcsl 3aXHCT
IIudp cnenianizoBaHoi BYU€HOI pagH (pa30Boi creniaai3oBaHOl BYEHOI pagu). 10 64.050.096

IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI 0COOHM: HaujoHanbHuMil TEXHIYHMIA YHiBEpCUTET "XapKiBChKUIA

MOJIITEXHIYHUN IHCTUTYT"

Kopg 3a €IPIIOY: 02071180

Micue3Haxoa>KeHHS: By Kupninyosa, 6yx. 2, M. Xapkis, XapKiBcbKuii p-H., XapkiBcbka 0651, 61002, Vkpaina
dopma BaacHOCTI:

Cdepa ynpaBitiHHS: MinictepcTBo oCBiTH i HayKu YKpainu

InenTugikarop ROR: He zacrocosyerscs

IV. BizomocTi nipo nmiznpueMcTBO, yCTaHOBY, OpraHisalliio, B sIKii 0yJ10
BUKOHaHO JHUCEPTALil0

IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI 0COOM: HaujoHanbHuil TEXHIYHMIA yHiBEpCUTET "XapKiBChKUIA

MOJIITEXHIYHUN IHCTUTYT"

Kopg 3a €IPIIOY: 02071180

Micue3Haxoa>KeHHS: Bys. Kupninyosa, 6y7. 2, M. Xapkis, XapKiBcbkuii p-H., XapkiBcbka 0651, 61002, Vkpaina
dopma BaacHOCTI:

Cdepa ynpaBiriHHS: MiHicTepCTBO OCBITH | HayKy YKpaiHu

ImenTudikarop ROR: He zacrocoyerbcs

V. BimomocTi npo gucepraniio
Moga guceprariii:
Koau TeMaTHYHHUX py6puK: 28.23, 50.37.23, 81.14.10.07

Tema guceprauii:
1. MeTop migTpUMKU IPUNHSTTS PillieHb o0 6e3MeKy MPOrpaMHOro 3a6e3nedyeHHs

2. A software security decision support method

Pedepar:

1. TlpegMeT JoCimKEHHS — METO/, MiITPUMKHU MIPUMHSATTS pillleHb 10A0 6e3MeKu ITPOrpaMHOTro 3a0e3NeyeHHs.
O6’eKT BOCIIIKEHHS — MIPOLeC 3aXUCTy IIPOrpaMHoro 3abesnedeHHs. JucepTaniiiHa po6oTa npucBsdeHa
BUPIIIEHHIO aKTyaJIbHOI HAyKOBO-TEXHIUHOI 33/4a4i po3p0OOKM METOY MiATPUMKHU IPUNHSATTS pillleHb 10/10 6e3MeKU
npopamHoro 3abesnedeHHs ([13) 3 ypaxyBaHHSAM (PaKTOPiB HEBU3HAYEHOCTI BXiIHUX Ta IPOMIKHUX JaHUX
TecTyBaHHS. [lIMpoKMii MONUT Ha IPOrpaMHe 3a6€3Me4YEHHS KOMIT'IOTEPHUX CUCTEM Pi3HOTO PiBHS Ta IPU3HAYEHHS
BHKJINKA€ HEOOXITHICTh OAATKOBUX 3aX0/iB, CIIPSIMOBAaHUX Ha MiABUILEHHS SKOCTI. I]iHa MOMMUIKY y MpOrpaMHUX
IIPOJIyKTax 3pOCTae, 1110 NoTpedbye NONATKOBUX IIEPEBIPOK Ta TecTyBaHHs. OCO6IMBO BRXJINBOIO JjaHa Ipobyiema
BUIJIZIA€ y MUTAHHAX Ta 3aBAAHHIX iHpopMaliiiHOi 6e3neku. HaykoBa HOBU3HA OTPUMAaHUX PE3YJbTATiB
006YMOBJIEHA TEOPETUYHUM y3arajbHEHHSIM i HOBUM BUPilIEHHSIM BaKJIMBOI HAYKOBO-TEXHIYHOI IPOOJIEMH, sIKA

MOJIATa€e B pO3pOO1Ii TPOrPaMHOTO 3a6e3reyeHHs 6e3MeKy MiITPUMKY MTPUMHATTS PillleHb /1J1s HiIBUIIEHHS



TOYHOCTI TECTYBaHH pe3yibTaTiB. OTPMMAHO TaKi HAyKOBi pe3yJbTaTU: — BIeplle po3pobyeHo Heditky GERT-
MOIeNb [IJ1sI BUBYEHHSI BPa3IMBOCTEN MPOrPaMHOro 3abesrnedeHHs. BinMiHHO0O 0cobiuBicTIO 1€l Monerni € Te, mo
BOHA BPaxoOBYye€ iMOBIPHICHI XapaKTEPUCTUKU N1I€PEXOIB 31 CTaHy B CTaH NOPS], 3 4aCOBUMU XapaKTepucTukamu. Lie
IO3BOJIMJIO 3HU3UTU HEUIiTKICTh BUXiIIHUX XapaKTEPUCTHUK 4aCy Ha IIPOBEJIEHHS IOCIiI>)KEHb BPAa3IUBOCTEN
IIPOrPaMHOTO 3a6€3MeYeHHs i MiIBUIIUTYA TOYHICTh MOJEJIIOBaHHSI; — YJOCKOHAJIEHO MAaTEeMATUYHY MOZEJb IIPOLieCy
IiATOTOBKU [10 TECTYBaHHs O€3I1eKH, sIKa BiIPi3HSIEThCS Bill BiIOMUX TEOPETUYHO OOIPYHTOBAHUM BUOOPOM
reHepyr4ux QPyHKIil MOMEHTIB IIPU OIKCI IepexoIiB 3i CTaHy B CTaH, a TAKOX 3 ypaxyBaHHSIM €Tally [epeBipKu
BUXiHOTO KoMy Ha KpunrorpadivHi Ta iHIi MeTOIU 3aXUCTY AAHUX, 10 JO3BOJIMIIO OTPUMATH aHAJIITUYHI BUpa3u
L7151 PO3PaxyHKy iMOBIpHICHMX XapaKTE€PUCTUK [JIs1 AOCTiTHULIBKUX i OiIbII CKIaAHUX KOMII'IOTEPHUX CUCTEM
MaTeMaTUYHUMU METOIaMU; — METOJ, MiIATPUMKYU IIPUIHSITTS pillleHb 3 6€3IeKU IPOTPaMHOTr0 3a0e3I1e4eHHs
OTPUMaB MOJAJIbIINIA PO3BUTOK. BiMiHHOIO OCOOJIMBICTIO METOMY € CUHTE3 BL,OCKOHAJIEHOTO METOly FeHepallii
HaByYaJIbHOI BUGIPKU B NpOLeCci HABYaHHS WITYYHOI HEMPOHHOI Mepexi. Lle J03BOINIO MiaBUIINTH €(EeKTUBHICTh
MeTOJy i NiABUIMTY TOYHICTb Kiacudikalii Ta MpUUHSTTS pillleHb 3 6e3[1eKu IPOrpaMHOro 3a6e3neYeHHsl.
[TpakTUyHa 3HAYMMICTh OTPUMAHUX PE3YJIbTATIB [10JISATA€ B MiJBUILIEHH] TOUHOCTI IPUMHSTTS PillleHb 3 IPUBOLY
6e31exky MporpaMHoOro 3a6e3rnevdeHHs, BAKOPUCTOBYIOUN TEXHOJIOTiI HEYiTKOro MO e IioBaHHS i HEYiTKOI MHOKHHU.
[IpakTr4YHe 3HAYEHHS OTPUMAHUX PE3YJIbTATIB MOJISITA€ B HACTYIIHOMY: — ITPOLEC OCiIKEHHS BPa3IuBOCTEN
MIPOrpaMHOro 3abe3reyeHHs, BUKOPUCTaHHS HeviTkoi mogiesti GERT 103BO/IMB HiABUIIUTY TOYHICTh MOJETIOBaHHS
10 13%. — cripolIeHHs €KBiBaJIEHTHUX N1IEPETBOPEHD, Y OCKOHAJIEHE BUKOPUCTAHHS aJITOPUTMY B MOZEJIIOBAaHHI
II03BOJIMJIO 3HMU3WTU HEUITKICTh BUXIAHMX XapaKTEPUCTHK Yacy Ha IIPOBEAEHHS AOCIIKEHDb BPa3INBOCTEN
IIPOrpaMHOro 3abesneyeHHs 10 1,12 pasy; — BIPOBAI)KEHHSI METOY HaBUaHHSI LITyYHUX HEMPOHHUX MEPEX B
3arajibHUN MeTOZ, MigTPUMKU IPUMHATTS pillleHb 3 IPOrpaMHOi 6€311€KH NO3BOJINIIO NiJBULIUTYU TOUYHICTh
kiacudikauii Ta IpUNHATTS pilleHs B 1,6 pa3u 1151 NO3UTUBHUX €JIEMEHTIB y BUOipLi Ta B 1,2 pa3u 1J1s1 HEraTUBHUX
eJIeMEHTIB y BUOipLli. — BUKOPUCTaHHS METOAY MiITPUMKU IPUIHSTTS pillleHb J03BOJIMJIO MiABUIIUTY e(PEeKTUBHICTD
OLIiHKM 6e3IeKy IPOrpaMHOro 3adesneyeHHs 1o 1,2 pa3u. Pesyabratu guceprallii BIpoBajyKeHi Ta
BUKOPUCTOBYIOTbCA B AissbHOCTIKoMMaHii "Line Up", HayKoBO-A0CIiAHOrO LEHTPY CYA0BOI EKCIIEPTU3U 3 [IMTAHb
iHT€eJIeKTyasIbHOI BJIACHOCTI, a TAKOK BUKOPUCTOBYETLCS B HaBYaJIbHOMY Ipoleci HallioHasbHOro TEXHIYHOTO
VHiBepCUTETY «XapKiBCbKUM NOJMITEXHIYHUIN IHCTUTYT»". Y BCTYIIi OOI'PYHTOBYETbHCS aKTyaJIbHICTh TEMU AUCEpTalLii,
(OpMYyJIIOIOTHCSI OCHOBHA MeETa i 3aBIaHHs poOOTHU, BUKJIAAEThCSl HAYKOBA HOBM3HA i IIPaKTUYHA L[iHHICTb
OTPUMAaHMX PE3y/bTarTiB. [lepmuit po3in NprUCBIYEHO aHAIIi3y Ta OPIBHSJIBHUM JOCJIII)KEHHSIM METOIIB
HiABUIEHHS 6e3IeKy IPOrpaMHOro 3abe3neyeHHs. Y IpyromMy po3sfii po3rnodaTto po3podKy MaTeMaTUIHOI MOAei
IJISITeCTyBaHHS 06€3I1eKU [IPOrPaMHOro 3abe3redyeHHsl IIEPIIOro eTaly. Y TpeTbOMY PO37isi pO3pOo06JISIEThCS HeviTKa
GERT mopens aJ1s1 JOCTiI>)KeHHs IOUPEHUX BPa3InBOCTEN IPOrPaMHOro 3abe3neyeHHs. YeTBepTuil po3fin
IIPUCBSIYEHUI PO3POOLI METOLY MiTPUMKU IIPUIHSTTS pillleHb 3 6€311eKU MPOrpaMHOro 3abe3nedyeHHs. Kinovyosi
CJIOBA: IporpamMHe 3abe3ledyeHHs], TeCTyBaHHs O0e3IeKky, HeviTka Jjiorika, HediTka moaesnb GERT, kibep3arposa,
BPa3JIMBiCTb IIPOrPAaMHOTO 3a0€3IeYeHHs], HEBIIIIOBiIHICTh 6€3[1€KU IPOTPaMHOr0 3a0e3NeUeHH s, NifTPUMKa

pilleHb.

2. The subject of research - Method for supporting decision making on software security. The object of research -
Software security process. The dissertation work is devoted to solving the actual scientific and technical problem
of developing a method of supporting decision-making regarding the security of software (software) taking into
account the uncertainty factors of input and intermediate testing data. The scientific novelty of the results
obtained is due to the theoretical generalization and a new solution to an important scientific and technical
problem, which consists in the development of software security decision support to improve the accuracy of
testing results. The following scientific results have been obtained. 1. For the first time, a fuzzy GERT model for
studying software vulnerabilities has been developed. A distinctive feature of this model is that it takes into
account the probabilistic characteristics of transitions from state to state along with temporal characteristics. This
made it possible to reduce the fuzziness of the output characteristics of the time for conducting software
vulnerability studies and improve the accuracy of modeling. 2. The mathematical model of the process of preparing
for security testing has been improved, which differs from the known ones by the theoretically justified choice of



generating functions of moments when describing transitions from state to state, as well as taking into account
the stage of checking the source code for cryptographic and other methods of data protection, which made it
possible to obtain analytical expressions for calculating probabilistic characteristics for research and more
complex computer systems by mathematical methods. 3. The method of supporting decision making on software
security has been further developed. A distinctive feature of the method is the synthesis of an improved method
for generating a training sample in the process of training an artificial neural network. This made it possible to
increase the efficiency of the method and increase the accuracy of classification and decision-making on software
security. The practical significance of the results obtained is to improve the accuracy of decision-making about
software security, using fuzzy modeling technologies and fuzzy sets. The practical significance of the results
obtained is as follows. 1. The software vulnerability research process fuzzy GERT model use has improved the
accuracy of modeling up to 13%. 2. The simplifying equivalent transformations improved algorithm use in modeling
allowed to reduce the fuzziness of the output characteristics of the time for conducting software vulnerability
studies up to 1.12 times. 3. The artificial neural network training method introduction into the general method for
supporting decision-making on software security made it possible to increase the accuracy of classification and
decision-making by 1.6 times for positive elements in the sample and 1.2 times for negative elements in the sample.
4. The decision support method use made it possible to increase the efficiency of software safety assessment up to
1.2 times. The results of the dissertation are implemented and used in the activities of the company "Line Up", the
Research Center for Forensic Examination on Intellectual Property, and are also used in the educational process of
the National Technical University "Kharkiv Polytechnic Institute". The relevance of the thesis topic is justified in
the introduction, the main goal and task of the work are formulated, and the scientific novelty and practical value
of the obtained results are presented.The first section is devoted to the analysis and comparative researches of
methods for improving the software security. In the second section, the development a mathematical model for
the software security testing first stage. In the third section, development of a fuzzy gert model for investigating
common software vulnerabilities are developed. The fourth section is devoted to the the software security
decision support method development. Key words: software, security testing, fuzzy logic, fuzzy GERT model, cyber
threat, software vulnerability, software security mismatch, decision support.
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