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V. BimomocTi npo gucepraniio
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1. Anre6paiyHi meTony aHasi3y CTIKOCTI 6JI0KOBUX CUMETPUYHUX KPUIITOAJITOPUTMIB

2. Algebraic methods for stability analysis of block symmetric encryption algorithms

Pedepar:

1. Incepranifina po60Ta MiCTUTb HOBi TEOPETUYHI JOCJIIIPKEHHS B rajysi No0Y40BY HAlIMHAX CUCTEM 3aXUCTY
indopmallii Ta HOBMII MizAXiz, MOKO aHaMi3y CTIKOCTi 6JI0KOBUX CUMETPUYHUX KPUNTOAJITOPUTMIB 10 Cy4aCHUX
METOJiB KpUIITOAHai3y, 0 6a3yl0ThCs Ha MeToi roMoMop@i3MiB, Ta aTak 3pizaHux gudepeHuiasniB. OcKinbku Ha
ChOTOZHILIHIN [leHb BXJIMBE Micle cepefi 3aco0iB 3axucTy iHpopMallii 3aliMaloTh CUMETPUYHI 6JI0KOBI
KPUIITOAJITOPUTMHU, TOJIOBHOIO [IEPEBArol0 SIKUX € iX MBUAKA TPOrpamMHa peasnisallisl, TO BaXJIMBUM Ta aKTyaJlbHUM
MIATAHHSM € OCJIIKEHHS IX CTIMKOCTI 4O Pi3HMX Cy4aCHUX aTak, 30KpeMa JI0 TPYIIOBOrO Ta Pi3HULIEBOTO
KpUITOAHAai3y. SIK mpaBuJo, ix CTiKiCTb 4,0 METOJiB roMOMOp}i3MiB BU3HAUAETHCS ayireOpaidHuMu
BJIACTMBOCTSIMU Pi3HUX I'PYII MiJJICTAHOBOK, IO IOB'SI3aHi 3 CUCTEMOIO PAayHIOBUX MNP PYIOYU [IEPETBOPEHD JAHOTO
mwudpy. JaHa pob0Ta NpUCBSIYEHA AOCIIIKEHHIO are6paidyHrX BIaCTUBOCTEN TPYIH MiICTAHOBOK, 110

IIOPOJKYETHCS PayHIOBUMHU (PYHKLISIMY, a came "MepeMmillyBajibHUM" BIaCTUBOCTSIM IPYIIOBUX oIlepalliil, 1o 3aaHi



Ha MHOJXUHI BiIKDUTUX TEKCTIB.

2. The Thesis contains new theoretical research in building reliable informational systems and a new approach to
analysis of stability of the block symmetric encryption algorithms and modern methods of cryptanalysis, based on
the method of homomorphism and truncated differential cryptanalysis . Symmetrical block cryptoalgorithms take
an important place in modern information security. One of their main advantages is relatively fast software
implementation, and that's why studying their resistance to various modern attacks, particularly the group and
differential cryptanalysis, is an important and urgent issue. Normally, their resistance to the homomorphism
methods is defined by the algebraic properties of different groups of substitutions that in turn are related to the
system of round encrypting transformations of a given cipher. This work is dedicated to the study of algebraic
properties of permutations that are generated by round functions, particularly "mixing" properties of the group
operations, which are defined on a set of plain text data.
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