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2. Methodology for support the state cybersecurity system forming and providing in civil aviation

Pedepar:

1. Inceprauiiina po60Ta IpUCBsAYEHAa BUPIlIEHHIO aKTyaJbHOI HAYKOBO-IIPAKTUYHOI IPO6JI€MU CTBOPEHHS
METOJ0JI0Tii MiATPUMKM NpolLeciB (POpMyBaHHS Ta 3abe3neyeHHs nepkaBHoi cuctemu Kb B ramysi LIA Ha OCHOBI
PO3pO6JIEHNX TEOPETUYHNX OCHOB, METOZIB, MOZiesieli Ta 3aco6iB 3a6e3nevenHs 3axucty KAIC. V po6ori
3aIpPOIIOHOBAHO 6a30By Moziesib GOPMYBaHHS BUMOT 110 3abeaneuenHs Kb LA, mo nana MoXauBicTs popmarizyBaTu
IIPOLIEC CTBOPEHHS IOBHOI MHOXXMHU BUMOT, 5IKi HEOOXiHO BUKOHATH AJ1s 3axucTy LA Big KB3. Po3pobieHo
MyJIbTUPIBHEBY MOJI€JIb JAHUX, sIKa J03BOJIsI€ (POpMalidyBaTu IpoLec ineHTudikanii BAKOHaHHS BUMOT Ta
Br3HaUeHHs pexxumiB 6e3nexr KAIC. Takox po3po6sieHO MeTO, BU3SHAYEHHS PiBHSI KpUTUIHOCTI CUCTEM, SIKUU
II03BOJISIE OLiHIOBATU piBeHb BXJIUBOCTI i panKyBatu KAIC 3a KkinbkicHuMU napametrpamu. Po3pobsieHo meTof,
yrpasiiHH4 iHuugeHTamu Kb, gkuii 103BoJIsie TPOrHO3yBaTU KaTeropii innuaenTis Kb, 10 BUHUKHYTh BHACITOK
peanisanii neBHoi KBA, Ta ix piBenb He6e3neku as KAIC. CTBOpeHO METOJ, CUMETPAYHOTO KPUNTOrpadidyHOro
3axucty indpopmatii Ta HoBui Bl Haitoro ocHOBI, o0 703BOIMIO 3a6e3neunTy 3axueHicTb KAIC Big KBA JIIK,



OTPMMATHU aHAJITUYHI BEPXHI OLIiHKY NTapaMeTPiB, SKi XapaKTepU3YIOTh HOTr0 IIPaKTUYHY CTilKicTh. KpiM TOTO,
YIOCKOHAJIEHO KBAaHTOBO-KpHUIITOrpadiyHi MeTony NiATpUMKY NpoleciB posnoziny kiuodis Ta KI1B3, ski ganu
MOXJIMBICTb 3a6€3n1e4nTH KOHQiAeHIIHICTD Npolecy po3Nnogily KioyiB mudpyBaHHs MiX JIETITUMHUMU
KOPMCTYBauaMU Ta 30iJIbIIMUTY IIBUJKICTb IEPEABAHHS JAHUX MTPY 30€PEXXEHHI CTIMKOCTI 4,0 HeKorepeHTHUx KBA.
Po3po6sieHO MeTOZ, OLiHIOBAHHS, SIKUI 1a€ MOKJIMBICTb BU3HAYATH KiJIbKiCHI IapaMeTpH, 10 XapaKTePU3YyIOTh
IIOBHOTY BUKOHaHHSI MHOXXUHU BUMOT 110710 KB LIA. Po3po6sieHo MeTofi0/10Ti0 NiATPUMKY MpoLieciB popMyBaHHS
Ta 3abe3neyenHs aepxaHoi cucrtemu KB B ranysi LIA, sika 103B0J1sI€ 326€31€4UTH MiJTPUMKY IIPOLIECIB
¢opmyBanHs gepsxkaBHoi cuctemu Kb LIA 3 ypaxyBaHHSIM BUMOT K€PiBHUX OPTaHiB, BU3HAYMTY TOBHOTY BUKOHAHHS

TaKMUX BUMOT, a TaKOX Ha CUCTEMHOMY PiBHi 3a6e3neunTu npotec 3axucty LIA Big KB3.

2. Thesis is devoted to solving actual scientific and practical problem of development the methodology for support
the state cybersecurity (CS) system forming and providing in civil aviation (CA). This methodology is grounded on
developed theoretical bases, methods and specialized tools for CS of critical aviation information systems (CAIS).
Basic model for CS requirements forming was proposed and allowed to formalize CS requirements complete set
forming process in CA. On the base of this model the techniques for creation domestic CS requirements complete
set was developed to form Ukrainian state CS system in CA. Also the multilevel data model for CS requirements
providing identification was developed. It can be used to define security modes of CAIS in accordance to selected
CS model or in multilevel mode. Theory of CS in CA was developed and generalized terms of key concept in this
field were defined, practical recommendations for state CS strategy from viewpoint of CIIP were formulated,
conceptual ontology and classifications were also fulfilled. Method and software tool for CAIS criticality evaluation
were proposed and these allow to calculate quantitative parameters of criticality and rank different CAIS. CS
incident management method was proposed and realized using NSL-KDD base to forecast CS incidents categories
(in accordance with practical guidelines, standard, company or state recommendations) and resulted threats for
CAIS. It should be useful for CERT / CSIRT centers' activity in a part of CS incidents prioritization and adequate
respond. Symmetric encryption method for CAIS security against linear and differential cryptoanalisys was
developed. Also block cipher Luna-2k17 was proposed and realized in form of console software and it provides high
cryptographic transformation rate; cipher was successfully checked by NIST STS and Diehard tests. Quantum
cryptography methods were improved to support key distribution and secure direct communication processes.
Experimental study of these methods confirms growing data transmission rate by high capacity deterministic
protocols. Also assessment method for quantitative parameters defining was developed for completeness
evaluation in process of CS requirements providing in CA. On the base of this method software application was
designed and the completeness of Ukrainian CA was evaluated. Finally the methodology for support the state CS
system forming and providing in CA was developed and allowed to provide state CS system forming in CA, define
completeness of requirements providing and also provide CS of CA on system level.
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