O0Js1ikoBa KapTKa aucepTaii

I. 3arasibHi BimOMOCTI

Jep>kaBHHH 00J1iKOBHI HOMep: 0826U001820
Oco006J1uBi TO3HAYKH: BinKpura

JaTa peectpamnii: 19-05-2026

Craryc: 3axumeHa

PexBi3utu Hakasy MOH / Haka3y 3aKjazy:

I1. BizomocrTi nipo 3700yBaya

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. )KypaBuak AHacracig IOpiiBHa

2. Anastasiia Y. Zhuravchak

KBasmigikamis:

InenTudikarop ORCID ID: He 3acrocosyerbcs
Bupg, pucepranii: nokrop dinocodii
AcnipaHTypa/JIOKTOpPaHTypa: Tak

IIIndp HayKOBOi cIeniaIbHOCTI: 125

Ha3Ba HayKoBOIi creniaIbHOCTI: Ki6ep6esnexa Ta 3axuct iHpopmaunii

lanyss / ralesi 3HaHb: iHdopMaLliiiHi TEXHOJIOTI

OcBiTHBO-HayKOBa IIporpama 3i creniajbHOCTI: kibepbesneka

Jara 3axHcTy: 11-06-2026

CnenianbHICTB 32 OCBITOIO: Kibepbesneka

Micue po6oTH 3400yBaya: ToBapucTBO 3 06MEXKEHOIO BiNOBianbHicTIO «Enam aifpkurans

Kop 3a €IPIIOY: 44420385

Micuesnaxo,szeHHa: ByJ1. [IpaxoBux Cim', Kuis, 01033, Ykpaina

dopma BiracHOCTI: lpusarHa/HenepkaBHa
Cdepa ynpasiriHHS:

InmenTudikarop ROR:



I11. BimomMocTi mpo opranizariiio, e Big0OyBcsl 3aXHCT

Iudp cnenianizoBaHOoi BYEHOI pagH (pa30Boi CIeNiaJai30BaHOi BY€HOI pagH): PhD 13101
ITloBHe HaliMeHYBaHHSI IOPHUAHUYHOI 0COOM: HaujonanbHuii yHiBepcuteT "JIbBiBCbKa MOTTITEXHIKA"
Kopg 3a €IPIIOY: 02071010

Micue3HaxoaKeHHS: ByJ. Creniana banpepu, JIbBiB, 79013, Ykpaina

dopma BracHOCTI: JlepxaBHa

Cdepa ynpaBiriHHS: MiHicTepCTBO OCBITH i HayKK YKpaiHu

InenTudikarop ROR:

IV. BimomocTi Ipo niznpueMcTBO, YCTaHOBY, OpraHi3alliio, B sIKi# 0yJ10

BHKOHAHO JHCEPTaIlilo

IloBHEe HaliMEeHYBaHHS IOPUAHYHOL 0C00H: HanionanbHuii yHiBepcuteT "JIbBiBCbKa MOJTITEXHIKA"
Kopg 3a €IPIIOY: 02071010

Micue3HaxoaKeHHS: ByJ. CrenaHa banpepu, JIbBiB, 79013, Ykpaina

dopma BracHOCTI: JlepxaBHa

Cdepa yIIpaBJIiHHﬂ: MiHicTepcTBO OCBiTH i HayKU YKpaiHu

InenTudikarop ROR:

V. BizomocTi npo gucepraniio
MoBga guceprTallii: Vkpaincoka
Koau remaTHyHHX PyOPHK: 20.56, 20.56.01, 20.56.02

Tema gucepranii:
1. YoocKoHasIEHHS! METOL0JIOTiI aBTOMATH3allii TECTyBaHHS Ha IPOHUKHEHHS 32 JOIIOMOTI'0I0 METOIiB MAlIMHHOTO

HaB4YaHHS

2. Improvement of the penetration testing automation methodology using learning methods

Pedepar/anoTanis:

1. Y cyyacHux ymMoBax CTPiMKoi 1u(dpoBoi TpaHCcPopMaliii cycnisibcTBa Ta 3pOCTaHHS 3aJ1€5KHOCTI 6i3Hecy, ypsigoBUX
i KpUTUYHUX iIHPPACTPYKTYPHUX CUCTEM BiJ, iIHPOPMALiTHUX TEXHOJIOTIH NUTAHHS 3a0e31eUYeHHs KibepoesneKku
Ha0yBae NepLUIOYeProBOro 3HaueHHs. TpaguliiiHi migxoau 40 TeCTyBaHHS HA IPOHUKHEHHS! 6a3yI0ThCSl HA PyYHOMY
aHaJlizi, 0 BUKOHYeThCs daxiBLsSIMU 3 KibepOeseky 3 BUKOPUCTAHHIM Hab0piB iHCTPYMEHTIB [J1s1 CKaHyBaHHS Ta
eKciulyaTauii Bpaznnsocteil. CyyacHi TeHIeHlii po3BUTKY IITY4HOro iHTesekTy (L) BinkprBaioTh HOBi MOXJIMBOCTI
17151 i ABUIIEHHS €(EeKTUBHOCTI IPOLECiB TECTYBAaHHS HA IPOHUKHEHHS. Lle 3yMOBJII0O€ LOLINIBHICTD JOCIiI>)KEHHS
HaMpsIMKY iHTerpauii TEXHOJIOTI} TYYHOT'O iHTEJIEKTY Y IPOLECH TECTYBaHHS HA IPOHUKHEHHS 3 METOIO

i BUIIEHHS IIBUIKOCTI, TOYHOCTI Ta BiATBOPIOBAHOCTI pe3yJbTartiB. [lepmmuil po3nin "AHai3 Cy4aCHUX METOJiB
TeCTyBaHHS1 6€3I1eK1 BEO-3aCTOCYHKIB" IPUCBIYE€HUI BCEOIYHOMY aHali3y Cy4aCHOTO CTaHy Mpo6JieMH, IOYNHAYU
3 ki1acuikallii OCHOBHUX THUIIIB aTaK Ta BPa3jaUBOCTEN 3a craHgapToM OWASP Top 10. V posaisni eTtanbHO

PO3IJIAIaI0ThCSI METOIU BUSIBJIEHHS, @ TAKOXK aHAJI3yIOThCS MPOBiHI IHCTPYMEHTH 151 aBTOMATU3allii TECTyBaHHSI.



Oco6s11By yBary npuiijieHo aHasli3y pUHKY KOMEPLiHUX pillleHb, 0 BUSBUB BiICYyTHICTb YKPaiHCBKUX
iHCTpyMeHTIB cepep, JizepiB ranysi. O6IpyHTOBAHO HAPSIMKY JOCJIIIKEHHS Ta AOLIIbHICTh pO3POOKYU HOBOI
METO,0JIOTIl Ha OCHOBI METO/IiB MAIIMHHOIO HaBYaHH4. Y IPyromMy po3aisi "JJociigKeHHs MeTOiB MalIMHHOTO
HaBYaHHS [J151 aBTOMAaTU3allii TECTYBaHHS Ha IIPOHUKHEHHS" 3[1iIICHEHO JOCJII)KEHHS KJIACUYHUX METOLiB
MAaIIMHHOTO HaBYaHH4, CIIPSIMOBaHMX Ha aBTOMAaTU3allilo MIPOLECiB TECTyBaHHS HA IPOHUKHEHHS. [IpoBefeHo
NIOPIBHSIJIbHUI aHAaJi3 3 METOI0 BU3HAYEHHS iX e(PeKTUBHOCTI [JIs1 BUSIBJIEHHS BpasinuBocTeil. OGIpyHTOBAHO
HeOOXiJIHICTb IEpeXoy [0 MOAesIell HaBYaHHs 3 HigKpinneHHsIM Reinforcement learning (RL), siKi JO3BOJISIIOTH
MOJIEJII0BATH MOCTIIOBHICTD [1iil areHTa y AuHamMiyHOMY cepenoBulli. OCco61BYy yBary MNpuaiiieHo inTerparii
BEJINKUX MOBHUX Mopesell (LLM) y poJii oIiTUKY areHTa, 31aTHOI 0 KOHTEKCTHOTO IJIaHyBaHHS, MipKyBaHb i
re"epauii gii 3a npuHuunom ReAct. Bysio po3po6s1eHO KOHIENTyalbHy apXiTEKTypy METOZY areHTa 3 KOPOTKO- Ta
IOBTrOTPUBAJION0 NaMsATTIO. [IpoBesieHe fociiskeHHs cpOpPMYBasIo TEOPETUYHY 6a3y 7S TOLAbIIOTO
nocimkeHHs. Tpertiii po3nin "Po3pobka MeTony aBTOMAaTU30BaHOTO TECTYBAHHS 32 JOIIOMOT0I0 MO eJli MAIIMHHOTO
HaBYaHHS" [IPUCBSTYEHUI PO3POOIi MaTeMaTUYHUX Ta apXiTEKTYPHUX OCHOB METO/ly aBTOMAaTHU30BaHOT'O T€CTyBaHHS
Ha [IPOHUKHEHHS 3 BUKOPUCTaHHSIM MapKOBCBKUX IIPOLIECIB IPUMHSTTS pillleHb y NOeQHAHH] 3 BEJIMKUMU MOBHUMU
MogpensiMu. Byso 3xificHeHo gopmarizaliiio napameTpiB Be6-100aTKiB, TUIIB BPa3JIUBOCTEN Ta iXHiX XapaKTEPUCTHK,
1110 BIUIMBAIOTh Ha IIPOLieC BUsBJIeHHS. PO3p06JeHO MOoiesb aBTOMATHU30BAHOIO TECTYBAHHS Y BUIJISTI IMCKPETHOTO
MapKOBCBKOTO JIQHIIIOTa, Y MEXKaxX SIKOrO BU3HAY€HO MHOKUHY CTaHiB CUCTEMU, IMOBIPHOCTI IEPEXO/IiB Mi’K HUMU
Ta QyHKUil BUHAaropoau, o [03BOJIAJIO ONUACATU NUHAMIKY [IPOLECY 3 ypaxyBaHHSM IIpUPOAU cepenosuia. Ha
OCHOBI Liei Mogesti cpOPMOBAHO CUCTEMY METPUK, 110 3a0e3Mednsia KillbKiCHY OLiHKY €(DeKTUBHOCTI T€CTyBaHHSL.
Bubpano apxitextypy Tuny “LLM sk nosituka”, y sKiil BeJuka MOBHa MOJieJIb BiiTIOBifajia 3a reHepallito cTpaTeri,
reasoning-JIaHLIOTIB Ta afjaliTUBHE IIJIaHYBaHHS [1ill areHTa. Po3po6sieHo apXiTEKTypy B3aeMOfii MixX
MaTeMAaTUYHUMU MOJIEJISIMU Ta iHTeJIEKTyaJlbHUMU KOMIIOHeHTaMu LLM, CTBOpIOI0UM OCHOBY 17151 aBTOHOMHOTO
MIPUMHSATTA pillleHb Y 3MiHHOMY cepenoBulli. YeTBepTuil po3zin "EkcriepuMeHTanbHe JOCIiI)KEHHS OpraHisarii ta
OIIiHKM aBTOMAaTU30BaHOTO TECTYBaHHS Ha IPOHUKHEHHS", 110 IPMCBSIYEHUN [IPAaKTUYHIl N1epeBipli po3pobeHoro
MeTofy. Y IbOMY PO3iJi 34iICHEHO IPAKTUYHY peasi3allilo Ta eKCIIepUMEHTAIbHY IIEPEBIPKY PO3PO6IEHOTO
METOZY aBTOMAaTU30BaHOTO TECTYBAHHS HA IPOHUKHEHHS i3 BUKOPUCTAHHSM LWITYYHOTO iHTENEKTy. Byso
PO3TOpPHYTO BiITBOPIOBaHE J1abopaTOpHE cepeloBullie Ha 6a3i xMapHOi iHppacTpykTypu Amazon Web Services, 110
3a0€e31e4nsIo MaclTaboBaHICTh, 13071511110 Ta 6€311eYHE BUKOHAHHS eKcliepuMeHTiB. CTBOPEHO ABOPIiBHEBY
CTPYKTYPY, sIKa BKJII04asa Habip iHcTpyMmeHTiB (Nmap, Burp Suite, SSLyze) Ta ninbosi Be6-gonatku (OWASP Juice
Shop, DVWA, WebGoat), 10 103B0IMII0 3MOIE/IOBATY peaslbHi ClieHapii TecTyBaHHs. [IpoBeneHo cepiio
€KCIIEPUMEHTIB i3 [IOPiBHSAHHS PYy4YHOr'O Ta aBTOMATU30BAHOTIO MiAXOMIB 10 BUABJIEHHS BPa3jIMBOCTEN Y MEPEKEBUX,
Be6- Ta TLS-koH(pirypauisix. OTpuMaHi pe3ybTaTi 3aCBidUJIY MiBUIIEHHS TOYHOCTI Ta [IOBHOTHU BUSIBJIEHHS
Bpa3nuBocTeil. [IpoBeieHO KijIbKiCHUI aHaIi3 pe3y/bTaTiB eKCIIEPUMEHTIB, CPOPMOBAHO METPUKHU IIPOLYKTUBHOCTI
Ta JOCTOBIPHOCTI, a TAKO>XX PO3pO0JIEHO METOAUYHI peKOMeHiallil 010 BIPOBalKEHHS iHCTPYMEHTAapilo B
IIPaKTHKy. Y BUCHOBKaX AUCEPTALiliHOi po60TU MifICYyMOBAHO BUPillIEHHS HAyKOBO-MIPAKTUYHOTO 3aBAaHHS
aBTOMATM3Aallii TECTYBaHHS HA IPOHMKHEHHS LUUISIXOM iHTerpalii MeToniB HaBYaHHS 3 iAKPIIJIEHHSIM, MaPKOBCBKUX

[IPOLIECiB IPUMHSATTS PillleHb Ta BEJIMKUX MOBHUX MOJEJIEeH.

2. In today's rapidly digital transformation of society and the growing dependence of business, government, and
critical infrastructure systems on information technology, the issue of ensuring cybersecurity is becoming
paramount. Traditional approaches to penetration testing are based on manual analysis performed by
cybersecurity specialists using toolkits for scanning and exploiting vulnerabilities. Current trends in the
development of artificial intelligence (AI) open up new opportunities for increasing the efficiency of penetration
testing processes. This makes it appropriate to study the direction of integrating artificial intelligence technologies
into penetration testing processes in order to increase the speed, accuracy, and reproducibility of results. The first
section, "Analysis of Modern Web Application Security Testing Methods," is devoted to a comprehensive analysis of
the current state of the problem, starting with the classification of the main types of attacks and vulnerabilities
according to the OWASP Top 10 standard. The section discusses detection methods in detail, as well as analyzes
leading tools for testing automation. Special attention is paid to the analysis of the commercial solutions market,



which revealed the absence of Ukrainian tools among the industry leaders. Research directions and the feasibility
of developing a new methodology based on machine learning methods are substantiated. In the second section
"Research on machine learning methods for penetration testing automation", a study of classical machine learning
methods aimed at automating penetration testing processes was carried out. A comparative analysis was
conducted to determine their effectiveness for detecting vulnerabilities. The need to transition to Reinforcement
learning (RL) models was justified, which allow modeling the sequence of agent actions in a dynamic environment.
Special attention was paid to the integration of large language models (LLM) as an agent policy capable of
contextual planning, reasoning, and generating actions according to the ReAct principle. A conceptual architecture
of the agent method with short- and long-term memory was developed. The conducted research formed a
theoretical basis for further research. The third section "Development of an automated testing method using a
machine learning model" is devoted to the development of the mathematical and architectural foundations of the
automated penetration testing method using Markov decision processes in combination with large language
models. The parameters of web applications, types of vulnerabilities and their characteristics that affect the
detection process were formalized. An automated testing model was developed in the form of a discrete Markov
chain, within which a set of system states, transition probabilities between them and reward functions were
defined, which made it possible to describe the dynamics of the process taking into account the nature of the
environment. Based on this model, a system of metrics was formed that provided a quantitative assessment of the
effectiveness of testing. An architecture of the “LLM as a policy” type was chosen, in which the large language
model was responsible for the generation of strategies, reasoning chains and adaptive planning of agent actions.
An architecture of interaction between mathematical models and intelligent components of LLM was developed,
creating the basis for autonomous decision-making in a changing environment. The fourth section, "Experimental
study of the organization and evaluation of automated penetration testing", is devoted to the practical verification
of the developed method. In this section, the practical implementation and experimental verification of the
developed method of automated penetration testing using artificial intelligence was carried out. A reproducible
laboratory environment was deployed based on the Amazon Web Services cloud infrastructure, which ensured
scalability, isolation and secure execution of experiments. A two-tier structure was created, which included a set
of tools (Nmap, Burp Suite, SSLyze) and target web applications (OWASP Juice Shop, DVWA, WebGoat), which
allowed to simulate real testing scenarios. A series of experiments were conducted to compare manual and
automated approaches to detecting vulnerabilities in network, web and TLS configurations. The results obtained
showed an increase in the accuracy and completeness of vulnerability detection. A quantitative analysis of the
experimental results was conducted, performance and reliability metrics were formed, and methodological
recommendations for implementing the toolkit into practice were developed. The conclusions of the dissertation
summarize the solution to the scientific and practical problem of penetration testing automation by integrating
reinforcement learning methods, Markov decision processes, and large language models.
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IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI 0COOHM: HaujoHanbHuil yHiBepcuteT "JIbBiBCbKA MOTTITEXHIKA"
Kog 3a €IPIIOY: 02071010

Micue3HaxoaKeHHS: ByJs1. Crennana banpepwy, JIeBiB, 79013, Ykpaina

dopma ByacHOCTI: [lepxkasna

Cdepa ynpaBiriHHS: MiHicTepcTBO OCBIiTH i HAayKu YKpaiHu

InmenTudikarop ROR:

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. Cabopamniko JImutpo BosopumupoBuy

2. Dmytro Sabodashko

KBasigikanis: n.dinocod, 125

InenTudikarop ORCID ID: 0000-0003-1675-0976

JoparkoBa iHdpopmamnist:

IloBHe HaliMeHYBaHHSI IOPUAHUYHOI 0COOHM: HaujonanbHuii yHiBepcuteT "JIbBiBCbKa MOMTITEXHIKA"
Kog, 3a €IPIIOY: 02071010

MicuesnaxomerHﬂ: ByJ. Crenana banpepu, JIbBiB, 79013, Ykpaina

dopma BracHOCTI: JlepxasHa

Cdepa praBJIiHHﬂ: MiHicTepcTBO OCBiTH 1 HayKU YKpaiHu



InenTudikarop ROR:

VIII. 3ak1104YHi BiZOMOCTI

BaacHe Ilpi3Bume Im's ITo-6aTbKOBI Xoma Bosiopumup BacuiboBud
TOJIOBH pajgu

BnacHe IlpizBume Im's I10o-6aTbKOBI Xoma Bosiopumup Bacuibosud
TOJIOBYIOYOTO Ha 3acCiiaHHi

BigmoBizasibHUH 32 MiATOTOBKY IMapxyup Jlio6omup TeomopoBud
00JIiIKOBHX JOKYMEHTIB

Peec1'paTop [Opuenko TersHa AHaTosiiBHA

KepiBHuk Bigainy YKpIHTEI, mpo €
BiZIIOBiZaJIbHUM 32 peecTpallilo HayKOBOi IOpuenko TeTsHa AHaTosiiBHA

OisSIIBHOCTI




