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1. MeTonu Ta 3acobu cTBOpeHHS peKOHQIrypoOBHUX CUTHATYPHUX 3aC06iB 3axucTy iHDopMallii KOMII'IOTEPHUX

CHCTEM i Mepex

2. Methods and techniques for creating reconfigurable signature-based security tools for computer systems and

networks

Pedepar:

1. Inceprauiiina po60oTa IpucBsYeHa po3poolii Ta PO3BUTKY METO/iB 106YA0BY €PEeKTUBHUX PEKOHDIryPOBHUX
arapaTHUX CUTHATYPHUX 3aC00iB TEXHIYHOTO 3aXUCTy iH(OopMallii IJISIXOM CTBOPEHHSI KOMOIHOBAaHUX

004U CII0BAJIbBHUX CTPYKTYP, ONTUMI30BaHUX 3a 334aHMMU NTOKa3HUKAaMU B 3aJJaHUX YMOBaX. [y NigBUILIEHHS
eEeKTUBHOCTI CTBOPIOBAHUX IIPUCTPOIB PO3POOIEHO Ta BLOCKOHATIEHO METOIY KOMOIHYBaHHS B OJTHOMY MOZYJIi
I€KiJIbKOX Pi3HOPIIHUX MiIXO0AiB 40 MOOYI0BY anapaTHUX 3aco06iB iHpOpMalifHOTO 3aXUCTY, SIKi IIJISIXOM
BMKOHAHHS NIPOLielyp ONTUMI3allil 03BOJISIIOTh MAaKCUMI3yBaTH NepeBaru KO>XKHOro 3 Hux. Po3po6yieHo metonu
IIPUCKOPEHOr0 06YMCIIEHHS KiJIbKICHMX 3HaU€Hb TEXHIYHMX XapaKT€PUCTUK KOMIIOHEHTIB PEKOH)IrypOBHUX

3aco0iB 3aXMCTy 6€3 BUKOHAHHS [IOBHOI'O LIMKJIy CHHTE3Yy OOUKC/IIOBAJILHOI CTPYKTYPH Ta KOHPirypauii nis



3aBaHTaxeHHs B [1JIIC. Po3po6iieHo anroputmu peanisalii 3aipornoHOBaHMX METOLiB KOMOIHYBaHHS Ta IPOrPaMHi
3acobu 181 iX epeBipKy i aHasizy. 3 METOIO CIIPOIIEHHS IPAaKTUYHOT0 3aCTOCYBAHHS 3alIpOIIOHOBAHMX METO/IB i
3aco06iB 6YB peasnizoBaHMi Y BUTJISAi MaKeTHOTO 3pa3ka BeO-CcepBiC LIeHTPasli30BaHOTO CTBOPEHHS

PEKOH(QIrypOBHUX MPUCKOPIOBAYiB 3 BUKOPUCTAHHSIM PO3IOAiINIEHUX i XMaPHUX OOYMCIIIOBAJIBHUX CEPEOBHUII,

2. The thesis is devoted to the research and development of methods for constructing effective reconfigurable
hardware signature-based means of information security by combining computing structures, optimized
according to specified criteria under specified conditions. To increase the efficiency of the devices being created,
methods for combining several different approaches to the construction of hardware information protection
systems in one module have been developed, which, by performing optimization procedures, maximize the
benefits of each of them. Methods have been developed for the accelerated calculation of quantitative values of the
technical characteristics of the components of reconfigurable protection means used as target functions for
optimization procedures, without performing a full cycle of time-consuming and resource-intensive procedures
for synthesizing a computational structure and bitstreams for loading into an FPGA. Algorithms for the
implementation of the proposed combining methods have been developed, software tools have been made for
their verification and analysis. In order to simplify the practical application of the proposed methods and tools, a
web service using distributed and cloud computing was implemented as a prototype for centralized creation of
reconfigurable accelerators.
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