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1. Y puceprauiiiHiii po60Ti copMyIbOBaHO i1 BUPIlIEHO HAYKOBO-TIPUKJIAAHY [TPO6GIeMy PO3POOIEHHS Ta
IOCTIiIKEHHS MoZieJiel, MeToIiB Ta iHdopmaliiHOi TeXHOJIOrii 3a6e3MmedyeHHsI rapaHTO3/IaTHOCTi CUCTEM
npomuciosoro IHtepHeTty peuei (I1oT). [Ipobyiema 3yMoBJI€HA CYIIEPEYHOCTSIMU MiXK 3DOCTaHHSIM BUMOT 1O
rapaHTO37laTHOCTI, HEBU3HAUEHICTIO Ta 3MiHHICTIO XapaKTEPUCTUK HATiHOCTI 11 6€3[1eK1 KOMIIOHEHTIB,
MOJKJIMBOCTSIMU Ta PU3MKaMU 3aCTOCYBAaHHS TEXHOJIOTIH i piBHEM PO3BUTKY 3aCO0iB OLiHIOBaHHS Ta 3a0€31eYeHHs
rapaHTtozpatHocTi. OTprMaHoO TaKi HAyKOBi Ta IPaKTUYHi pe3ybTaTh. PO3BMHYTO METOOJIOTII0 3a0€31eYeHHs
rapaHrozgatHocTi cucteM I1oT, 10 rpyHTyeTbCs Ha iepapXiYHOMY NIPEACTaBIEHHI
«KOMIIOHEHT-TiJICCTEeMa—-CHUCTEMa», aHaJli3i BiiMOB 4epe3 nedeKTy MporpaMHo-anapaTHUX 3aco0iB i KibepaTaku

Ta 3aCTOCYBaHHI KOMOIHOBaHOI BEpCiiHO-CTPYKTYpHOI HagMipHOCTI. Lle mano 3mory cpopmyBaTy KOMILJIEKC



B32€MOIIOB'SI3aHUX MOJieJiel i MeTO/1iB, BUBHAYMTU iHTerpabHNAN NTOKa3HUK rapaHTO3[aTHOCTI Ta OLiHIOBATH ii
CKJIaZlOBi — HafilHiCTS i KibepOesneKky — Ha eTarniax (OPMYyBaHHS BUMOT, PO3TOPTaHHS i eKCITyaTallii.
YIl0CKOHasIeHO MO/eJli OLiHIOBaHHS HAZiItHOCTI: — cepBepa, NporpaMmoBaHoro joriyHoro konrposaepa (IJIK) i
MapUIpyTU3aTOPa 3 ypPaxyBaHHSIM BiIlMOB Ta 300iB anlapaTHUX i IpOrpaMHux 3aco6iB. CTPyKTYpHUI aHAai3
apxiTeKTypy, MOPIBHSAHHS CKJIAAHOCTI Ta CEMAaHTUKN MOJEJIEN 32 YACTKOBMMMU I iHTETpaJIbHUMU METPUKAMU
3a0€3M1e4yI0Th OL[iHIOBAaHHS [1I0Ka3HUKIB, aHali3 iX eBOJIOLi Ta IPOTHO3YBaHHS XapaKTepUCTUK MalOyTHIX MoZese;
— HEBiJIHOBJIIOBAHOI Ta BiIHOBJIIOBAHOI 6€31pOBOI0BOI ceHCOPHOI Mepexi (WSN) Ha 0CHOBI JI0TiKO-MIMOBipHiCHOTO
METOJly 1 MAaPKOBCBHKUX IIPOLECIB 3 YPaxyBaHHSIM [IOKPUTTS, IEPEKPUTTS Ta TOTOBHOCTI MEPEXi, 110 NiIBUIILyeE
TOYHICTb i MOBHOTY OLiHIOBaHHS; — NPOBOL0BOi cucteMu I10T 3 ypaxyBaHHSIM HaAiTHOCTI NiICUCTEM i BiTMOB iX
KOMIIOHEHTIB, 1110 MiIBUIly€ TOYHICTb OLIiHIOBaHHS 6€3BiIMOBHOCTi, PEMOHTOIIPUAATHOCTI Ta FTOTOBHOCTI.
YIOCKOHAJIEHO METOAY OLiHIOBAHHS HALiMHOCTI KOMIIOHEHTIB i migcucrtem IIoT mIsIxoM noegHaHHS MaPKOBCbKUX
MOJEeJIEN, NEPEB BiIMOB, IIPOLENYP PO3Pi3aHHs Ta MOJEJIEN IITYYHOrO IHTEJIEKTY 3 MigKPirieHHsM. MogenbHa
IVBEPCHICTD MiIBUIILYE TOYHICTD 1 JOCTOBIPHICTD OL[iHOK. METO/, OLIiHIOBaHHS HAZIITHOCTi C€pBEpa BPaxoBye
BiZIMOBHU alapaTHUX i IPOrpPaMHUX 3aCO0iB 3a Pi3HUX €HEPrOPEXMUMIB Ta Jjae 3MOTy OOI'PYHTYBATH BUGIP peKUMy
IJ1s1 MiABULIEHHS HAiHOCTI. MeTo[ OLiHIOBaHHS SIKOCTi IPOTPaMHOTro 3abe3nedeHHs! 6a3yeThCsl Ha Kiacuikauii i
Binbopi Mopenelt 3poctaHHs HagiiiHOCTI (SRGM), BpaxoBye 0CO6IMBOCTI KOMIIOHEHTIB, KBasli(ikalilo pO3pOOHUKIB i
YMHHWKU BIUIMBY Ha IIPale3JaTHICTb. Briepine oTpuMaHo MOJIeli OLiHIOBAaHHS FapaHTO3aTHOCTI: — cepsepa, [1JIK i
MapUIpyTU3aTOPA, SIKi BpPAXOBYIOTb [TapaMeTPU Ta XapakTep BIIMBY DDoS-artak, 1aloTh 3MOr'y BU3HAYaTU
3aJIEXKHICTb JOCTYITHOCTI Bifl iIHTEHCUBHOCTI aTak i 00npaTy KOHTP3axoy; — cepBepa i MaplpyTus3aTropa 3
ypaxyBaHHSM €HepropexuMis, KibepaTak Ta yCyHeHHs Bpas3JjIMBOCTEH alapaTHUX i IPOrpaMHUX 3aCO0iB MIJISIXOM
naTdyepusallii, o 3abesnevye AOCHIIKEHHS BIIMBY Kibepdiznunux (paxkTopis; — cuctemu 11oT 3aranom, gxa
KOMILJIEKCHO BPaxOBYy€ anaparHi 1 IporpamMHi BilMOBHY, Pi3Hi BUAM MOPYIIHUKIB Ta aTak, 0 CIIPUYMUHAIOTL YaCTKOBY
abo NOBHY BTPATy Ipale3naTHOCTI, i 1a€ 3MOTY OLiHIOBATU JOCTYIIHICTh CUCTEMU. YIOCKOHAJIEHO METO],
3a0e3ne4yeHHs HaJlilHOCTi IPUCTPOIB KEPYBAHHS CEpBeEpa I MapLIpPyTU3aToOpa Ha OCHOBI CTPYKTYPHO-BEPCiiiHOi
HagMipHOCTI. BiH BpaxoBye Tunu ae@eKTiB i 3a06e3nedye BUbip pe3epByBaHHS Ta IOPOTrOBOi afiamTallii 3aJ1€>XXHO Bif
KIUJILKOCTI anapaTHUX KaHaJliB i IPOrpaMHUX BEPCIH, IX IUBEPCHOCTI Ta MPIOPUTETHOCTI. Y IOCKOHAIIEHO METOZ,
BUOOPY KOMYHIKaLliiHUX NIPOTOKOJIIB 3 YpaXyBaHHIM I1a0JI0HIB B3aemo[iii 06’ekTiB IIoT 1J1s1 BU3HaYeHHs
pauioHasbHUX 260 ONTUMAJIBHUX BapiaHTIB 3a 3aJJaHUM KpUTepieM. Briepiue 3aporioHOBaHO METOJ], 3a0€311eYEeHHS
rapanroagatHocti I1JIK, mo 6a3yeTbcs Ha aHasizi i cucTeMarn3aliii anapaTHUX i MpOrpaMHUX BPa3MBOCTEN Ta
BIUJIMBY KibepaTtak Ha ITpale3faTHiCTb KOMIIOHEHTiB. OOrpyHTOBaHO PeKOMeH1alii o0 MiiBUIeHHS HATiiHOCTI 1
6e31exku KOHTPOoJepiB i cucteM. Bniepie po3pobseHo iHPpopMaliliHy TEXHOJIOTiI0 3a6e31e4eHHs] TapaHTO3JaTHOCT
I1oT, sika iHTerpye 3anpoNOHOBAaHi i1 BifloMi MOZeJIi, MeTOAM Ta IPOrpaMHi 3aco6u 3i CLieHapiSIMU OLIiHIOBAaHHS,
po3pobJieHHs i BUOOPY IapaMeTpiB Ta CTPYKTYP 3a Pi3HUMU KpUTEPiSIMU. YpaxyBaHHS OCOOINBOCTEN KOMIIOHEHTIB i
BMMOT JJ0 HaZlilHOCTI Ta Kibepbe3neky 3abe3rnedye OOrPyHTOBAHI pillleHHs Ha Pi3HUX eTarax XUTTEBOTO LIUKILY.
PesysnbTaTu BIIPOBAIKEHO B KOMIAHIsAX «PeHike KOHTAaKT», «ApTesisi», MATAC, OE], IncTuTyTi npobiem
asromatusauii HAH Ykpainu, ocBiTHbOMY npoueci HanionanbHOro yHiBepceurery «OpmechbKa MoJliTeXHiKa» Ta
HarjioHasibHOro aepOKOCMIYHOTO yHiBepcuTeTy «XAl», a TakoX mif yac BukoHaHHs HIIP Ha 3amoBnenHss MOH i
MiHicTtepcTBa 060poHU YKpaiHu Ta rpaHTOBUX MpoekTiB Horizon 2020, Erasmus+, Marie-Curie Horizon, FFG,
Tempus, HauioHanbpHOI akagemii Hayk ABcTpii (1Ba nmpoekTtu) 1 HAH Ykpainu. lucepranio annpo6osaHo B Research
Institute for Intelligent Computer Systems Ta Ha International Workshop Advances & Challenges in Computing
(A2C).

2. The dissertation formulates and solves the scientific and applied problem of developing models, methods, and an
information technology for ensuring the dependability of Industrial Internet of Things (IIoT) systems. The problem
stems from contradictions between growing dependability requirements, uncertain and changing component
reliability and security, technological opportunities and risks, and the maturity of dependability assessment and
assurance tools. The following scientific and practical results have been obtained. The I[IoT dependability
assurance methodology has been further developed using the “component-subsystem-system” hierarchy, analysis
of failures caused by hardware and software defects and cyberattacks, and combined version-based and structural



redundancy. It provides interconnected models and methods, an integrated dependability indicator, and
assessment of reliability and cybersecurity during requirements specification, deployment, and operation.
Reliability assessment models have been improved for: - servers, programmable logic controllers (PLCs), and
routers, accounting for hardware and software failures and faults. Structural analysis and comparison of model
complexity and semantics using partial and integrated metrics support indicator assessment, analysis of model
evolution, and prediction of future characteristics; — non-repairable and repairable wireless sensor networks
(WSNs), using logical-probabilistic methods and Markov processes and considering network coverage, overlap, and
availability to improve assessment accuracy and completeness; — wired I1oT systems, considering subsystem
reliability and component failures to improve reliability, maintainability, and availability assessment. Reliability
assessment methods for IIoT components and subsystems have been improved by combining Markov models, fault
trees, decomposition procedures, and reinforcement learning. Model diversity improves assessment accuracy and
credibility. The server assessment method considers hardware and software failures under different power modes
and supports mode selection to improve reliability. The software quality assessment method classifies and selects
software reliability growth models (SRGMs), considering component characteristics, developer qualifications, and
factors affecting operability. For the first time, dependability assessment models have been developed for: -
servers, PLCs, and routers, considering DDoS attack parameters and effects to determine availability dependence
on attack intensity and select countermeasures; - servers and routers, considering power modes, cyberattacks,
and hardware and software vulnerability patching to investigate cyber-physical effects; - complete IIoT systems,
jointly considering hardware and software failures, attacker types, and attacks causing partial or complete loss of
operability to assess system availability. The reliability assurance method for server and router control devices has
been improved through structural and version-based redundancy. It considers defect types and supports the
selection of redundancy configurations and threshold adaptation according to the number, diversity, and priority
of hardware channels and software versions. The communication protocol selection method has been improved by
considering IIoT interaction patterns to identify suitable or optimal options against a specified criterion. For the
first time, a PLC dependability assurance method has been proposed based on the analysis and classification of
hardware and software vulnerabilities and cyberattack effects on component operability. Recommendations for
improving controller and system reliability and security have been substantiated. For the first time, an information
technology for IIoT dependability assurance has been developed. It integrates proposed and existing models,
methods, and software tools with scenarios for assessment, development, and selection of parameters and
structures against different criteria. Component characteristics and reliability and cybersecurity requirements
inform decisions throughout the system life cycle. The results have been implemented at Phoenix Contact, Artezia,
MATAS, FED, and the Institute of Automation Problems of the National Academy of Sciences of Ukraine; in
teaching at Odesa Polytechnic National University and the National Aerospace University “KhAI”; and in research
commissioned by Ukraine’s Ministry of Education and Science and Ministry of Defence. They have also been
applied in Horizon 2020, Erasmus+, Marie-Curie Horizon, FFG, and Tempus projects, two Austrian Academy of
Sciences projects, and projects of the National Academy of Sciences of Ukraine. The dissertation results have been
presented and discussed at the Research Institute for Intelligent Computer Systems and the International
Workshop Advances & Challenges in Computing (A2C).
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