O0Js1ikoBa KapTKa aucepTaii

I. 3arasibHi BimOMOCTI

Jep>kaBHHH 00J1iIKOBHI HOMep: 0521U101681
Oco006J1uBi TO3HAYKH: BinKpura

JaTa peecrpamnii: 10-06-2021

Craryc: 3axumeHa

PexBi3utu Hakasy MOH / Haka3y 3aKjazy:

I1. BizomocrTi nipo 3700yBaya

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. fIpoBeHko 'anHa MukosaiBHa

2. Yarovenko Hanna

KBasmigikamis: k. e. 1., 08.00.09
InenTudikarop ORCID ID: He 3acrocosyerbcs
Bup, pucepranii: nokrop Hayk
AcnipaHTypa/JIOKTOpPaHTypa: Tak

IIIndp HaykoBOi cneniagbHOCTI: 08.00.03

Ha3Ba HayKoOBOi CIIELLiaJIbHOCTI: ExoHOMiKa Ta yrpaB/liHHA HaliOHAIbHUM FOCIO]aPCTBOM

T'anyss / ramysi 3HaHB. He 3aCTOCOBYETHCS

OcBiTHBO-HayKOBa Mporpama 3i creniaJbHOCTI: He 3acTocoByeTbCs

JlaTa 3axHcCTy: 13-05-2021

CnenianpHICTB 32 OCBIiTO0: 061K i ayauT

Micue po60oTH 34,00yBaya: CyMCbKuii epKaBHUIA YHIBEPCUTET

Kopg 3a €IPIIOY: 05408289

Micue3HaxoO KeHHS: By Pumcbkoro-Kopcakosa, 6yz. 2, v. Cymu, CymcbKuii p-H., CymcbKa 061., 40007,

Ykpaina

dopma ByracHOCTI:

Cdepa ynpaBiriHHS: MiHicTepcTBO OCBiTH i HayKu YKpaiHu

InenTudgikarop ROR: He zacrocosyerscs



I11. BimomMocTi mpo opranizariiio, e Big0OyBcsl 3aXHCT

Iudp cnenianizoBaHoi BYU€HOI pagHy (Pa30Boi Creniaai30BaHOl BYEHOI pagu). [l 55.051.06
IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI 0COOHM: CyMChKMIi €PKAaBHUIA YHIBEPCUTET

Kopg 3a €IPIIOY: 05408289

Micue3HaxoaKeHHS: ByJ1. Pumcbkoro-Kopcakosa, 6y, 2, M. Cymu, Cymcbkuii p-H., Cymcbka 061., 40007,
Ykpaina

dopma BaacHOCTI:

Cdepa ynpaBitiHHS: MinictepcTBo oCBiTH i HayKu YKpainu

InenTugikarop ROR: He zacrocosyerscs

IV. BizomocTi nipo nmiznpueMcTBO, yCTaHOBY, OpraHisalliio, B sIKii 0yJ10

BUKOHaHO JHUCEPTALil0

IloBHe HaiMEeHYBaHHSI OPHUIHUYHOI 0COOHM: CyMChKUIi IePKAaBHUIA YHIBEPCUTET
Kopg 3a €IPIIOY: 05408289

MicuesnaxomerHﬂ: ByJl. Pumcbkoro-Kopcakosa, 6ya. 2, M. Cymu, Cymcpkuii p-H., Cymcbka 0641, 40007,
Ykpaina

dopma BaacHOCTI:

Cdepa ynpaBiriHHS: MiHicTepCTBO OCBITH | HayKy YKpaiHu

ImenTudikarop ROR: He zacrocoyerbcs

V. BimomocTi npo gucepraniio
Moga guceprariii:
Koau TemaTHYHHUX PyOpHK: 06.75

Tema guceprauii:
1. Indopmaniitna 6e3nexa sk gpaiiBep po3BUTKY HalliOHATIbHOI €EKOHOMIKHU

2. Information Security as a Driver of National Economic Development

Pedepar:

1. Y nucepralii yTOUHEHO 3MiCTOBHY CYTHICTb iH(pOPMaLiliHO] 6€311eKu Ta CPOPMOBAHO KOHLENTYaIbHY MOJEJIb i
3a6e3MeyeHHs B CUCTEMI YIIPaBJliHHS HalliOHAIbHOI €EKOHOMIKY; CTPYKTYPOBAaHO HAyKOBUII IOPOOOK 11010 HAIPsSIMIiB
nocinkeHHs iHpopmMalifiHoi 6e3IeKu sK IpaliBepa po3BUTKY HalliloHalbHOI €eKOHOMIKY; CPOPMOBAHO CKJIAT,
[TIOKA3HUKIB JIJIs1 OLiHIOBAHHS i PiBHSA LIJIIXOM KAHOHIYHOIO aHaJli3y B3a€MHOTO BIUIMBY iHAVKATOPIB il pO3BUTKY Ta
iHpopmarusatii; po3po6I€HO METOOJIOTIIO iIHTErPaJIbHOTO OLiHIOBAHHS PiBHS iH(pOpMaliliHOi 6e3neKu
HaliOHAJIbHOI €KOHOMIKY Ta aHai3y ii epeKTUBHOCTI; BOCIiIKeHO 3aJIeXKHICTb HAlliOHAIbHUX I1aTEPHIB
3abe3nevyeHHs iHpopMalliiiHOi 6e31eKy HacesleHHs Bif piBHS eKOHOMIYHOT'O PO3BUTKY KpaiHU Ta CyCHiJIbHUX
TpaguLili; O6rPyHTOBAHO BIUIMB PiBHA Kibepbe3neKky KpaiHy Ha ii npuBabInBiCTh AJ14 jleranisalii KpUMiHaJIbHAX
IOXOJiB; BU3BHAYEHO YaCOBi XapaKTE€PUCTUKU BIIJIMBY «iHPOpMaLiltHMX Oy/Ib0ALUIOK» HA (PYHKIIOHYBaHHS

r7106a71bHOTO LIM(GPOBOT0 EKOHOMIYHOTO IIPOCTOPY; YAOCKOHAJIEHO METOOJIOTIUHI 3acai OOIPYHTYBaHHS TapreTiB



Ta HaIpsIMKiB pepOpPMyBaHHS CUCTeMU 3abe3neueHHs iHpopmauiitHoi 6e3neky B YKpaiHi; NoranoéaeHo
METOJI0JIOTiI0 OOIPYHTYBaHHS IPiOpUTETIiB GOPMYBaHHS IEeP>KaBHUX CEKTOPAJIbHUX Ta rajly3eBUX MIPOTpam y
HaMpsIMKY ii 3a06e3neyenHs1; po3po6IeHO METO0JI0Ti0 BUBHAYEHHSI poJii LUPPOBOi CIPOMOKHOCTI Ta Kibepbesneku
KpaiHu om0 3a6e3ne4eHHs 30a71aHCOBAHOCT] PO3BUTKY HAlLliOHAJIbHOI €KOHOMIKY; IOIIMOJIEHO METOAUYHI 3acaiu
eKCIIpeCc-OIiHIOBaHHS PU3UKIB BTpaTu iHdopMaliil; Ha 3acazax CUCTEMHO-IMHAMIYHOr0 iMiTaLliiHOTrO
MOZeJII0BaHHS MOrn6JeHo Nifxin 1o BU6opy Han6inbi epeKTUBHOI CUCTEMU 3aXUCTy iHdOopMallii; 3alpOIIOHOBAHO

TPUpPiBHEBY CUCTEMY NIONIEPEIKEHHS (PIHAHCOBUX Kibep3arpos.

2. The development of the latest information technologies and the digitalization of the national economy are
accompanied by an increase in cybercrime and losses from information leaks. Thus, the creation of a reliable
information security system at all levels of management of the national economy is required to prevent various
kinds of cyber threats and stimulate its developmentThe suggested concept of “information security”, taking into
account its multicomponent and dynamism, made it possible to form the concept of its provision in the national
economy management system, which formalizes threats as prerequisites for violating the integrity, confidentiality,
and availability of information security objects, defines the agents, means, and mechanisms of control. The
bibliometric analysis of scientific papers allows determining the relevance of information security issues and
defining the dominant vectors of its research in the context of economic areas. The use of canonical analysis for a
group of indicators of the digital capacity of the national economy and cybersecurity and seven groups of
indicators characterizing the economic, social and financial development of the national economy, foreign
economic activity, innovative activity, the quality of information infrastructure and the institutional capacity of the
state revealed that the digital national economic and cybersecurity capabilities and institutional capacity have the
most significant mutual influence. The clustering of countries through constructing self-organizing maps was
carried out, and the analysis of the comparative effectiveness of the components of the information security
system of the national economy using the DEA analysis revealed the structural inefficiency of the sub-indices of
the integral index of the information security of the national economy to ensure its maximum level. For Ukraine,
the value of its effectiveness is 63.7 %, which is a consequence of the inefficiency of institutional capacity
indicators. Their improvement from 8.91 % to 88.57 % will ensure the maximum increase in the efficiency of
information security of the national economy by 57.04 %. The cluster analysis confirmed an influence of measures
of public authorities on the consequences of cyber incidents and dependencies between the level of well-being,
national social traditions, mental and cultural characteristics of the country, and personal security measures that
are preferred by the population of European countries. Gravity modeling was used to prove that the level of their
information security affects the level of attractiveness of countries for money laundering. The results provided a
list of countries for which Ukraine is the most attractive in terms of money laundering. This step will improve
regulatory policy and promote the convergence of cybersecurity and state financial monitoring systems. Multiple
attribute decision making was used to found that the most critical targets of information security for Ukraine are
the system of analysis and information about cyber threats, cyber crisis management, Ukraine’s activities
regarding its contribution to global cybersecurity, and the organization of military cyber operations. The
justification of the priorities for the formation of state sectoral and industrial programs towards ensuring the
information security of the national economy made it possible to identify enterprises that are most vulnerable to
the consequences of cyber threats and to establish an economically feasible limit range of costs for information
security. The methodology for constructing a four-pole barycentric model allows determining the level of balance
between economic, political, social development and the development of digital capabilities and cybersecurity of
countries. Ukraine was found to be an outsider among unbalanced countries, for which the most promising factor
is a composite indicator of digital capability and cybersecurity. To ensure the development of applied
methodological tools for increasing information security, methods are proposed for express assessment of the
risks of information and data loss, which can be used to determine the probable catalysts of incidents, taking into
account the frequency of their recurrence and the monetary assessment of damage from loss of information,
regardless of the information security subjects.



Jep>kaBHHHM peecTpauiiiHuii Homep [iP:

IIpiopuTeTHHH HaNIpSIM PO3BUTKY HayKH i TEXHIKH:
CrpareriyHu# NpiopHTETHHUI HAIIPSIM iHHOBaLLiHHOI AiSJILHOCTI:
IlizcyMKu JOCIiAKEHHS:

ITy6ostikamii:

HaykoBa (HayKOBO-TE€XHiYHa) MPOAYKILis:
ConiasibHO-€KOHOMIYHA CIIPSIMOBaHICTh:

OxopoHHi gokymeHTH Ha OIIIB:

BrnpoBaaykeHHS pe3yJIbTaTiB AHCEpTalii:

3B's130K 3 HAYKOBUMH T€MaMH:

VI. BizomocCTi Ipo HayKOBOr0 KEPiBHHKA/KEPiBHHUKIB (KOHCYJIbTaHTA)

BiacHe IIpi3Buie Im'sa I1o-6aTbKOBI:
1. Ky3sbmenko Osbra BirtasiiBHa

2. Kuzmenko Olga V.

KBasidikamis: 1. e. 1., 08.00.11
InenTudikarop ORCID ID: He 3acrocosyetscs
HoparkoBa indopmamist:

IloBHe HallMeHYBaHHS IOPHIHNYHOI 0COOH:
Kop 3a €IPIIOY:

Micue3HaxoaKeHHS:

dopma BaacHOCTI:

Cdepa ynpasstiHHS:

Imentudikarop ROR: He zacrocoyerbcs

BaacHe IlpizBume Im's I10-6aThKOBI:
1. Kysbmenko Ouibra BitamniiBHa

2. Kuzmenko Olga V.

KBasigikamnis: 1. e. u., 08.00.11
InenTudikarop ORCID ID: He 3acrocosyerscs
JoparkoBa inHdpopmamnist:

IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI OCOOH:
Kopg 3a €1PIIOY:

Micue3Haxoa KeHHSI:



dopma By1acHoCTI:
Cdepa ynpasiiHHS:

InenTudikarop ROR: He zacrocosyerscs

VII. BizomocTi npo odiniliHuX OIIOHEHTIB Ta pELl€eH3€HTIiB
OdiuiiiHi OIOHEHTH
BiacHe IIpi3Buie Im'sa I1o-6aTbKOBI:

1. Onnmenko Caitsana BosiogumupiBHa

2. Onyshchenko Svitlana Volodumurivna

KBasigikamnis: 1. e. u., 08.00.08
InenTudikarop ORCID ID: He 3acrocosyetses
JopaTrkoBa inpopmanist:

TloBHe HaliMeHYBaHHSI IOPHUAHUYHOI OCOOH:
Kopg, 3a €IPITIOY:

Micue3HaxoaKeHHS:

dopma BaacHOCTI:

Cdepa ynpasiiHHS:

ImenTudikarop ROR: He zacrocoyerbcs

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. 3atonaupka TetsHa ['eopriiBHa

2. Zatonatska Tetiana H.

KBasigikanis: 1. e. u., 08.00.03
InenTudikarop ORCID ID: He 3acrocosyerscs
JoparkoBa iHdpopmamnist:

IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI OCOOH:
Kopg 3a €IPIIOY:

Micue3Haxoa KeHHSI:

dopma ByracHoCTI:

Cdepa ynpasiiHHS:

InenTudikarop ROR: He zacrocosyerscs

Baacwue IlpizBumie Im's Ilo-6aTbKOBI:
1. Mapracosa Bixkropis ['enHapiiBHa

2. Marhasova Viktoriia H.



KBasigikamis: 1. e. u., 08.00.03
InenTudikarop ORCID ID: He 3acrocosyerses
JoparkoBa iHdpopmamnist:

IloBHe HaiMEeHYBaHHS IOPHIHYHOI 0COOH:
Kopg 3a €1PIIOY:

Micue3Haxoa KeHHSI:

dopma By1acHoCTI:

Cdepa ynpasiiHHS:

InenTudikarop ROR: He zacrocosyerscs

PeuenseHTu

VIII. 3aKkJII04Hi BiZoMOCTi
BiiacHe IIpi3Buine Im'sa ITo-6aTbKOBI
TOJIOBH paju

BsiacHe IIpi3Buie Im'sa ITo-6aTbKOBI
rOJIOBYIOYOTO Ha 3acigaHHi
BigmoBigasbHUH 32 MiATOTOBKY

00JIIKOBHX JJOKYMEHTIB

PeecTpartop

KepiBHuKk Bigginy YKpIHTEI, mpo €
BiZIOBiZaJIbHUM 3a peecTpallilo HayKOBOi

OisIIBHOCTI

JleoHos Ceprii1 BsauecnaBoBuy

JleoHos Cepriit BsuecnaBoBuy

FOpuenko T.A.



