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KBAHTOBOT'O KOMITIOTEPA Ta MOXJIMBOCTi IOTO 3aCTOCYBAHHSI 3JI0BMUCHUKAMU. 3alIpONIOHOBAHI iHTErpoBaHi
MeXaHi3MH, SIKi JO3BOJISIIOTh OLHOYACHO 3a0€3I1eYnTH BUMOTH 1010 HaNliiHOCTI (OCTOBIPHOCTI IOCTaBIEHHS
iHopmaniiiHuX NoBigoMeHb /iHdpopMaLIiiHUX TOTOKIB), 6€31eKy (3abe3nedeHHs MOCIYT LiliCHOCTI Ta
KOHQifeHUiltHOCTI iHpopMaLifHKX [1OBiZOMJIEHD) Ta OIIEPATMBHOCTI HA OCHOBI BUKOPUCTAHHS IIOCTKBAaHTOBUX
aJrOpUTMIB — KPUNTO-KOJ0BUX KOHCTPYKLil Niederreiter (CCC) Ha anre6poreoMeTpiyHux (Kogax, siKi

BHUKOPHCTOBYIOTh ajirebpaidyHuil anapar Teopii 3aBafoCTiKOro KoiyBaHHs Ta IapaMeTpU reOMeTPUYHUX KPUBHX,



AT'K). Takum 4MHOM, aKTyaJbHUM 3aBJIaHHSIM € po3pooKa iHpopmauiitHoi TexHosorii Ha ocHoBi CCC Niederreiter,
1[0 [103BOJISIOTH 3a6€3Me4YUTH Cy4yacHi BUMOTH [0 SIKOCTi OGCIIyrOByBaHHSI KJIi€EHTIB B yMoBax nepexony Ha NGN Ta
IIOCTKBAHTOBOTO Iepiofy. Y po6OTi 3alIpOIIOHOBAHO MO/E/b (PYHKLiIOHYBaHHS (KpUunTocxeMa) Hecumerpuynux CCC
Niederreiter Ha MoaM(piKOBaHUX (YKOPOUYEHNX Ta NOJOBXEHNX) €JIINTUYHUAX KOJAX, BIPOBAIKEHHS SIKOi, 32 PaXyHOK
MeTony GOpMyBaHHS Ta PO3KOLyBaHHS KOJIOTPaMH, LO3BOJISIE 3a0e31eunTy piBeHb 6e3neku (6esneyHuit yac — Th>
200 p., crifikicTb 1o KpunroaHanizy PK <1025 rpynoBux omnepatiil) Ta piBeHb HaJillHOCTIi (OCTOBIpHOCTb Nepeadi
naHux (Prom <10-9) inpopmariii, o nupKysoe B iHpopMaLliilHUX CUCTEMAX, & TAKOXX B YMOBax KibepaTak
MiIBUAMINATY PiBEHD SIKOCTI 0OCIYTOBYBAHHS Ta KUBY4iCTh CAMUX CUCTEM. Y POOOTI 3aIIpOIIOHOBAHO METO/]
3abe3nevyeHHs KOHPineHIiitHOCTi Ta nisicHocTi iHpopmManiiiHUuX pecypciB, KUl I'PYHTYETbCS Ha MOAM(DIKOBaHUX
CCC Niederreiter (MCCC) .3 MoauikoBaHUMU (YKOPOUEHUMU 260 MOJOBKEHUMN) eINTUYHUMU KOJAMU, 110
I03BOJISI€ MiABUIIUTY PiBeHb iHPOpMaLiiHOI IPUXOBAHOCTI Ta JOCTOBIPHOCTI, 3MEHIINTH Y 5 Pa3iB yac Ha
(opMyBaHHS KOJIOTPaMU 3a PaXyHOK 3MeHIIeHHs nopsiKy GF (q). Po3po6seni mozesni pyHKIiOHyBaHHS
(kpuntocxema) riopugHux CCC Niederreiter, BIPOBaIK€HHSI SIKOI 32 paXxyHOK MeToLly GOpMYyBaHHS Ta
Pa3KolyBaHHS KOAOTPaMU [103BOJIS€ MiIBUIIUTY PiBEHB SIKOCTi 00CyrOBYBaHHS iHPOpPMalLiliHUX CUCTEM Ta
3a6e3neunTy piBeHb KpunrocTikocTi (PK<1035 rpynoBux onepatiii), piBeHb Ha[IiliHOCTI (OCTOBIPHOCTD Nepeaayi
naHux (Piom<10-12) indopmauii, mo nupKysoe B iHPopMaliliHUX CUCTEMAX, & TAKOK B yMOBaX IIOCTKBAHTOBOT'O
nepiony. 3anporIOHOBAHO METO, 3abe3NedeHHs] KOHDiIeHLIMHOCTI Ta LinicHOCTI iHpopMallilHUX pecypciB, sIKU
rpyHTyeThcs Ha riopupaux CCC Niederreiter 3i 30MTKOBUMU KOJAMHU, 110 [03BOJIS€E MiJBUIIUTY PiBEHb
iHpopmaliiiHOI TPMXOBAHOCTI Ta JOCTOBIPHOCTI, 3SMEHIIUTY €HEePreTUYHi BUTPATHU Ha iX IpaKTU4HY peasisaiio B 10
- 12 paszis (mudpysanHs, po3mnpyBaHHs) 32 paxyHOK 3MeHIIeHHs nopsaxy GF (q). YoockoHaseHO MEeTO]I, OLiHKU
SIKOCTi 06CIyroByBaHHS iH(OpMaLifHUX CUCTEM Ha OCHOBI 6araTOKpUTepiaabHOI OLiHKHY, 1110 [103BOJINAJIO, Ha
BiZIMiHY BiJl iCHYIOYMX, BUAIJIMTH [ialla30HU 3MiHU IIapaMeTpiB KpUTepiiB HAaAiiHOCTI Ta 6e311eKU i BU3HAUUTH iX B
YMOBHUX 6ajiaX. 3allpoIIOHOBAaHO MeTOIu ABOPAKTOPHOI (cTporoi) aBreHTHUdiKalii Ha ocHOBi Bukopuctanus CCC
McEliece Ta Niederreiter, anroputm nudposoro nignucy DSA (Digital Signature Algorithm), sxi 703BosS10TE
3a0€3Me4YnTH NOCIYTy 6€3M€KN — aBTEHTUYHICTh. BUKOHAHO IIPaKTUYHY peasi3allilo 3alpOIIOHOBAHMX METOB i
MoJesIeN Yy BUTJIAL IPOTPAMHMX 3aCTOCYHKIB, 1110 JO3BOJIS€ iX IPAKTUYHE BUKOPUCTAaHHA B IIpoTOKoJax TLS, DSA ta
2FA. ExcriepyMeHTasbHO JI0BEIeHO, 1110 BUKoprcTaHHs 3anpornoHosaHux CCC Niederreiter Ha MEC 3a6e3nedye
3MEHIIEHHS] eHepreTUYHOI MiCTKOCTi 6€3 BTpaTu piBHs 6e3MeKu B 4,5 pa3u MOPiBHIHO 3 KJIACUYHOIO CXEMOI0
HineppaiiTepa Ha ABIIKOBUX KOJax, IIPY BUKOPUCTaHi 30MTKOBUX KOZIB 1€ Ha 7%. BUKOHaHO BIIPOBA/I>)KEHHSI
pe3yJbTaTiB gucepraliiiHoi poboTu y nisnpHicTs TOB “Caiidpep” (M. KuiB). Pesynbpratu gociigkeHb BIPOBAIKEHO Y
HaByasibHUH npoliec Kadenpu Kibepbesneku Ta iHOopMalifHUX TEXHOJIOTi1 XapKiBChbKOT0O HalliOHAJILHOTO

€KOHOMIYHOro yHiBepcuTeTy iMmeHi Cemena Kysuerns.

2. The dissertation research is devoted to topical issues of development of new and improvement of existing
models and methods of ensuring confidentiality and reliability to increase the efficiency of using the TLS protocol
in the post-quantum period. The dissertation analyzes the existing approaches to providing basic quality of service
(QoS) - reliability and security, identifies the main threats in the context of significant growth of computing
resources, the emergence of a full-scale quantum computer, and the possibility of its use by attackers. Integrated
mechanisms are proposed, which allow to simultaneously provide requirements for reliability (probability of
delivery of information messages / information flows), security (provision of information integrity and
confidentiality services) and efficiency based on the use of post-quantum algorithms - crypto-code constructions
of Niederreiter (CCC) codes that use the algebraic apparatus of noise-tolerant coding theory and parameters of
geometric curves, AGC). Thus, the urgent task is to develop information technology based on crypto-code
constructions of Niederreiter, which allow to provide modern requirements for the quality of customer service in
the transition to NGN and the post-quantum period. Models of functioning (cryptoscheme) of asymmetric crypto-
code constructions of Niederreiter on modified (shortened and extended) elliptical codes are developed in the
work, the introduction of which due to the method of formation and decoding of the codegram allows to provide
the level of security (secure time - Ts> 200 years, resistance to cryptanalysis RC <1025 group operations) and
reliability level (probability of data transfer (Peror <10-9) of information circulating in information systems and in



cyber-attacks to increase the level of service quality and survivability of the systems themselves. The paper
proposes a method of ensuring the confidentiality and integrity of information resources, which is based on
modified crypto-code constructions of Niederreiter with modified (shortened or extended) elliptical codes, which
increases the level of information concealment and probability, reduces 5 times the time to form code order GF (q).
Developed models of functioning (cryptoscheme) of hybrid crypto-code constructions of Niederreiter, the
introduction of which due to the method of formation and decoding of the codegram allows to increase the level of
service quality of information systems and to provide the level of cryptosecurity (Pcrypt<1035 group operations),
reliability level (transmission probability (Perror<10-12) of information circulating in information systems in the
post-quantum period. A method of ensuring the confidentiality and integrity of information resources, which is
based on hybrid crypto-code constructions of Niederreiter with unprofitable codes, which allows to increase the
level of information concealment and reliability, reduce energy costs for their practical implementation by 10 - 12
times (encryption, decryption) by reducing the order GF (q) is proposed. An improved method of assessing the
quality of service information systems based on multi-criteria evaluation, which allowed, in contrast to the
existing, to highlight ranges of change in the parameters of the criteria of reliability and security to determine
them in conditional points. The method of two-factor (strict) authentication based on the use of crypto-code
constructions (CCC) of McEliece and Niederreiter, DSA (Digital Signature Algorithm), which allow to provide a
security service - authenticity, is proposed. The practical implementation of the proposed methods and models in
the form of software applications, which allows their practical use in the protocols TLS, DSA and 2FA is performed.
It has been experimentally proven that the use of the proposed crypto-code constructions of Niederreiter on MEC
provides a 4.5 time reduction without loss of security compared to the classical scheme of Niederreiter on binary
codes, with the use of loss codes by another 7%. The implementation of the results of the dissertation performed
in the activities of LLC “Cypher” (Kyiv). The research results are implemented in the educational process of the
Department of Cybersecurity and Information Technologies of Simon Kuznets Kharkiv National University of
Economics.
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