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1. lucepTaujiiine nocCaiIKeHHs IPUCBSYEHE aKTyaJbHUM TUTaHHSM PO3POOJIEHHS HOBUX Ta YIOCKOHAJIEHHS
icHy10uMX Mozenel i MeToziB 3a6e3neyeHHs KOHQIAEHIIHHOCTI Ta JOCTOBIPHOCTI AJ1s1 MifBUIEeHHS ePeKTUBHOCTI
BHUKOPHUCTaHHs NIpoToKoJy TLS B yMOBax MOCTKBAaHTOBOTO nepiony. Y auceprauiiiHiil pobOTi IpoBeieHo aHai3
icHylO4YMX NiIXOZiB MO0 3a06€3MeYeHHs] OCHOBHUX IIOCIIYT IKOCTi 06¢yroByBaHHs (Q0S) — HaAiHOCTI Ta 6e3MeKHy,
BM3HAYEHi OCHOBHI 3arpo3u B yMOBaX 3HAYHOTO POCTY OOUKCTIOBAIBHUX PECYPCIB, ITOSIBU TIOBHOMACIITAOHOTO
KBaHTOBOI'O KOMITIOTEPA Ta MOXKJIMBOCTI IOr0 3aCTOCYBaHHS 3JI0BMUCHMKaMU. 3aIIpPOIIOHOBaHi iHTErpoBaHi
MeXaHi3MH, SKi 03BOJISIIOTh OJJHOYACHO 326€31eYUTH BUMOTH 00 HailiHOCTI (JOCTOBIPHOCTI TOCTaBI€HHS

iH(popMaLiIHUX NOBiZOMJIEHD /iH(OPMALIITHUX MTOTOKIB), 6€3MeKU (3abe3nedeHHs MOCIYT LiliCHOCTI Ta



KOHQifeHLiHOCTI iH(pOpMaLifHUX [TOBiLOMJIEHD) Ta OIIEPATUBHOCTI HA OCHOBI BUKOPUCTAHHS [IOCTKBAHTOBUX
aJITOPUTMIB — KpUIITO-KooBUX KOHCTPyKLi# Niederreiter (CCC) Ha anrebporeoMeTpidyHuX (KOHax, sIKi
BHMKOPHMCTOBYIOTh ajireOpaidyHuil anapar Teopii 3aBaloCTiiKOro KoiyBaHHs Ta IapaMeTpU reOMeTPUYHUX KPUBUX,
ATK). TakuM 4YMHOM, aKTyaJIbHUM 3aBAAHHSIM € PO3podKa iHpopmaliiiHoi TexHoorii Ha ocHoBi CCC Niederreiter,
10 O3BOJIIOTh 3a0€3M€YNTH Cy4yacCHi BUMOTH JI0 SIKOCTi 06CIyrOBYBaHHS KJlieHTiB B ymoBax nepexony Ha NGN Ta
IIOCTKBAHTOBOTO Ilepiofy. Y po6OTi 3alIpOIIOHOBaHO MOAesb PYHKLiIOHYBaHHS (KpunTocxeMa) Hecumerpuynux CCC
Niederreiter Ha Moa(iKoBaHUX (YKOPOUYEHMX Ta NMOJOBXEHUX) €JIINTUYHMX KOJAX, BIPOBAIKEHHS SIKOi, 32 paXyHOK
MeTtoay (pOpMyBaHHS Ta PO3KOYBaHHS KOJOTPAaMU, 03BOJIsIE 3a6€e311eYnTH piBeHb O6e3neku (6e3neunuit yac — Th>
200 p., crifikicTb 1o KpunroaHanizy PK <1025 rpynoBux omnepauiil) Ta piBeHb HaJiiHOCTI (JOCTOBIpHOCTD Iepenadi
naHux (Prnom <10-9) indopmaliii, o nupKysoe B iHpopMaLliiHUX CUCTEMAX, a TAKOXX B YMOBax Kibepatak
HiABUIMTY PiBEHb SIKOCTi 00CIyTOBYBAHHS Ta KMBYYiCTb CAMUX CUCTEM. Y POOOTI 3alIPOIIOHOBAHO METO/]
3a6e3neyeHHs1 KOHQIAEHLIMHOCTI Ta LilicHOCTI iHpOopMaLifiHAX PeCypCiB, SIKUIl IPYHTYETbCS HA MOJM(IKOBAaHUX
CCC Niederreiter (MCCC) .3 moaudikoBaHUMU (YKOPOUEHUMU 260 MMOJOBKEHUMN) eJINTUYHUMU KOJaMU, 110
D03BOJISIE MiABUIIUTY PiBeHb iHPOPMaLifiHOI IPUXOBAHOCTI Ta JOCTOBIPHOCTI, BMEHIINTH Y 5 pPa3iB yac Ha
(opMyBaHHS KOJIOTPaMU 3a PaXyHOK 3MeHIeHHs nopsaKy GF (q). Po3po6sieni Mmozesi pyHKIiOHyBaHHS
(xpuntocxema) riopugHux CCC Niederreiter, BIpOBai>K€HHS SIKOi 32 paXxyHOK MeToLly GOpMyBaHHS Ta
Pa3KolyBaHHS KOZOIPaMU [103BOJIS€E MiTBUIIUTY PiBEHB SIKOCTi 00CIyrOBYBaHHs iHPOpMaliliHUX CUCTEM Ta
3abe3neynTu piBeHb KpunroctiikocTi (PK<1035 rpynoBux onepauiil), piBeHb HaJiltHOCTI (OCTOBIpHOCTD NIEpeadi
nanux (Priom<10-12) indopmauii, mo uupKysoe B iHpopmaLifiHUX CUCTEMAX, & TAKOXK B YMOBAX [NOCTKBAHTOBOTO
nepiony. 3aporIOHOBAaHO METO[, 3abe3redeHHs KOHDiNeHLIMHOCTI Ta LinicHOCTI iHdpopMaLifiHUX pecypciB, sIKUi
rpyHTyeTbCs Ha riopuaaux CCC Niederreiter 3i 30MTKOBUMU KOaMH, 110 [103BOJIS€E MiJBUIIUTY PiBEHb
iH(popMaLiifHOI IPUXOBAHOCTI Ta NOCTOBIPHOCTI, 3MEHIIUTYU €HEPTeTUYHI BUTPATU Ha iX IPAaKTU4YHY peaisaliio B 10
- 12 pagiB (mudpysanHs, po3mudpyBaHHs) 32 paxyHOK 3MeHIIeHHs nopsiaky GF (q). YoockoHanieHO MeTo], OLiHKU
SIKOCTi 06CIyroByBaHHS iHQOpPMaLifHUX CUCTEM Ha OCHOBI 6araToOKpUTepiaabHOi OLiHKHY, 1110 [03BOJINAJIO, Ha
BiMiHY BiJl iCHYIOUMX, BULIIUTY Jialla30HM 3MiHU [TapaMETPiB KPUTEPIiB HAIMHOCTI Ta 6€3MeKM i BUBHAUNTH iX B
YMOBHUX 6ajax. 3aliporIOHOBaHO MeTOAU ABO(aKTOpHOI (cTporoi) aBTeHTUdiKaLii Ha 0cHOBI BuKopuctanHs CCC
McEliece Ta Niederreiter, anroputm nudposoro nipnucy DSA (Digital Signature Algorithm), sxi 03BossI0TE
3a0€31e4YUTH NOCIYTy 6€3I1€KN — aBTEHTUYHICTh. BUKOHaHO IIPaKTUYHY peasi3allilo 3alpOIIOHOBAaHMX METOLB i
MOJeJIeN Y BUJIALI IPOTPAMHUX 3aCTOCYHKIB, 1110 JO3BOJIS€ iX IPAKTUYHE BUKOPUCTAaHHA B IpoTOKoJax TLS, DSA Ta
2FA. ExcriepyMeHTasIbHO IOBEIEHO, 10 BUKoprcTanHs 3anpornonosanux CCC Niederreiter Ha MEC 3a6e3nedye
3MEHIIIeHHsI eHePreTUYHOI MiCTKOCTi 6€3 BTpaTu piBHs 6e3reKu B 4,5 pa3y MOPIBHSIHO 3 KJIACUYHOIO CXEMOIO
HineppaiiTepa Ha ABIIKOBUX KOJax, [IPY BUKOPUCTaHi 30MTKOBUX KOZIB 1€ Ha 7%. BUKOHAHO BIIPOBA/I>)KEHHSI
pe3yJIbTaTiB AucepTauiiiHoi po6oTu y gisybHicTs TOB “Caitdpep” (M. Kui). PesynbTaTi JOCTIIKeHb BIPOBAIKEHO Y
HaByasbHUH npoliec Kadenpu Kibepbesneku Ta iHOOpMaIiTHUX TEXHOJIOTi1 XapKiBChKOTO HAlliOHAJILHOTO

€KOHOMIYHOro yHiBepcutety iMmeHi Cemena Kysuerns.

2. The dissertation research is devoted to topical issues of development of new and improvement of existing
models and methods of ensuring confidentiality and reliability to increase the efficiency of using the TLS protocol
in the post-quantum period. The dissertation analyzes the existing approaches to providing basic quality of service
(QoS) - reliability and security, identifies the main threats in the context of significant growth of computing
resources, the emergence of a full-scale quantum computer, and the possibility of its use by attackers. Integrated
mechanisms are proposed, which allow to simultaneously provide requirements for reliability (probability of
delivery of information messages / information flows), security (provision of information integrity and
confidentiality services) and efficiency based on the use of post-quantum algorithms - crypto-code constructions
of Niederreiter (CCC) codes that use the algebraic apparatus of noise-tolerant coding theory and parameters of
geometric curves, AGC). Thus, the urgent task is to develop information technology based on crypto-code
constructions of Niederreiter, which allow to provide modern requirements for the quality of customer service in
the transition to NGN and the post-quantum period. Models of functioning (cryptoscheme) of asymmetric crypto-
code constructions of Niederreiter on modified (shortened and extended) elliptical codes are developed in the



work, the introduction of which due to the method of formation and decoding of the codegram allows to provide
the level of security (secure time — Ts> 200 years, resistance to cryptanalysis RC <1025 group operations) and
reliability level (probability of data transfer (Peror <10-9) of information circulating in information systems and in
cyber-attacks to increase the level of service quality and survivability of the systems themselves. The paper
proposes a method of ensuring the confidentiality and integrity of information resources, which is based on
modified crypto-code constructions of Niederreiter with modified (shortened or extended) elliptical codes, which
increases the level of information concealment and probability, reduces 5 times the time to form code order GF (q).
Developed models of functioning (cryptoscheme) of hybrid crypto-code constructions of Niederreiter, the
introduction of which due to the method of formation and decoding of the codegram allows to increase the level of
service quality of information systems and to provide the level of cryptosecurity (Pcrypt<1035 group operations),
reliability level (transmission probability (Perror<10-12) of information circulating in information systems in the
post-quantum period. A method of ensuring the confidentiality and integrity of information resources, which is
based on hybrid crypto-code constructions of Niederreiter with unprofitable codes, which allows to increase the
level of information concealment and reliability, reduce energy costs for their practical implementation by 10 - 12
times (encryption, decryption) by reducing the order GF (q) is proposed. An improved method of assessing the
quality of service information systems based on multi-criteria evaluation, which allowed, in contrast to the
existing, to highlight ranges of change in the parameters of the criteria of reliability and security to determine
them in conditional points. The method of two-factor (strict) authentication based on the use of crypto-code
constructions (CCC) of McEliece and Niederreiter, DSA (Digital Signature Algorithm), which allow to provide a
security service - authenticity, is proposed. The practical implementation of the proposed methods and models in
the form of software applications, which allows their practical use in the protocols TLS, DSA and 2FA is performed.
It has been experimentally proven that the use of the proposed crypto-code constructions of Niederreiter on MEC
provides a 4.5 time reduction without loss of security compared to the classical scheme of Niederreiter on binary
codes, with the use of loss codes by another 7%. The implementation of the results of the dissertation performed
in the activities of LLC “Cypher” (Kyiv). The research results are implemented in the educational process of the
Department of Cybersecurity and Information Technologies of Simon Kuznets Kharkiv National University of
Economics.
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