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Pedepar:

1. Incepraniiiny po60Ty IPUCBSIYEHO BUPIIIEHHIO aKTyaJbHOI HAYKOBO-IIPUKJIAIHOI IPOOJIEMU 3aXUCTY
oneparuBHOi nam’siTi DRAM Big atak Tuny RowHammer. 3aripornoHOBaHO Kijllbka HOBUX METO/B AETEKTYBaHHS
artaky, 10 6a3y0ThCs Ha OCHOBI MIMOBIpHICHOI BUOIpKU psIKiB, MAIIMHHOTO HAaBYaHHS Ta YaCTOTHUX MacuBiB. Ha
OCHOBI 3aIIPOIIOHOBAHMX METO/IiB peajli30BaHO MEXaHi3MU [IeTEKTYBaHHS aTaku RowHammer Ha peayibHUX
CHCTeMax, Ta OTPMMAHO [TO3UTHBHI pPe3yJbTaTU 1010 MOXKJIMBOCTI 3aXUCTY BiJl CIIOTBOPEHHS JaHUX. MeTonu
HMOBIpHICHOI BUOIpKM Ta YaCTOTHMX MaCUBIiB IIPOTIOHYIOTh BUCOKUI PiBEHb 3aXUCTY 3 MiHIMaJIbHUMU HaKJIaHUM
yacoM OOYKCJIEHb, ajle IyKe NIOKJIaal0ThCsl Ha BUMIPSIHI J71s1 OKpeMO B3SITOI [1J1aTy IIaM'sITi TapameTpu 30ypeHb. Ha
[IPOTUBAry METOJ, IeTEKTYBaHHS Ha OCHOBI HEPOMEPEXi 6araTopiBHEBOrO IEPCENTPOHA NI0KA3aB BUCOKUI PiBEHb

IeTEKTYBAaHHS HaBiTh HA HEBIOMUX MOMY IJIaTax MaMsITi.



2. The dissertation is devoted to solving the current scientific and applied problem of protecting DRAM from
RowHammer type attacks. Several new methods of detecting attacks based on probabilistic row sampling, machine
learning and frequency arrays are proposed. Based on the proposed methods, mechanisms for detecting
RowHammer attacks on real systems were implemented, and positive results were obtained regarding the
possibility of protection against data distortion. Probabilistic selection and frequency array methods provide a high
level of protection with minimal computational time, but are very limited because they need proper parameters
implementation for any given memory board. In contrast, the detection method based on a neural network of a
multi-layer perceptron showed a high level of detection even on unknown memory boards.
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