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Pedepar:

1. BupimeHHs 3aa4i NigTPUMaHHS [IOCTIHOI JOCTYIIHOCTI Ta akTyasbHOCTI iHdopMallii B yMOBax BIJIMBIB
3JI0BMUCHOTO IporpaMHoro 3abesnedenHs (3I13), e opHielo i3 BaXXKIMBUX HAYKOBUX 3a/1a4 B cdepi iHpopmaliiiHux
texHosoril (IT), opieHToBaHUX Ha MOOYIOBY Ta MOAAJBIY €KCIIyaTallilo Cleliali30BaHuX iHPOpMaliliHUX CUCTEM
(IC). Y muceprauii 3pificHeHOo aHauti3 3arpo3 Bix 3I13 nys ¢pynkuionysBanHs IC, po3pobieHo MmeTonu 3a6e3neyeHHs
BiZIMOBOCTIMKOCTi, )KUBY4YOCTi Ta 3aXUcCTy iHdopmauii cnenjanizoBanux IT, sKi nokpauyoTs iX CTIMKICTb [0 BIJINBIB
3113, po3po6sieHO BiANOBiAHI 3aC00M i MPOBEEHO 3 HUMU EKCIIEpUMEHTaJIbHI focimkeHHs. O6’eKToM
IOCJIIKeHHS € Mpoliec 3a6e3rned4eHHs BiiMOBOCTIMKOCTI, JKUBYJOCTi Ta 3axucTy iHdopMmauii cenianizoBanux [T B

ymoBax BIUUBIB 3I13. [IpegMeToM JOCTiIKEHHS € METOIU Ta aJITOPUTMU 3ab6e3led4eHHs BiiMOBOCTIMKOCTI,



SKMBYYOCTi Ta 3axUCTy iH(popmalii cnenianizoanux IT B ymoBax BriusiB 3[13. MeTor aucepraniiiHOro
IOCJIiIKEeHHS € MMOKpalleHHs BiMOBOCTIKOCTI, XUBYJOCTi Ta 3axucTy iHdpopmauii cnerianizoBanux IT npu
BrmBax 3I13. HaykoBa HOBU3HA Ofjep>KaHUX Pe3yJIbTartiB: 1)po3pobsieHo MEeTo], 3abe3nedeHHs BinmosocTiiikocTi IT
3TifHO IHTerpalii KOMIIOHEHTIB HAIIMIDHOCTEN, SIKUI Ha BiIMIHY Bif BiIOMUX METOIB, HAZLA€ 3MOTY PO3LIUPUTH
moxuBocTi IT B yacTuHi ix amanTuBHOCTI B0 peKoHPirypaliii, o 703B0JIsi€ CTBOPIOBATH BifMOBOCTIKi IT mono
BIuBiB 3113; 2)po3pobyieHo MeToy, 3abe3eueHH s )KUBYUYOCTi crienianizoBanux IT 3rifHo aHasisy MmapKkepiB Ta
36epeskeHoi iHpopmalii 1151 caMOAOCiIPKEHHS, IKU Ha BiIMiHY Bif| BiTOMUX MeTOZiB, 30epirae iHpopmaliito po
KJIIOUOBI ITPOLIECU Ta 3AiMCHIOE iXx camoaHarli3, 110 MoKpallye 3abe3nedyeHHs KuBydocTi IT B ymoBax Brusis 3113;
3)po3pobiieHo MeToy, 3abe3neyeHHs 3axXucTy iHdopmauii crierianizoBanux [T, skuit Ha BiIMiHY Bif BiTOMUX,
IoeHye opraHisaliiiHi 3axonu 3 iHterpauio B IT MeToJiB cerMeHTyBaHHS MEPEXi, KpUNITOrpadiuHOro 3axucTy,
nBodaxkTopHOi aBTeHTHIKAaLii IporpamMHOro 3a6e3nedeHHs, CTBOPEHHS XUOHUX 00’€KTiB aTakKu, pe3ePBHOTO
KOITilOBaHHS, 10 TTO3BOJISIE CTBOPIOBATH 3aC0O0U 3 ITOKpalleHUM 3axuCcToM iHopmarnii B ymoBax BIuBiB 3I13;
4)Bnepie po3pobseHO MeTO ], 3a6e31eYeHHs BilMOBOCTIMKOCTI, )KUBY4YOCTi Ta 3aXUCTy iHpopmalii crewianizoBaHuX
IT, ssxnit Ha BimMiHy Bif, BioMuUx, nojisArae B iHTerpauii B IT MeToiB 3a6e311e4eHHsI BilMOBOCTINKOCTI, )KMBY4OCTi Ta
3axucTy iHpopMalii 3rigHo ix 36iriB B cTaHax IIPU pearyBaHHi Ha BIMBM 3113, mo no3sosnio creopiosaru IC 3
[IOKpaIleHUMU XapakTeprUCTUKaMU BiIMOBOCTIKOCTI, XUBY4OCTi Ta 3axucTy iHdpopmatii. [[pakTryHe 3HaUYE€HHS
Pe3yJbTaTiB JocifkeeHHs. Po3pobseHo 3acobu 3a6e3rnedeHHs BiiMOBOCTIMKOCTI, JKMBYJYOCTi Ta 3aXUCTY
indopmauii cnenianizoBanux IT, B Ki iHTerpoBaHO PO3pO6JIEHI METOAM CTIKOCTI 3TiAHO iX 36iriB B CTaHaX NpU
pearyBaHHi Ha BrBU 3I13. Lle 1o3Bono po3pobsiaru IC 3 moKpaueHMMI XapaKTepUCTUKAMHU BiIMOBOCTIMKOCTI,
SKMBYYOCTi Ta 3axucTy iHpopmauii. EQexkTuBHicTb MeTOny 3abe3neyenHs BiiMoBOCTilKOCTi IT o noka3Hukax
HagMIipHOCTI Ta aBTOMaTUYHOI 3MiHM KOoHirypauii cknana 87%., a npu interpauii B IT meTony 3abe3neyeHHs
BiZIMOBOCTIMKOCTi, JKUBY4YOCTi Ta 3aXUCTy iH(popmaLii 67%. TeopeTudHi Ta IPaKTUYHi pe3yJIbTAaTH JOCIiIKEHHS
BripoBamxeHi B IC XHY, npu ctBopenHi IT B TOB «ITT» ta TOB «Jlerimoc», B ocBiTHbOMY Ipouieci XHY. ¥V BeTymi
OOrpyYHTOBAHHO aKTyaJIbHICTh HayKOBOi 3a1iayi. [IpeficTaBieHo 3B'130K TEMATUKU AOCJiIPKEHHS 3 HAYKOBUMU
poboTamMu BilOMUX OCJIIHUKIB Liiei NpO6JIeMU B CBiTi Ta BilOOPa’)KEHO OCHOBHI HAYKOBi pe3ybTaTu POOOTH Ta ii
[IpaKTUYHE 3Ha4YeHHs. Y NepuomMy po3fisi 3nifiCHEeHO aHali3 MpeiMeTHOI 061aCTi JOCTiIKEeHHSs], BAKOHAHO
IIOCTaHOBKY 3aJladi JOCHiIKeHHs. Y IpyroMy po3zisi IpefCcTaBaeHO po3poOKy METOAYy 3a0e3eYeHHs
BiZMOBOCTIVKOCTi IT 3rifHO iHTErpOBaHOrO 3a/Iy4€HHS KOMIIOHEHTIB PE3€PBYBAaHHS Ta HAIMIPHOCTEN,
OOIPYHTOBAHO MOT0 €(PEeKTUBHICTb. Y TPETbOMY PO3[iJli IPEICTaBIEHO METO], 3a6€3MeuyeHHs KUBYYOCTi
crieniasnizoBanux IT 3rigHo aHanizy mapkepis Ta iHdopmalLii 1j11 caMOIOCTiIKEHHS, OGTPYHTOBAHO 110r0
edeKTuBHiCTb. TakoX, IpeCTaBIEHO METO]], 3a0e3NedyeHHs 3axUCTy iHpopmalii crenianizoBanux IT, sskuii noegHye
i3 opranisauiiiHumu 3axofamu iHterposase B IT 3amy4eHHs] MexaHi3MiB CErMEHTYBAaHHS MEPEXi, KpunrorpagidyHoro
3axXUCTY, ABO(MAKTOPHOI aBTeHTUPiKaLlii TPOrpaMHOro 3a6e3Me4eHHs], XMOHMX 00'€KTiB aTaKu, pE3€PBHOTO
KOIIifOBaHHS, 1110 [TIOKpallye piBeHb 3aXUILEeHOCTi iHdopMalii. Y yeTBepToMy po3ziji po3pobieHo MeTo],
3a0€e31e4eHHs BiIMOBOCTIMKOCTI, >KUBYYOCTi Ta 3aXUCTy iHpopmalii crenianizopanux IT, sikuii ossirae B
inTerpyBaHHi B IT MexaHi3MiB 3a6e311€4€HHSI BiIMOBOCTIMKOCTI, )KUBYJOCTi Ta 3aXUCTy iH(popMallii 3rigHO ix 306iriB B
CTaHax Ipu pearyBaHHi Ha BBy 3113 Ta KOMITIOTEPHYUX aTak, o HaZajio 3MOTY CTBOPIOBATH crierianizoBani IC
CTiliKi 10 IUX BIUIMBIB Ta IPEeACTaBIEHO apXiTeKTypy 3aC00iB, B SIKi BiH iMIIJIEMEHTOBaHUI Ta 10r0 €(PeKTUBHICTb. Y

BHCHOBKax IIP€ACTABJIEHO OTpI/IMaHi HaYKOBi Ta HpaKTI/I‘{Hi pe3yIbTaTu ,ELOCJIi,U,)KeHHﬂ.

2. Solving the problem of maintaining the constant availability and relevance of information under the influence of
malware is one of the important scientific problems in the field of information technology (IT), focused on the
construction and further operation of specialized information systems (IS). In the dissertation, an analysis of the
threats posed by PPE for the functioning of IS was carried out, methods were developed to ensure fault tolerance,
survivability and information protection of specialized IT, which improve their resistance to the effects of PPE,
appropriate tools were developed and experimental research was carried out with them. The object of the study is
the process of ensuring fault tolerance, survivability and protection of information of specialized IT in the
conditions of the effects of PPE. The subject of the research is methods and algorithms for ensuring fault
tolerance, survivability and information protection of specialized IT in the conditions of the effects of PPE. The aim



of the dissertation research is to improve the fault tolerance, survivability and information protection of
specialized IT under the effects of PPE. Scientific novelty of the obtained results: 1) a method of ensuring IT fault
tolerance according to the integration of redundancy components has been developed, which, in contrast to
known methods, makes it possible to expand the capabilities of IT in terms of their adaptability to reconfiguration,
which allows creating fault-tolerant IT with respect to the effects of PPE; 2) a method of ensuring the survivability
of specialized IT has been developed according to the analysis of markers and stored information for self-
examination, which, unlike known methods, stores information about key processes and carries out their self-
analysis, which improves ensuring the survivability of IT in the conditions of the effects of PPE; 3) a method of
ensuring the protection of specialized IT information was developed, which, unlike the known ones, combines
organizational measures with the integration into IT of methods of network segmentation, cryptographic
protection, two-factor authentication of software, creation of false attack objects, backup, which allows creating
means of improved protection of information in the conditions of the effects of PPE; 4) for the first time, a method
of ensuring fault tolerance, survivability and protection of information of specialized IT was developed, which,
unlike the known ones, consists in the integration into IT of methods of ensuring fault tolerance, survivability and
protection of information according to their coincidences in states when responding to the effects of ZPZ, which
made it possible to create IS with improved fault tolerance, survivability and information protection
characteristics. Practical significance of research results. Means of ensuring fault resistance, survivability and
protection of information of specialized IT have been developed, which integrate developed methods of fluidity
according to their coincidences in the states when responding to the effects of ZPZ. This made it possible to
develop IS with improved fault tolerance, survivability and information protection characteristics. The
effectiveness of the method of ensuring IT fault tolerance according to the indicators of redundancy and
automatic configuration change was 87%, and when integrating the method of ensuring fault tolerance,
survivability and information protection into IT, it was 67%. The theoretical and practical results of the research
are implemented in the IS of KhNU, during the creation of IT in LLC "ITT" and LLC "Deimos", in the educational
process of KhNU. The relevance of the scientific problem is justified in the introduction. The connection of the
research topic with the scientific works of famous researchers of this problem in the world is presented, and the
main scientific results of the work and its practical significance are reflected. In the first chapter, the analysis of
the subject area of the study was carried out, and the statement of the research task was performed. The second
chapter presents the development of a method for ensuring IT fault tolerance according to the integrated
involvement of redundancy components and redundancies, and its effectiveness is substantiated. In the fourth
chapter, a method of ensuring fault tolerance, survivability and information protection of specialized IT is
developed, which consists in the integration into IT of mechanisms for ensuring fault tolerance, survivability and
protection of information according to their coincidences in states when responding to the effects of cyber attacks
and computer attacks, which made it possible to create specialized ICs are resistant to these influences, and the
architecture of the tools in which it is implemented and its effectiveness are presented. The scientific and practical
results of the research are presented in the conclusions.
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