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Pedepar:

1. BupimeHHs 3apa4i NigTPMMaHH OCTINHOI JOCTYIIHOCTI Ta aKTyaJIbHOCTI iH(popMallii B yMOBax BILJINBIB
3JIOBMUCHOTO ITPOrpaMHOro 3abesneudeHHs (3I13), e ogHielo i3 BakIMBUX HAyKOBUX 33124 B cdepi iHpopmaLiiiHux
texHoJiorii (IT), opieHToBaHMX Ha MOOYAOBY Ta MOJAJIBITY €KCIUIyaTallilo clielianizoBaHux iHpopMaLiiiHuX CUCTEM
(IC). Y muceprauii 3pilicHeHo aHasi3 3arpos Bif 3113 g5 pyHkuionyBaHHs IC, po3po6eHo MeToAu 3a0e3MeyeHHs

BiZIMOBOCTIMKOCTi, JKUBY4OCTi Ta 3aXUCTy iH(popMauii cnenjianizoBanux IT, sKi NOKpalyIOTh iX CTIMKICTb IO BIJINBIB



3I13, po3pobJieHo BiAIIOBiIHI 3ac06U i MPOBEeHO 3 HUMU eKCIIepUMEHTaJbHI focimkeHHs. O6'€KToM
IOCJIiIKeHHs € Mpoliec 3abe3red4eHHs BiiMOBOCTIMKOCTI, JKMBYJOCTi Ta 3axucTy iHdopMauii crienianizoBanux [T B
ymoBax BIUBIB 3I13. [IpegMeToM JOCTiIKEHHS € METOIU Ta aJITOPUTMU 3a6e3l1e4eHHs BilMOBOCTINKOCTI,
SKMBYYOCTI Ta 3axXUCTy iH(popmalii cnenianizoBaHux IT B ymoBax BriusiB 3[13. MeTor aucepraniiiHOro
IOCJIiIPKEHHS € TIOKPAIleHHS BiIMOBOCTIMKOCTI, )KUBYYOCTi Ta 3aXUCTy iHpopmaliii crienianisopanux IT npu
BrmBax 3[13. HaykoBa HOBU3HA OfiepKaHUX Pe3yJIbTatiB: 1)po3pobsieHo MeTo], 3abe3nedeHHs BinmoBocTiitkocTi IT
3TifiHO IHTerpalii KOMIIOHEHTIB HAIMIDHOCTEN, SIKUI Ha BiIMIHY Bif BiIOMUX METOJIB, HaZlA€ 3MOTY PO3LIMPUTHU
MosxsuBocTi IT B yacTuHi ix aganTuBHOCTI 10 peKoH(irypatiii, o 103B0JIsi€ CTBOPIOBATU BilMOBOCTIMKi IT mono
BrIuBiB 3113; 2)po3pobieHo MeTo, 3abe3eueHHs )KUBYYOCTi crienianizoBanux IT 3rifHo aHasisy MmapKepiB Ta
36epeskeHoi iHpopmalii 1151 caMOAOCIIIPKEHHS, IKUN Ha BiIMiHY Bifl BiTOMUX MeTOZiB, 30epirae iHpopmaliiio 1po
KJIIOYOBI ITPOLIECH Ta 3AiMCHIOE iX camoaHali3, o MOoKpalye 3abe3neyeHHs XKuBy4ocTi IT B ymoBax BrusiB 3113;
3)po3pobsieHo MeToy, 3abe3neyeHHs 3axucTy iHdopmauii crienjanizoBanux [T, akuil Ha BiIMiHY Bif BiOMUX,
IoeHye opraHisauiiiHi 3axonu 3 iHterpauio B IT MeToiB cerMeHTyBaHHS MepeXi, KpUNTorpadiuHOro 3axucTy,
IBo(paKTOPHOI aBTeHTU(iKaLlii IpOrpamMHOro 3abe3neyeHHs, CTBOPEHHSI XUOHUX 00'€KTiB aTakKy, p€3€pBHOTO
KOTIiI0OBaHH4, 1110 JO3BOJISE CTBOPIOBATH 3aCO0U 3 OKPAIlEHUM 3aXUCTOM iH(dopmaliii B ymoBax BIuBiB 3113;
4)Bnepie po3pobeHO MeTo, 3a6e3nedeHHs BiMOBOCTIMKOCTI, JKUBY4YOCTi Ta 3aXuCTy iHpopmauii crewianizoBaHux
IT, ssknit Ha BimMiHy Bif, BioMuUx, nojisarae B iHTerpauii B I'T MeToiB 3a6e31e4eHHs! BilMOBOCTINKOCTI, )KMBY4OCTi Ta
3axucty iHpopMalii 3rifHo ix 36iriB B cTaHax IPU pearyBaHHi Ha BIMBM 3113, mo no3sosnso creopiosaru IC 3
MIOKPAIIeHMMU XapaKTePUCTUKAMU Bi]MOBOCTIIIKOCTI, JKMBYYOCTi Ta 3axUCTy iHpopmauii. [[pakTniHe 3HaYeHHS
Pe3yJbTaTiB JocifkeeHHs. Po3pobseHo 3acobu 3a6e3rnedeHHs BiiMOBOCTIMKOCTI, JKMBY4YOCTi Ta 3aXUCTY
ingopmauii cneunianizoBanux IT, B Ki iHTerpoBaHO pPo3pobJIEHI METOM CTIKOCTI 3TiAHO iX 36iriB B CTaHaX NpU
pearyBaHHi Ha BBy 3I13. lle 1o3Bonnno po3pobstu IC 3 oKpaleHuMN XapaKTepUCTUKaMU BilMOBOCTIMKOCTI,
SKMBYYOCTi Ta 3aXucTy iHpopmalii. EexkTuBHiCcTs MeTOny 3ab6e3nedeHHs BinMoBocTiiiKocTi IT 1o nokasHukax
HaJgMIipHOCTI Ta aBTOMaTU4YHOI 3MiHM KoHirypauii cknana 87%., a npu interpaii B IT meTony 3a6e3neyeHHs
BiZIMOBOCTIMKOCTI, JKUBY4YOCTi Ta 3aXUCTy iH(popmalii 67%. TeopeTudHi Ta IPaKTUYHi pe3yJIbTaTH JOCIiIKEHHS
BripoBamkeHi B IC XHY, npu ctBopenHi IT B TOB «ITT» ta TOB «Jlerimoc», B ocBiTHbOMY Ipoueci XHY. ¥V BcTymi
OOrpyHTOBAaHHO aKTyaJIbHICTh HayKOBOi 3asiayi. [IpesicTaBsieHo 3B'130K TEMATUKU LOCIIIPKEHHS 3 HAYKOBUMU
poboTamMu BilOMUX OCTIIHUKIB Liiei Mpo6JeMU B CBiTi Ta BilOOPa’)KEHO OCHOBHI HAyKOBi pe3yabTaTU pOOOTH Ta ii
[IPaKTUYHE 3HAYEHH4. Y NepuIoMy PO3[iji 3MiiCHEHO aHali3 MPeIMETHOI 06JIaCTi JOCTiIKEHHS, BAKOHAHO
IIOCTaHOBKY 3aJia4i JOCTiKeHHs. Y IpyroMy po3zisi IpefcTaBaeHO pO3pOoOKy METOAy 3a0e3edeHHs
BiZMOBOCTIVKOCTi IT 3rifHO iHTErpOBaHOrO 3a/Iy4€HHS KOMIIOHEHTIB PE€3€PBYBAaHHS Ta HAIMIPHOCTEN,
OOrpyYHTOBAHO MOT0 €(pEeKTUBHICTb. Y TPETbOMY PO3iJi IPEACTaBIEHO METO], 3a0€3I1€4€HHS )KUBYYOCTI
crnenianizoBanux IT 3rigHo aHani3y Mmapkepis Ta iHpopMallii 119 caMogoCiIKeHHS, 06rPYHTOBAHO 100
edekTuBHiCTb. TakoX, IpeCTaBlIeHO METO]], 3abe3leuyeHHs 3axUcTy iHpopmaliii crienianizoBanux IT, Sskuii noegHye
i3 opraHizauiiHuMu 3axofamu iHTerposaHe B IT 3ayy4eHHs MeXaHi3MiB CErMEHTYBaHHSI MePeXXi, KpUIITorpadiyHoro
3axUCTY, 1BOMAKTOPHOI aBTeHTU}iKaLlii TPOrpaMHOro 3a6e3ne4eHHs], XUOHNX 00'€KTIB aTaKu, pE3€PBHOTO
KOIIiFOBaHHS, 1J0 [TIOKpally€e piBeHb 3aXMUILEeHOCTi iHdopmalii. Y yeTBepToMy po3aijii po3pobieHo MeToy,
3a0e31e4eHHs BiIMOBOCTIMKOCTI, >KMUBY4YOCTi Ta 3aXUCTy iHpopmalii crenianizopanux IT, sikuii rossirae B
inTerpysanHi B I'T MexaHi3miB 3a6€311€4EHHS BiIMOBOCTIMKOCTI, JKUBY4OCTi Ta 3aXMCTy iHOpMalii 3rigHo ix 36iris B
CTaHax Ipu pearyBaHHi Ha BBy 3113 Ta KOMITIOTEPHYUX aTak, 1o HaZajio 3MOTY CTBOPIOBATH crienianizoBani IC
CTiliKi 10 IUX BIUIUBIB Ta IPeACTaBIEHO apXiTeKTypy 3ac00iB, B 5IKi BiH iMIIJIeMEHTOBaHUM Ta 10r0 epeKTUBHICTb. Y

BHCHOBKax IIPp€ACTABJIEHO OTpI/IMaHi HayKOBi Ta HpaKTI/I‘-IHi pe3yibTaTu ILOC]Iiﬂ)KeHHH.

2. Solving the problem of maintaining the constant availability and relevance of information under the influence of
malware is one of the important scientific problems in the field of information technology (IT), focused on the
construction and further operation of specialized information systems (IS). In the dissertation, an analysis of the
threats posed by PPE for the functioning of IS was carried out, methods were developed to ensure fault tolerance,
survivability and information protection of specialized IT, which improve their resistance to the effects of PPE,
appropriate tools were developed and experimental research was carried out with them. The object of the study is



the process of ensuring fault tolerance, survivability and protection of information of specialized IT in the
conditions of the effects of PPE. The subject of the research is methods and algorithms for ensuring fault
tolerance, survivability and information protection of specialized IT in the conditions of the effects of PPE. The aim
of the dissertation research is to improve the fault tolerance, survivability and information protection of
specialized IT under the effects of PPE. Scientific novelty of the obtained results: 1) a method of ensuring IT fault
tolerance according to the integration of redundancy components has been developed, which, in contrast to
known methods, makes it possible to expand the capabilities of IT in terms of their adaptability to reconfiguration,
which allows creating fault-tolerant IT with respect to the effects of PPE; 2) a method of ensuring the survivability
of specialized IT has been developed according to the analysis of markers and stored information for self-
examination, which, unlike known methods, stores information about key processes and carries out their self-
analysis, which improves ensuring the survivability of IT in the conditions of the effects of PPE; 3) a method of
ensuring the protection of specialized IT information was developed, which, unlike the known ones, combines
organizational measures with the integration into IT of methods of network segmentation, cryptographic
protection, two-factor authentication of software, creation of false attack objects, backup, which allows creating
means of improved protection of information in the conditions of the effects of PPE; 4) for the first time, a method
of ensuring fault tolerance, survivability and protection of information of specialized IT was developed, which,
unlike the known ones, consists in the integration into IT of methods of ensuring fault tolerance, survivability and
protection of information according to their coincidences in states when responding to the effects of ZPZ, which
made it possible to create IS with improved fault tolerance, survivability and information protection
characteristics. Practical significance of research results. Means of ensuring fault resistance, survivability and
protection of information of specialized IT have been developed, which integrate developed methods of fluidity
according to their coincidences in the states when responding to the effects of ZPZ. This made it possible to
develop IS with improved fault tolerance, survivability and information protection characteristics. The
effectiveness of the method of ensuring IT fault tolerance according to the indicators of redundancy and
automatic configuration change was 87%, and when integrating the method of ensuring fault tolerance,
survivability and information protection into IT, it was 67%. The theoretical and practical results of the research
are implemented in the IS of KhNU, during the creation of IT in LLC "ITT" and LLC "Deimos", in the educational
process of KhNU. The relevance of the scientific problem is justified in the introduction. The connection of the
research topic with the scientific works of famous researchers of this problem in the world is presented, and the
main scientific results of the work and its practical significance are reflected. In the first chapter, the analysis of
the subject area of the study was carried out, and the statement of the research task was performed. The second
chapter presents the development of a method for ensuring IT fault tolerance according to the integrated
involvement of redundancy components and redundancies, and its effectiveness is substantiated. In the fourth
chapter, a method of ensuring fault tolerance, survivability and information protection of specialized IT is
developed, which consists in the integration into IT of mechanisms for ensuring fault tolerance, survivability and
protection of information according to their coincidences in states when responding to the effects of cyber attacks
and computer attacks, which made it possible to create specialized ICs are resistant to these influences, and the
architecture of the tools in which it is implemented and its effectiveness are presented. The scientific and practical
results of the research are presented in the conclusions.
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