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Pedepar/anoTamnis:

1. CepBicu eseKTpOHHOI KOMepLlii € HeBil'€MHOI0 YAaCTUHOIO Cy4aCHOTro CBiTy. CTBOpIO0YM KOMMOPTHI YMOBHU 1151
B3a€MOJii 3 KOPUCTYBaYaMu, CEPBICH €JIEKTPOHHOI KOMEPLil 3HaXOASAThCS B IIOCTINHOMY (POKYCi yBaru
3JIOBMHUCHUKIB Ta IOTPEOYIOTh HEIEPEPBHOTO PO3BUTKY i BLOCKOHAJIEHHSI MEXaHi3MiB 3axucTy. Ll yacTuHa
(dYHKLIOHYBaHHS CEpPBIiCiB €1eKTPOHHOI KOMePLIii 3a/IMIIA€ThCSl HETIOMITHOIO 1711 KOPUCTYBayiB, ajle oTpedye
PO3yMiHHS BCiX aCIeKTiB ix poboTH 331151 3abe3MeueHHs 6asaHCy MK 3aXMCTOM Ta 36€peXEHHSIM ITO3UTUBHOTO
IIOCBiZly KOPUCTYBauiB Bifl KODUCTYBaHHS CEPBICOM €JIEKTPOHHOI KoMep1iii. OKpeMO CTOITh NUTaHHS 3a0e3NeYyeHHs
6i3HeC-TIOKa3HUKIB BIJIMB Ha SIKi Ma€ BIIPOBAKEHHS 6€3MMeKOBUX MeXaHi3MiB 6e3 HaeKHO1 afanTaliii mif,
0COOJIMBOCTI Ta IOTPE6U CEPBICY eJ1eKTPOHHOI KoMepliii. B KOHTeKCTi 1aHoro AocigkeHHs 0yJ10 IPOBeIEeHO
po6OTY 3 aHali3y HasIBHUX MiAXOMiB AJ1s1 TIOOYA0BU CUCTEM 3aXUCTY [JIs1 CEPBICiB €JIEKTPOHHOI KOMEPIii,
IIPOAHasi30BaHO NMy6IIiKallii MPUCBsYeH] 6€3M1EKOBUM ACIIEKTaM POOOTHU CEPBICIiB €JIEKTPOHHOI KOMEPLii.

[TpoBenenuit aHasi3 OKa3as, 110 HasIBHI MiAX0nU 40 IOOYIOBY Ta OL[iHIOBAHHI CUCTEM 3aXUCTY CEPBICiB



€JIEKTPOHHOI KoMepLii B nepmy yepry cOKyCOBaHi Ha TEXHIYHUX METPHUKAX Ta IOKA3HUKAX i HE 3a0€311e4yI0Th
1isicHOI KapTUHU QYHKIIOHYBaHHS CUCTEM 3aXUCTy CEPBICiB €J1eKTPOHHOI KOMepIiii. 30Kpema, BIIJIUB 6€311eKOBUX
IIO/1iii Ta BiJMIOBIAHMX peakliil Ha HUX CUCTEM 3axXUCTy Ha 6i3HeC-TI0Ka3HMKU 3a/IMLIAETHCS TPAKTUYHO 1032
aHaJli3oM (PYHKLIOHYBAaHHS CUCTEM 3axUCTy. TpaguLiiiHi MEXaHi3MM 3aXUCTY Ta CUCTEMHU OLiHKHU iX €(DEKTUBHOCTI
HE BPaxOBYIOTh BILJINB HA KOHBEPCIIO, NOBIPY KOPUCTYBaYiB, KpUTUYHICTb IIEBHUX €TAIliB B3a€MO/Iii KOPUCTYBAyiB 3
CEPBiCOM €JIEKTPOHHOI KOMepl1iii. B CBOIO Yepry 1€ BUIMBAETLCS Y HEBIAJi 3MiHM HaJIAITyBaHb MEXaHi3MiB 3aXUCTy
IIPUBOASYY [0 NOTipIIEHHs CUTYyalii B 11iJIoMy Ta HETaTUBHOMY BILJIMBI Ha KJIIOUOBi 6i3HEC-TI0Ka3HUKU CEPBiCy
€JIEKTPOHHOI KOMePILii.

2. E-commerce services are an integral part of the modern world. By creating a user-friendly environment for
customer interaction, e-commerce services are constantly targeted by cybercriminals and require continuous
development and improvement of their security mechanisms. This aspect of how e-commerce services operate
remains invisible to users. However, it requires an understanding of all their functions to ensure a balance between
security and a positive user experience. A separate issue is the impact on business performance metrics caused by
the implementation of security mechanisms without proper adaptation to the specific features and needs of the e-
commerce service. In the context of this study, work was carried out to analyse existing approaches to building
security systems for e-commerce services and to analyse publications dedicated to the security aspects of e-
commerce services. The analysis revealed that existing approaches to the design and evaluation of security
systems for e-commerce services primarily focus on technical metrics and indicators and do not provide a
comprehensive picture of their functioning. In particular, the impact of security incidents and the corresponding
responses by security systems on business metrics remains largely outside the scope of analysis of security system
operations. Traditional security mechanisms and systems for assessing their effectiveness do not account for the
impact on conversion rates, user trust, or the criticality of specific stages of user interaction with the e-commerce
service. In turn, this results in unsuccessful changes to security mechanism settings, leading to a deterioration of
the overall situation and a negative impact on the key business indicators of the e-commerce service.
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