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1. Po3po6eHHs MoJiesli CUCTeMU JOCIiIKeHHS Kibep3JI0UMHIB 17151 CKIIaIOBUX iHPPACTPYKTYpH iHPOpMaLiiHUX

CUCTEM

2. Development of a cybercrime investigation system model for information system infrastructure components

Pedepar:

1. Y nuceprauiiiHiii po60Ti BUPIlIEHO BaKJIMBY HAYKOBO-MIPAKTUYHY IPOOJIEMY 3 MiABULIEHHS €(EeKTUBHOCTI
BUSIBJIEHHSI Kib€p3/10unHiB B iHPpacTPyKTypi iHPOpMaLiiHUX CHUCTEM BHACIIOK BUKOPUCTAHHS MOJeJIel IITyYHOTO
iHTEeJIeKTy, He 3MEHINYIOYU [1pY 1[bOMY e(EeKTHBHICTb BUSIBJIEHHS] TOYHO [TO3UTUBHUX KibepaTak Ha Pi3HUX PiBHSIX
inppactpykTypu iHpopmaliiiHoi cucTemu. BjockoHaleHO MaTeEMaTUYHUI aniapaT OLiHKY BPasjMBOCTEN
inppacTpykTypu iHpOpMaLiIHAX CUCTEM 3aBISIKU JOLABAHHIO Ta 00YMCJIEHHIO aTPUOYTIB JOCTiIKYyBaHOI
iHpopMaliiiHOi cuCTeMU, a TAKOK BITPOBAIKEHHIO BaroBux KoedirieHTiB. lle migBUIIMIO TOYHICTh OLIIHKA
Bpa3J/IMBOCTEH, JO3BOJISIIOUY KOMaHiaM Oe3I1eKu IIPiopuTe3yBaTy BUIIPABJIEHHS BPa3JIUBOCTEN 3riHO 3

0CO6IMBOCTSIMY iH(POpMaLIIHOI cucTeMU. Bniepiie po3po6sieHo MeToA 360py KypHaJIiB [OAiN 3 IPUMAaHOK Ha



ocHOBi TexHoJorii Blockchain, mo 3a6e3neuye neueHTpanizanio ganux. Po3po6ieHuii MeToA J03BOJIUB 3MEHIINUTH
PHU3UKY CIIOTBOPEHHS Ta BTPATH JAAHUX MiJ] yac 36epiraHHs XypHaiB rnogivi. OTprMaB [OJaIbIIuN PO3BUTOK
MaTeMaTU4HUI anapar BUsBJIEHHS KibepaTak 3aB/sKU BIIPOBAKEHHIO MoJeJi idossuiiinoro jgicy, GPT ta
DevSecOps-niaxony 3aBagku iHTErpauii MOKIMBOCTEN BUABIEHHS aHOMaIiH i30JISALiIHOrO JIiCy, B1aCTUBOCTEN
06po6ku nepenbdadyBanoi mogeneit GPT i uinicHoro gokycy 6esnexku DevSecOps, CTPYKTypa MaTEMAaTUYHOTO
arapary nifBuluMia TOYHICTb i MBUAKICTb BUSIBJIEHHS KibepaTak. Briepie po3po6seHo Mozieslb KOMITIEKCHO]
CHACTEMHU JIOCJIiJPKEHHSI Kibep3/I0YMHIiB, 31aTHY BUSBIISITU Ta aHAJII3yBaTU KiOEP3JI0UMHU HA Pi3HUX PiBHSIX
iHdopmauiitHoi cucrtemu. Lig Mogesp iHTerpye Mozieli ITYy4HOro iHTeseKTy i3omauiinmi jgic, GPT Ta migxiz,
DevSecOps, Bipi3HSAI0YNCH Bif TPAAUIINHUX CUCTEM [OCHTiIKEeHHS NMoAil iHdbopMalliiiHoi 6e3reKu 3aBasSKU
BHMKOPHCTaHHIO KOMILJIEKCHOTO MigX0Ay Ta iHTerpatiii cyyacHUX MojieJsiel Ta niaxoiB ingpopmaliiiHoi 6e3rnexku B
€IlMHy crucTeMy. 30KpeMa, BUKOPUCTaHHA i3oianiiiHoro jgicy Ta GPT, a TakoX cucrem aHasizy Bpa3iInBOCTEN HA
pi3HUX piBHSIX PO3POOKU MizBHUIly€e €(PEKTUBHICTb BUSIBJIEHHS IIEPBUHHUX [IPUYMH KiOE€P3JI0UMHIB Ta 3MEHIIy€ Yac
peakuii Ha aTaku. Briepiie po3po6sieHO MeTOZ0JI0TiI0 NOCiIPKeHHS Kibep3/I0YMHiB, 1110 BUKOPUCTOBYE MOJEi
isonsauinHoro gicy, GPT Ta DevSecOps-niaxin. JJaHa MeTozoJ1oris, Ha BifMiHY Bifi iCHyl04MX, BUSIBIIsiE KibepaTaku Ha
pi3Hi piBHi iHppacTpykTypu iHPopMaLifiHOI CUCTEMH, BKIIIOUHO 3 aTaKaMU CKaHYBaHHS, iH'€KLiSIMU MIKiJJIMBOTO
Kopy, aTakamu tuny Directory Traversal Ta BUSIBJIeHHSIM aHOMaJlill 3 IOPYLIEHHSM JIOTIiKY JOJNATKiB, SIKi MOXKYTh
3a/IMIIATUCS HENIOMiYeHNMU KilacuyHuMuy SIEM cucremamu 3a BiICYTHOCTI ITOBEIIHKOBUX CUTHATYP, TAPAHTYIOYU

BHUCOKUI1 piBeHb 6€3MeKu JaHUX.

2. The dissertation solves an important scientific and practical problem of increasing the effectiveness of detecting
cybercrimes in the infrastructure of information systems due to the use of artificial intelligence models, without
reducing the effectiveness of detecting positive cyber attacks at various levels of the infrastructure of the
information system. The mathematical apparatus for assessing the vulnerabilities of the infrastructure of
information systems has been improved thanks to the addition and calculation of the attributes of the investigated
information system, as well as the introduction of weighting factors. This has increased the accuracy of
vulnerability assessment, allowing security teams to prioritize vulnerability remediation according to the specifics
of the information system. For the first time, a method of collecting event logs from decoys based on Blockchain
technology has been developed, which ensures data decentralization. The developed method made it possible to
reduce the risks of distortion and loss of data during the storage of event logs. The mathematical apparatus for
detecting cyber attacks has been further developed due to the implementation of the isolation forest model, GPT
and the DevSecOps approach. By integrating the anomaly detection capabilities of the isolation forest, the
processing properties of the predictive GPT models and the holistic security focus of DevSecOps, the structure of
the mathematical apparatus has increased the accuracy and speed of cyber attack detection. For the first time, a
model of a comprehensive cybercrime investigation system capable of detecting and analyzing cybercrimes at
various levels of the information system has been developed. This model integrates artificial intelligence models
isolation forest, GPT and the DevSecOps approach, differing from traditional information security incident
investigation systems due to the use of an integrated approach and the integration of modern information security
models and approaches into a single system. In particular, the use of isolation forest and GPT, as well as
vulnerability analysis systems at different levels of development, increases the effectiveness of identifying the root
causes of cybercrimes and reduces the response time to attacks. For the first time, a cybercrime research
methodology using isolation forest models, GPT and the DevSecOps approach has been developed. This
methodology, unlike the existing ones, detects cyber attacks on various levels of the information system
infrastructure, including scanning attacks, malicious code injections, Directory Traversal attacks and detection of
anomalies with violation of application logic, which may remain unnoticed by classic SIEM systems in the absence
of behavioral signatures, guaranteeing a high level of data security.
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