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CHUCTEM

2. Development of a cybercrime investigation system model for information system infrastructure components

Pedepar:

1. Y nuceprauiiiziilt po60Ti BUPilIEHO Ba>KJIMBY HAYKOBO-TIPAKTUYHY IPOOGJIEMY 3 MifBULIIEHHS €(PEeKTUBHOCTI
BUSIBJIEHHSI KiO€p3JI0YMHIB B iHPPaCTPyKTypi iHpOopMaLiiHUX CUCTEM BHACJiJOK BUKOPUCTAHHS MOZEJeN ITY4YHOTO
iHTeJIeKTy, He 3MEHIIYI4X IIPU LIbOMY €(EKTHUBHICTb BUSBJIEHHS TOYHO IIO3UTUBHUX KibepaTakK Ha Pi3HUX PiBHAX
iHdpacTpykTypH iHpopmaliiiHoi cucTeMu. BiockoHaseHO MaTeMaTUYHU anapaT OLiHKY Bpas3nBOCTeN
iHpacTpyKTypH iHpOpMaLiTHUX CUCTEM 3aBISKU JOAABAHHIO Ta 00YMCJIEHHIO aTPUOYTIB OCIiI>KyBaHOI
iHpopMaliiiHOi cuCcTeMHU, a TAaKOK BIIPOBAI)KEHHIO BaroBux KoeiljieHTiB. lle migBUIIMIO TOYHICTD OLIIHKU
BPa3JIMBOCTE, 103BOJISIIOUM KOMaHIaM 6€311eKU NIPiopuTe3yBaTy BUIIPABJIEHHS BPa3IMBOCTEH 3TiIHO 3
0Cco6MBOCTSIMU iH(pOpMaLliiiHOi cucTeMu. Bniepiie po3pobseHo meTon 360py KypHaiB [OAiH 3 IpUMaHOK Ha
ocHOBI TexHoJiorii Blockchain, mo 3a6e3nedye neuneHTpanisaniio ganux. Po3po6ieHuit METOA J03BOJIMB 3MEHIINTH
PU3MKM CIIOTBOPEHHSI Ta BTPATH JAAHMX MiJl Yac 36epiraHHs XypHaJiB nogin. OTpruMas OJANbIINNA PO3BUTOK

MaTeMaTUYHUII arapar BUsIBJIEHHS KibepaTak 3aBAsIKY BIIPOBA/IKEHHIO Mogesti i3osguiiHoro gicy, GPT ta



DevSecOps-nigxony 3aBasiku iHTerpauii MOKJIMBOCTEM BUSIBJIEHHSI aHOMAJIIN i30JILiIHOTO JIiCY, BJIACTUBOCTEN
006po6ku nepenodavysanoi moaeseit GPT i ninmicHoro ¢okycy 6esnexku DevSecOps, CTpyKTypa MaTeMaTHYHOIO
arapary nifBuluMia TOYHICTb i BUAKICTb BUSIBJIEHHS KibepaTak. Briepiie po3po6seHo Mofieslb KOMITIEKCHO]
CHACTEMHU JIOCJIiIPKEHHSI KiOep3/I0YMHIB, 311aTHY BUSBIISITU T aHAJII3yBaTU KiOEP3JI0UMHU HA Pi3HUX PiBHSIX
iHpopmauiitHoi cuctemu. Ll Mmogens iHTerpye Mozei ITYyYHOTO iHTeNeKTy i3oaauiiaui aic, GPT Ta nipxin
DevSecOps, Bifpi3HSAI0YNUCH Bif TPAAUIINHAX CUCTEM [OCTiIKEeHHs Mofil iHdbopmMarlliiiHoi 6e3rneKku 3aBasSKU
BMKOPHCTaHHIO KOMILJIEKCHOTO MigX0Ay Ta iHTerpatiii cydyacHUX Mojiesel Ta niaxoiB ingpopmaliiiHoi 6e3reku B
€IMHy crucTeMy. 30KpeMa, BUKOPUCTaHHA i3omaniiinoro jgicy Ta GPT, a TakoXX cucrem aHasizy Bpa3iInBOCTEN Ha
Pi3HUX piBHAX PO3pOOKY MifBuIlye eeKTUBHICTh BUSIBJIEHHS [IEPBUHHUX IIPUYMH KiGEP3JIOUMHIB Ta 3MEHIIYE Yac
peaklii Ha aTaku. Briepie po3po61eHO MeTO0JI0TiI0 NOCiIPKeHHS Kibep3/I0YMHiB, 1110 BUKOPUCTOBYE MOJEi
isossuinHoro gicy, GPT Ta DevSecOps-nigxin. JaHa MeTozoJ1oris, Ha BifMiHy Bifi iCHYI04MX, BUSIBIIsiEe KibepaTaku Ha
pi3Hi piBHi iHppacTpykTypu iHpopMaLiliHOI CUCTEMH, BKIIIOUHO 3 aTaKaMU CKaHYBaHHS, iH'€KLisIMU WIKiJIMBOTO
Kopy, atrakamu tuny Directory Traversal Ta BUsSIBJIeHHSIM aHOMaJlifl 3 IOPYLIEHHSM JIOTiKY JOJATKiB, SIKi MOXKYTh
3aJIMIIATHCS HETIOMiYeHMMU kiacuyHuMmu SIEM cuctemamu 3a BifiICYTHOCTI [10BEJIiHKOBUX CUTHATYP, TaPaHTYI0Y1

BHCOKUM piBeHb 6€3I1eKU JaHUX.

2. The dissertation solves an important scientific and practical problem of increasing the effectiveness of detecting
cybercrimes in the infrastructure of information systems due to the use of artificial intelligence models, without
reducing the effectiveness of detecting positive cyber attacks at various levels of the infrastructure of the
information system. The mathematical apparatus for assessing the vulnerabilities of the infrastructure of
information systems has been improved thanks to the addition and calculation of the attributes of the investigated
information system, as well as the introduction of weighting factors. This has increased the accuracy of
vulnerability assessment, allowing security teams to prioritize vulnerability remediation according to the specifics
of the information system. For the first time, a method of collecting event logs from decoys based on Blockchain
technology has been developed, which ensures data decentralization. The developed method made it possible to
reduce the risks of distortion and loss of data during the storage of event logs. The mathematical apparatus for
detecting cyber attacks has been further developed due to the implementation of the isolation forest model, GPT
and the DevSecOps approach. By integrating the anomaly detection capabilities of the isolation forest, the
processing properties of the predictive GPT models and the holistic security focus of DevSecOps, the structure of
the mathematical apparatus has increased the accuracy and speed of cyber attack detection. For the first time, a
model of a comprehensive cybercrime investigation system capable of detecting and analyzing cybercrimes at
various levels of the information system has been developed. This model integrates artificial intelligence models
isolation forest, GPT and the DevSecOps approach, differing from traditional information security incident
investigation systems due to the use of an integrated approach and the integration of modern information security
models and approaches into a single system. In particular, the use of isolation forest and GPT, as well as
vulnerability analysis systems at different levels of development, increases the effectiveness of identifying the root
causes of cybercrimes and reduces the response time to attacks. For the first time, a cybercrime research
methodology using isolation forest models, GPT and the DevSecOps approach has been developed. This
methodology, unlike the existing ones, detects cyber attacks on various levels of the information system
infrastructure, including scanning attacks, malicious code injections, Directory Traversal attacks and detection of
anomalies with violation of application logic, which may remain unnoticed by classic SIEM systems in the absence
of behavioral signatures, guaranteeing a high level of data security.

Jep>kaBHu#M peectpaniiiHuii Homep JiP: 0119U101690 0124U000407
IIpiopuTeTHHI HaNIpsIM PO3BUTKY HayKH i TEXHIKHU: [HdopmauiiiHi Ta KoMyHiKawiiiHi TexHOMOTii

CrpaTeriyHuii NpiopUTETHUH HaNPSIM iHHOBALLiMHOI Ais1JIBHOCTI: PO3BUTOK CydacHUX

iHpopmanitHUX, KOMYHIKALiTHUX TEXHOJIOTi1, pOOOTOTEXHIKA

ITiZCcyMKH ZOCIiI>KEHHS: HoBe BUpIlIEHHS aKTyaIbHOTO HAYKOBOTO 3aBIAHHS



Iy6sikaii:

e 1. Omipcekuii 1.P., Bacunumun C.1., Cycykaiino B.A. Anani3 3arpo3 ta 6e3nexku texHosorii NFC npu nepepadi
IaHMX [I7151 aBTOMATU30BaHoi peruikauii npodinto kopucrysaya // BicHuk CxinHO-YKpaiHCbKOTO
HaljoHaJIbHOTO YHiBepcUuTeTy iMmeHi Bononumupa Jans. IndpopmaniiiHa 6esneka. — 2018. — N23 /4 (31/32). - C.
37-44.

e 2. Omipcekutii L.P., Cycykaiino B.A., Bacunmumun C.1., Jlykoscekuii T.1. Po3po6ka MeToy BUKOPHUCTaHHS
texHoJiorii NFC s aBTomaTr30BaHoi pertikanii mpodinio kopucryBaya // BicHuk CxigHO-YKpaiHChKOTro
HalljOHaJIbHOTO YHiBepcUTeTy iMeHi Bononumupa Jans. IndpopmaniiiHa 6esneka. — 2018. - N23 /4 (31/32). - C.
151-157.

e 3. Omipcekutii I.P., Bacunumun C.1., Cycykaiino B.A. Po3ciigyBaHHs KiGep371041HiB 32 JOIIOMOTOI0 IPUMAHOK Y
XxMapHoMy cepegnoBulli // Beaneka ingpopmarnii. —2021. - 27(1). - C.13-20.

¢ 4.Vasylyshyn S., Susukailo V., Opirskyy 1., Kurii Y., Tyshyk I. A model of decoy system based on dynamic
attributes for cybercrime investigation // Eastern-European Journal of Enterprise Technologies. - 2023.- 1
(9 (121)), pp. 6-20. (Scopus)

e 5. Cycykaiino B. Bukopucranns nigxony DevSecOps 1151 aHami3y cyyacHuUX 3arpo3 iHpopmaliiiiHoi 6e3nexku //
Ki6epbesneka: ocBita, HayKa, TexHika. — 2021. - Bumn. 2, sun. 14. - C. 26-35.

¢ 6. Omipcekuii I.P., Cycykaiino B.A., Bacunumus C.1. JlocigsKeHHs] MOSKIJIMBOCTE BUKOPHUCTAHHS YaTOOTIB 3i
IITYYHUM IHTEJIEKTOM [1JIs1 JOCJIiIpKeHHS XXypHaliB nogiit // 3axuct inpopmauii. — 2022. - T. 24, N2 4. - C.
177-183.

¢ 7. Kostiak M., Yevseiev S., Pohasii S., Zhuchenko O., Milov O., Lysechko V., Kovalenko O., Volkov A., Lezik A.,
Susukailo V. Development of crypto-code constructs based on LDPC codes // CxinHO-€BporencbKuii
JKypHaJl IepeJoBUX TeXHOJOoril. — 2022. - N2 2 /9 (116). - P. 44-59.

e 8. Susukailo V., Opirskyy I., Yaremko O. Methodology of ISMS Establishment Against Modern Cybersecurity
Threats // Lecture Notes in Electrical Engineering. - 2022. 7- Vol. 831: Future intent-based networking. On
the QoS robust and energy efficient heterogeneous software defined networks. - p. 257-271.

¢ 9. Cycykaitno B.A., Onipcekuii 1.P., Tlickosy6 A.3., BosomuH P.4I., [Ipy3stok O.C. Anani3 atak, 1o
BUKOPUCTOBYIOThCS KiOEP3JOUMHISIMU MTiJ] yac naHgemii covid 19 // 3axuct indopmarii. - 2021. - T. 22, N2 4.
- C. 220-226.

¢ 10. Omipcekuii I.P., Kypiit €.0., Cycykaiino B.A. Po3po6ka meTozoJiorii OLiHKY BifoBigHOCTI cTanaapty ISO
27001 / / 3axuct inpopmarii. - 2023. - T. 25, N2 3. - C. 132-139.

HaykoBa (HayKOBO-TE€XHiYHa) IPOAYKILis:
ConiasIbHO-€KOHOMIYHA CIIPSIMOBAHICTh:

OxopoHHi gokymeHTH Ha OIIIB:

BrnipoBazykeHHs pe3yJIbTaTiB AHCEPTalii: BnposamkeHo

3B's130K 3 HAYKOBUMH TEMaMH.

VI. BizomocCTi Ipo HayKOBOr0 KePiBHHKA /KEPiBHUKIB (KOHCYJIbTaHTA)

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. Omnipcekuit IBaH PomaHOBUY

2. Ivan Opirskyy

KBasigikawis: n. . u., npodecop, 05.13.21

InenTudikarop ORCID ID: He 3acrocosyerbces



JoparkoBa iHdpopmamnist:

IloBHE HaliMEeHYBaHHS IOPUAHYHOL 0C00H: HanionanbHuii yHiBepcuteT "JIbBiBCbKa MOJTITEXHIKA"
Kopg 3a €IPIIOY: 02071010

Micue3HaxoaKeHHS: ByJ. CrenaHa Bangepu, 6yz. 12, JIbBis, 79013, Ykpaina

dopma BiracHOCTI: JlepxaBHa

Cdepa yIIpaBJIiHHﬂ: MiHicTepcTBO OCBiTH 1 HayKU YKpaiHu

InenTudikarop ROR:

VII. BizmomocTi npo odiliiHUX OTIOHEHTIB Ta pelleH3€eHTiB
OdiuiiiHi OIOHEHTH

Baacue IlpizBume Im'a Ilo-6aTbKOBI:

1. I'maTiok Ceprint OsekcanapoBuy

2. Serhii Hnatiuk

KBasigikamis: n. . v., npodecop, 05.13.21

InenTudikarop ORCID ID: He 3acrocosyetbcs

JopaTrkoBa iHdpopmamnist:

IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI 0COOM: HaujoHanbHuii aBiauiitHuil yHiBepcuTeT
Kopg 3a €IPIIOY: 01132330

Micue3Haxoa KeHHs: npocrnekT Jlio6omupa 'yzapa, 6yz. 1, Kuis, 03058, Vkpaina
dopma BracHOCTI: JlepxasHa

Cdepa ynpaBiriHHS: MiHicTepcTBO OCBIiTH i HAayKu YKpaiHu

InenTudikarop ROR:

Baacwue IlpizBume Im'a Ilo-6aTbKOBI:

1. CmipHOB Onexciit AHaTOMNOBUY

2. Alexsey A. Smirnov

KBasidikanis: g.1.1., npodecop, 21.05.01

InenTudgikarop ORCID ID: He 3acrocosyerbcs

JoparkoBa iHpopmamist:

IloBHE HaliMEHYBaHHS IOPUAHYHOL 0CO0H: [leHTpabHOYKPATHChKUIi HAIIOHAILHUI TEXHIYHMIA
yHiBEpCUTET

Kopg 3a €IPIIOY: 02070950

Micue3HaxoO KEeHHSI: npocn. YHiBepcuTteTcbkuil, 6ya. 8, Kponusuunpkuii, KponiBHuLbpKUiA p-H., 25006,
Ykpaina

dopma BaacHOCTI:



Cdepa yIIpaBJIiHHﬂ: MiHicTepcTBO OCBiTH 1 HayKU YKpaiHu

InenTudikarop ROR: He zacrocosyerscs

Penensentu

Baacwue IlpizBume Im's Ilo-6aTbKOBI:
1. [lapTtuka Augpiit [ropoBuy

2. Andriy I. Partyka

KBasigikanis: k. 1. 1., 05.27.01

Inentudikarop ORCID ID: He zacrocoyerbcs

JonaTkoBa iHdopmalist:

IloBHE HaliMEeHYBaHHS IOPUAHYHOL 0C00H: HanionanbHuii yHiBepcuteT "JIbBiBCbKa MOJTITEXHIKA"

Kopg 3a €IPIIOY: 02071010

Micue3HaxoaKeHHS: ByJ. CrenaHa Bangepu, 6yz. 12, JIbBis, 79013, Ykpaina

dopma BracHOCTI: /lepxasHa

Cdepa yIIpaBJIiHHﬂ: MiHicTepcTBO OCBiTH i HayKU YKpaiHu

InenTudikarop ROR:

BiacHe IIpizBuie Im'sa I1o-6aTbKOBI:
1. Tapacumuyk Ozier IropoBry

2. Oleh I. Harasymchuk

KBasigikamis: . r. u., gou., 05.13.05

InenTudikarop ORCID ID: He 3acrocosyetscs

HoparkoBa indopmamnist:

IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI 0COOM: HaujoHanbHuil yHiBepcuteT "JIbBiBCbKa MOTITEXHIKA"

Kopg 3a €IPIIOY: 02071010

Micue3HaxoaKeHHS: ByJs. CrenaHa banzepuy, 6yz. 12, JIbBiB, 79013, YkpaiHa

dopma ByacHOCTI: [lepxkasna

Cdepa ynpaBiriHHS: MiHicTepCcTBO OCBITH | HayKK YKpaiHu

InmenTudikarop ROR:

VIII. 3aKkJII04Hi BiZOMOCTi
BiiacHe IIpizBuie Im'sa Ilo-6aTbKOBi

TOJIOBH pagu

BiiacHe IIpizBuine Im'sa ITo-6aTbKOBI

rOJIOBYIOYOTO Ha 3aciJaHHi

HemxkoBa OneHa AHartoJtiiBHa

HemkoBa Osiena AHatostiiBHa



BigmoBigasbHUH 32 MiATOTOBKY

00JIIKOBHX JOKYMEHTIB

PeecTpaTop

KepiBHuKk Bigginy YKpIHTEI, mpo €
BiZINIOBiZaJIbHUM 32 peECTpallil0 HAyKOBOIi

OisIIBHOCTI

[Tapxyup Jlro6omup Teogoposuy

VKpIHTEI

FOpuenko TetsHa AHaToJiiBHA



