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1. TTonoyoBHui [1.M. Cucrema npotugii ynepenxeHHs Hu3pkomsuakichux HTTP DDoS-aTak Ha Be6-pecypcu. -
Kgasnigikaniiina HayKoBa npalisl Ha [paBax pyKonucy. JlucepTraiis Ha 3100yTTsl HAyKOBOTO CTYII€HsI JOKTOpa
dinocodii 3a cnenianpHicTio 125 —- «Kibepbesneka» (12 — Inpopmariiini TexHosorii). - [Jep>kaBHUM yHiBEpcUTeT
iHopmaliiiHO-KOMYHIiKalliliHMX TexHoJorii, M. KuiB, 2025. lucepTaniiiHa po60oTa NpUCBsY€Ha MiIBULEHHIO
HaJIMHOCTI CEPBEPIB 3 BUKOPMCTAaHHAM CUCTEMU NPOTUIII yniepemkeHHs Hu3bkomBuaKicHux HTTP DDoS-aTak Ha
Be6-pecypcu. O6'eKTOM JOCIiIKEHHS JucepTalifiHol poOOTH € MPOoLeC 3aXUCTy Be6-pecypciB Bif,
HusbKomBuakicHux HTTP DDoS-arak. [IpegMeToM JOCTiIKEHHs fycepTaliiiHOi poOOTH € CUCTEMU 3aXUCTy BeO-
pecypcis Big, Huzbkomsuakicaux HTTP DDoS-arak. B gucepratiiiHiil po60Ti NPOBEIEHO aHali3 iCHYI0YMX Ta
Cy4aCHUX METOJIB, MOJeJIel Ta cucTeM npotuiii Hu3bkomsuakicaum HTTP DDoS-arakam. BctanoBiieHo, o

TpaOuLiliHi nigxoau, Taki sk oomexxeHHs Tpadiky abo CUTHATYPHUI aHai3, HelOCTaTHbO e(eKTUBHI yepe3



IVHAMiYHUI XapaKTep aTak, 10 BUKOPUCTOBYIOTh sieranbHi HTTP-3anutu. Ha ocHOBI bOTO C(OPMYJIBOBAHO
BHMMOTIU JIO CUCTEMH, 30KpeMa HeOOXiIHICTh aHasi3y TPyI [IaKeTiB Ta aHOMaJIill Ha piBHi MepeskeBOoi B3aeMOJi.
Mero1o focifiskeHHs € 3HMKEeHHS e(peKTUBHOCTI BIMBY HU3bKomBuakicHux HTTP DDoS-arak Ha Be6-pecypcu. B
IIPOLIECi TOCSATHEHHS 3a3Ha4€HOI METH Ta BUPIIIEHHS! HAYKOBOTO 3aBIAHHS Y POOOTI 0Jlep’KaHO OCHOBHI HAYKOBI
PEe3yJIbTaTU: ® BIIEpLIE PO3PO6IEHO MOTesib yiepemkeHHs Hu3pKomBuakicaux HTTP DDoS-aTak Ha KiHLIeBOro
KOPHUCTYBaua, gKa 32 paxyHOK BUSIBJIEHHS] aHOMaJILHOTO IIOTOKY, alrOpUTMy Qinbrpatiii Tpadiky, Momyss nam'siTi,
IO3BOJIMTH NE€PEeAyBaTH Ta NPOTUAIATU HU3bKomBUIKiICHUM HTTP DDoS-aTakam Ha piBHi KiHII€BOrO KOPUCTYBAya;
BIIEpILE PO3PO6IEHO METO/, PAHHBOTO BUSIBJIEHHSI Ta 3aXUCTY BiJ HU3bKomBUaKicHUX HTTP DDoS-araxk, sikuii 3a
paxyHOK ymoB ¢inbTpalii Tpadiky, a came o6MesKeHHsI KiJIbKOCTi 3aNUTiB 3 ogHOro IP /minMepesxi, 6J10KyBaHHS
Tpadiky 3 perioHiB, Jie HeMa€ KJi€HTiB, TPUBAJIOCTI 3aMUTY, A€ MOXJIUBICTb 3MEHIINTYA HAaBaHTaKE€HHSI Ha CEPBEP
Bizg 40 1o 60 % i migTpuMaTH LiJIiICHICTD CUCTEMU. ® BIIEpLIE PO3POOJIEHO CUCTEMY IPOTUIil HU3bKOIBUIKICHUM
HTTP DDOS-arakaM Ha Be6-pecypcH 3 ypaxyBaHHSIM aHOMAJIi B IaKeTax, sIKa 3a paXyHOK PO3pO6JIeHNX MOJeIi Ta
METOJY, JA€ MOKJIMBICTb YIIEPEIKEHHIO Ta IOKPAIIEHHIO 3aXUCTY Bif HU3pKomBuaKicHuX HT'TP DDoS-arak Ha 73%
3aBISAKMA KOMOiHaLlii aHai3y NaKeTHUX IPyIl Ta AUHAMIYHUX 0cob6MBOCTe. JlaHi 0CO6IMBOCTI MOPIBHIOIOTHCS 3
BXifHUM TpaQikoM (BiLOyBa€eThCs OHJIAMH BUSBJIEHHS), I1if] Yac SIKOTO BUSIBJIEH] aHOMAJIii, Ta Hu3bKomBuaKicHi HTTP
DDoS-ataku nepegatotbcs A1 «HaBuanHs UI» micss onpaitoBaHHs epefaloThes 4o 610Ky «JJaHuX ITpo
HaBYaHHS». [CTOPis HaBYaHb BUKOPUCTOBYETHCS IIPU HACTYIHUX BUSIBJIEHHSX 3arpo3. EKcriepyMeHTasibHa OLiHKa
e€(EeKTUBHOCTI PO3p06JIEHOI CUCTEMU TPOTUII yiepemkeHHs1 Hu3bkomBuaxkicHux HTTP DDoS-arak Ha Be6-
pecypcH 1okasa’a, o po3pobyieHa CUCTeMa 3HIDKYE HaBaHTa)KeHHS Ha cepBep Ha 40-60% nopiBHSIHO 3 6a30BUMU
pimeHHsIMU. TOYHICTb BUSIBJIEHHS aTaK CTAHOBUTH 73% 3aBJsIKM KOMOiHalii aHasIi3y NakeTHUX Irpyn Ta AMHAMIYHUX
0CcO6MBOCTEN. Y BCTYIIi OOI'PYHTOBAHO aKTyasIbHICTh TEMU AUcepTallii, cpOpMyIbOBAaHO METY i 3aBHaHHS
IOCJIiIPKEHHS, BU3HAY€HO HAyKOBY Ta IIPAKTUYHY LiHHICTh OTPUMAHUX Pe3yJIbTATiB i 0COOGMCTUI BHECOK aBTOpA Y
CIIiZIbHUX MyOJIiKaLisx. Y nepuomMy po3fiji mpoaHani3oBaHO METOH, MOJIeJli Ta CUCTEMU yIlepeIKeHHSI
HuspkomBuaKicHuX HTTP DDoS-arak. [IpoaHnasnizoBaHo cuctemu nportugii DDoS arakam sKi 3aCTOCOBYIOTBCS Ha
TepuTOPpii YKpaiHu, BpaxoBaHO BCi 0COOJIMBOCTI, Ta CHOPMYJIBOBAHO OOI'PYHTOBAHMI HAIIPSIM HAYKOBOTO BUPILIEHHS
npo6semu. CucreMu siki 6ys10 IpoaHali3oBaHi HaBeleHi B TabJ1. 1.1 3 ypaxyBaHHsIM ix ocobimuBocTeil 3a 10
OCHOBHMMU XapaKTepPUCTHUKaMU 6e3eKku. Y Apyromy po3ijii 3alIporlOHOBaHO MOJIEJIb yI1epeIsKeHHs
HuspkomBUIKicHMX HTTP DDoS-aTak Ha KiHLEBOTO KOPUCTyBayva. JJOCIiI>KEHO Ta BIOCKOHAJIEHO MOJIEJIb 3a
IOTIOMOT010 (iTbTPYBAHHS OCOOJIMBOCTEN MAKETIB 3 BUKOpUCTAHHAM llITyyHoro iHTesnexry. Po3pobieHo
KOMIIJIEKCHY MOJI€JIb BUSIBJIEHHSI aHOMaJIbHOT'O TIOTOKY, SIKa BPDAaXOBY€ HACTYITHI OCOGIMBOCTI: - HASIBHICTb IIyCTUX
IIAKETIB; - 4aC TPUBAJIOCTI 3alIUTY; - KOLYBAHHS PeTioHy. [l OL[iHKM 3aXUIEHOCTI KOPUCTYBaUiB
BHMKOPHCTOBYIOTHCS [IONIEPEIHBO 3raflaHi 0COOIMBOCTI, IPY BUSIBJIEHI aHOMaliN AaHi onpaupoByloThes LI Ta
nepenanTbes A1 610Ky «JlaHi 1po HaB4aHHS». AHOMAUI, SIKi BUSIBJIEHI TaKUM IJISIXOM Oy[lyTh BpAaXxOBaHi IpU
HaCTyIHOMY KoJii ¢inbrpatii BxinHoro Tpadiky. Takox y 1aHOMy po3[iji yJOCKOHAJIEHO ajIr'OPUM POOOTH METOLY
PaHHBOTO BUSIBJIEHHS Ta 3aXUCTY Bif HU3bKomBuaKicHUX HTTP DDoS-arak Ha OCHOBi aHasi3y 06p0OOKU [IaKETHUX
rpy1. Illo 3a6e3neydye peTesbHIlINil 3aXUCT KiHLeBOro KOPUCTYBAya Bil aHOMaUlill, IOBeIiHKa SIKUX CXOXKa Ha
HusbKomBuaKicHi HTTP DDoS-ataku. HacTynmHUM KPOKOM JAaHOTO pO31iny 6yJI0 Bliepiie po3po6yeHo Ta
npencrasieHo CucreMy npotuii Husbkomsuakicium HTTP DDoS-atakam Ha Be6-pecypcu. SIka CkiafaeThes 3
Mogeni ynepenkenHsa Hu3bkomBuaKicHMX HTTP DDoS-aTak 3 BUKOPMCTAHHSAM ITYYHOTO iHTEJIEKTY, aJITOPUTMY

¢ditpauii Ta MoIyJsIsl BUCHa)KeHHS nam’siti mpu DDoS-ararii.

2. Ponomochovnyi P.M. System for Counteracting the Anticipation of Low-Rate HTTP DDoS Attacks on Web
Resources. - Qualification scientific work on the rights of manuscript. Dissertation for the degree of Doctor of
Philosophy in specialty 125 - "Cybersecurity” (12 - Information Technology). - State University of Information and
Communication Technologies, Kyiv, 2025. The dissertation is devoted to improving the reliability of servers
through the implementation of a system to counter the impact of low-rate HTTP DDoS attacks on web resources.
The object of the dissertation research is the process of protecting web resources from low-rate HTTP DDoS
attacks. The subject of the study is systems for protecting web resources against low-rate HTTP DDoS attacks. The
dissertation analyzes existing and modern methods, models, and systems for countering low-rate HTTP DDoS



attacks. It is established that traditional approaches—such as traffic limiting or signature-based analysis—are
insufficiently effective due to the dynamic nature of attacks that exploit legitimate HTTP requests. Based on this,
system requirements were formulated, particularly the need for packet group analysis and anomaly detection at
the network interaction level. The aim of the research is to reduce the effectiveness of low-rate HTTP DDoS
attacks on web resources. To achieve this goal and solve the scientific problem, the dissertation presents the
following main scientific results: For the first time, a model was developed to preempt low-rate HTTP DDoS
attacks at the end-user level, enabling early detection and mitigation of such attacks through traffic anomaly
detection, filtering algorithms, and memory modules. For the first time, a method for early detection and
protection against low-rate HTTP DDosS attacks was developed. By applying specific filtering conditions—such as
limiting the number of requests from a single IP /subnet, blocking traffic from regions without clients, and
measuring request duration—the server load can be reduced by 40-60% while preserving system integrity. For the
first time, a system was designed to counter low-rate HTTP DDoS attacks on web resources, taking into account
packet anomalies. This system, based on the developed model and method, improves detection and mitigation by
73% through a combination of packet group analysis and dynamic traffic characteristics. These characteristics are
compared to incoming traffic (real-time detection), and the identified anomalies and low-rate HTTP DDoS attacks
are transmitted to the "Al Training" module. After processing, data is stored in the "Training Data" block. The
training history is used for subsequent threat detections. Experimental evaluation of the developed system showed
a 40-60% reduction in server load compared to baseline solutions. Attack detection accuracy reached 73% due to
the combination of packet group analysis and traffic dynamics. The introduction justifies the relevance of the
dissertation topic, outlines the aim and objectives of the study, defines the scientific and practical value of the
obtained results, and specifies the author’s personal contribution to joint publications. Chapter One analyzes
methods, models, and systems for preempting low-rate HTTP DDoS attacks. It examines DDoS countermeasures
used in Ukraine, considers their specific features, and formulates a scientifically justified approach to solving the
problem. The analyzed systems are summarized in Table 1.1 based on 10 key cybersecurity characteristics. Chapter
Two proposes a model for preempting low-rate HTTP DDoS attacks at the end-user level. The model is enhanced
through packet feature filtering using artificial intelligence. A comprehensive model for detecting anomalous
traffic was developed, taking into account: - the presence of empty packets; - request duration; - region-based
encoding. These features are used to assess user protection. Upon detecting anomalies, the data is processed by Al
and transferred to the “Training Data” module. These anomalies will be considered in the next round of input
traffic filtering. The chapter also improves the early detection method based on packet group analysis to better
protect end-users from behavior resembling low-rate HTTP DDoS attacks. Furthermore, a System for Countering
Low-Rate HTTP DDoS Attacks was designed for the first time. It includes a model based on Al, a traffic filtering
algorithm, and a memory exhaustion protection module. These components form an effective solution for securing
end users. Chapter Three presents the validation of the developed system. It evaluates incoming traffic using
anomaly detection methods and monitors server load. The results show that the system performs its tasks
effectively and adapts rapidly by filtering out malicious,/anomalous traffic.
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2. Pavlo M. Skladannyi

KBasigikanis: . r. u., gouenr, 05.13.06

Inentudikarop ORCID ID: 0000-0002-7775-6039

JoparkoBa iHdpopmamnist:

IloBHEe HaliIMeHYBaHHS IOPUAHUYHOI 0COOH: Kuischkuil crosmynmii yHiBepcutet imeni Bopuca I'piHueHka
Kopg 3a €APIIOY: 02136554

Micue3HaxoaKeHHS: ByJ1. BysnbBapHO-KynpsiBeeka, 18 /2, Kuis, 04053, Ykpaina

dopma BracHOCTI: JlepxasHa

Cdepa yIIpaBJIiHHﬂ: JlenapTaMeHT OCBITH 1 HayKu, MOJIOJi Ta CIIOPTY BUKOHABYOTro oprany KuiBcbKoi MiCbKOi

panu (KuiBcbkoi MicbKoi ilepsKaBHOI afMiHicTpaliii)

Inentudikarop ROR:

PeuenseHTu

Bsiacue IlpizBuuie Im's I1o-6aThKOBI:
1. Kaamipuyk Csityiana BosogumupisHa

2. Svitlana Kazmirchuk

KBasigikawis: n. 1. 1., npodecop, 05.13.21
Imentudikarop ORCID ID: 0000-0001-6083-251X
JoparkoBa iHdpopmamnist:

IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI OCOOH: [lepkaBHuii yHiBepCUTET iHGOPMALIHO-KOMYHIKALiHIX

TE€XHOJIOTI
Kopg 3a €IPIIOY: 38855349
Micue3HaxoaKeHHS: ByJ. COsIOM'SIHCBKQ, Oy, 7, Kuis, 03110, Yxpaina

dopma ByacHOCTI: [lepxasna



Cdepa yIIpaBJIiHHﬂ: MiHicTepcTBO OCBiTH 1 HayKU YKpaiHu

InenTudikarop ROR:

Baacue IlpizBuuie Im's Ilo-6aTbKOBI:
1. MlaBincekuit FOpint BitaniioBuy

2. Yurii V. Shchavinskyi

KBasigikanis: . . 1., gou., 20.02.14

Inentudikarop ORCID ID: 0000-0002-2319-8983

JoparkoBa indopmamnist:

IloBHE HaliIMeHYBaHHS IOPUAHYHOL 0CO0H: JlepkaBHMIi yHiBepCUTET iHPOPMAIiTHO-KOMYHIKaI[IHUX

TEeXHOJIOTIN

Kopg 3a €IPIIOY: 38855349

MicueBHaxo,ereHHﬂ: ByJ1. CosioM'stHCBKa, Oyz. 7, Kuis, 03110, Ykpaina

dopma BracHOCTI: JlepxaBHa

Cdepa yIIpaBJIiHHﬂ: MiHicTepcTBO OCBiTH 1 HayKU YKpaiHu

InenTudikarop ROR:

VIII. 3aKkJII04Hi BiZmoOMOCTi
BiiacHe IIpi3Buie Im'sa ITo-6aTbKOBi
TOJIOBH paju

Baache IlpizBuiie Im's ITo-6aTbKOBI
rOJIOBYIOYOTO Ha 3acCiiaHHi
BignoBigasibHUIH 3a HiATOTOBKY

00JIiKOBUX JOKYMEHTIB

PeecTpaTtop

KepiBHuKk Bigginy YKpIHTEI, mpo €
BiZIIOBiZaJIbHUM 32 peECTpallilo HAyKOBOi

OisSIIBHOCTI

IBaHueHKoO €BreHis BikropiBHa

IBaHueHnko €Brenis BikropiBHa

JlazopeHnko JliogpMmuia MuxaiiiiBHa

VKpIHTEI

IOpuenko TeTsHa AHaTOJiiBHA



