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1. babuu T. A. MeToau Ta 3aco6u 1106yI0BYA aBTOMATHU30BaHOI OCBITHLOI IPOrPaMHOi CUCTEMU [1J151 KibepbesneKku
(xibepnolirony). - Keanigikanilina HayKoBa Ipalisl Ha IpaBax pykomnucy. JucepTralist Ha 3500yTTsI HAyKOBOTO
cTyneHs gokropa ¢inocodii 3a cnenianpHicTio 122 «Kommn'totepHi Haykn» (12 - InpopmauiiiHi TexHoOriI). —
HanionaneHuii yHiBepcuteT «KneBo-MorussHcbKa akagemis», Kuis, 2026. Y po6oTi po3B'si3aHO BaXXJINBY HAYKOBY
3a/1auy 06YyJ0BY aBTOMAaTU30BaHMX OCBITHIX IPOTPaMHUX CUCTEM [J1s1 IPAKTUKO-OPi€HTOBAHOI'O HAaBYaHHS Yy
IpeIMETHUX O0JIACTSIX 3 MiJBALIEHNMY BUMOTaMU [0 13071811l cepefoBUL BUKOHAHHST; OCOOJIMBUM BUIIAAKOM TaKMX
CHCTEM € KiGepIoJliroH. AKTyasIbHiCTb 3yMOBJIEHA KaPOBUM PO3PUBOM Y rajysi Kibepbesneky, 3adikcoBaHUM
ENISA i ISC2, sxuit nepeBullye 4OTUPU MinbiioHU (paxiBLiB y r106asbHOMY MacuTabi, i oaTKOBO 3aroCTpeHa JJist
Ykpainu noBHoMacmTabHUM BTOprHeHHIM Pociiicbkoi Qenepartii. PO60Ty IpucBSIY€HO PO3POOIEHHIO MOJEIIEH,
METO/IiB i apXiTEeKTypHUX pillleHb AJ1s 106yI0BY TaKOTO KJIACY CUCTEM 3 FApaHTOBAaHUMU BIACTUBOCTSIMU LIiTiCHOCTI

Moz eJii 3HaHb, 6e3I1eK1 KOHKYPEHTHOI'0 pO3ropTaHHs, NosiiMopdHOi opkecTpallii reTeporeHHUX BUKOHABUMX



CcepenoBul i JOBENEHOI aBTOMATU30BaHOI IIEPEBIPKY KOPEKTHOCTI BUKOHAHHA 3aBAaHb. [IpoaHanizoBaHO
apxitektypu akagemiuyHux (DETER, CRATE, KYPO, CyRIS, SecGen) i komepuiiiaux (Hack The Box, TryHackMe,
RangeForce) KibeproJiroHis; BCTAaHOBJIEHO, 1110 )XKOJJHE 3 HAasiBHUX PillleHb He N0eHye popmaizoBaHoi Mogei
KaTaJjlora KOMIETEHTHOCTEN 3 IEPEBipIOBAaHMMY iHBapiaHTaMHU, [101iMOPQHOI areHTChbKOI OpKecTpaLlii i
aBTOMAaTH30BaHOI IIePeBipKM KOPEKTHOCTI BUKOHAHHS 3aBAaHb. CPOPMOBAHO MOJEJIb KAaTaJora KOMIIETEHTHOCTEeN
SIK TUIi30BaHUI OpieHTOBaHuUi rpad 3 TpboMa iHBapiaHTamu (IIOBHOTH TIOKPUTTS], AL[MKJIIYHOCTI Ta 3aMUKaHHS
nepenymoB) Hag TakcoHoMisimu NICE Workforce Framework i MITRE ATT&CK, 3'enHaHuMu yepes map
J1abOpaTOPHUX 3aBIaHb. JJOBEIEHO TEOPEMY IIPO BJIACTUBOCTI LIIJIbOBOTO PO po60Y0i POJIi: HEMOPOXKHICTS,
3aMKHEHICTb 32 TPAaH3UTUBHUM 3aMUKaHHIM II€PEIyMOB i 30€peskeHHs OPSIKY [TIOKPUTTS. 3asiady MiHiMalbHOTO
NOKpUTTs 6paKkytounx KkomnereHTHoctell (MCCP) chopMyibOBaHO SIK BapiaHT 3a/ayi IOKPUTTSI MHOXXUH, OBEIEHO
ii NP-BaskKiCTb i 3aIIpOTIOHOBAHO >Ka/li0HMI aJITOPUTM MOJIiIHOMiabHOI CKIaHOCTI 3 JOBEJIEHOI0 MeXKeIO SKOCTI
HabKeHHs. Po3po6s1eHO MEeTO/1 CTHUCHEHOTO iHBepCHOro iHAeKCcy Ha ocHOBI RoaringBitmap 111 MmacmTaboBaHOTO
3icTaBneHHs MpodiniB KomneTeHTHOCTel. Po3po6aeHo noaiMopdHUI areHTChbKUIA MTPOTOKOJI [1J1sl TeTePOTeHHUX
BMKOHABUMX cepenoBuly - KouteliHepHux Docker i BipryanpHux mamnaanx QEMU /KVM - uepes egunuiit REST API
i cninbHUI a6CTpakTHUH iHTEepdeiic npaiiBepa 3 aganTuBHUM aBToMatom ctaHiB IDLE /ACTIVE /FAST. Beaneky
KOHKYPEHTHOT'O pO3ropTaHHs 3abe3neyeHo KoMmbiHalli€lo cepBicy 6;10KyBaHb Ha aToMmapHiit onepauii SET NX y Redis
i ACID-Tpan3akuii 3 6;10KyBaHHSIM psiiKa Cecii po3ropTaHHs; JOBELEHO TeOpeMy IPo 30epeskeHHs iHBapiaHTa KBOTH.
Po3po6s1eHO ITPOTOKOJ MOETAITHOTO OHOBJIEHHS 3i 30€pe>keHHsIM cTaHy (stateful canary deployment) i moBegeHo
TEeopeMy Ipo 36epeKeHHs aKTUBHUX CECill MiJ] Yac OHOBJIEHHSI 6€3 MPUB'SI3KA MapLIPyTU3aLlii 10 KJIi€EHTChKUX
cookie. Po3pobsieHo apxiTekTypy nporpamuoi niatgopmu Colo sk iHTerpoBaHoi peasisallii 3alIpol1oHOBaHUX
Mogeseil i metoiB: 6113bKo 70 TUCSY psAKiB Kogy Ha MoBi Python (¢ppeiimBopk Django), 26 Tucs4 psKis
JavaScript, 13 Tucsy psaxiB HTML-1ma6:10HiB, 106 ma6y10HiB 1a60paTOPHUX 3aBIAHBb i CIMENCTBO IPOTOKOJIBHO
noBHuUX (ainis remote_solver.py. CTBopeHO popMasi3oBaHy MOBY OIKCY JlabOpaTOpPHUX 3aBraHb (DSL) 3
Basipauiero yepes JSON-cxemMy i merepmiHOBaHOIO reHepartieto kino4iB Ha ocHoBi HMAC-SHA256 3 inauBinyanbHUM
17151 mapu (user, lab) moyaTkoBuM 3Ha4eHHSIM 6e3 36epiraHHs KIo4iB y 6a3i gaHux. PeanizoBano SDK 3 m'saTbma
Kareropisimu reseparopis (crypto, forensics, stego, binary, network) Ta inTerpauiio 3 cucremMamu yIpaBJIiHHS
HaB4yaHHAM 3a ctaHgaptoM LTI 1.3. EkcriepuMeHTanbHO EPEBIPEHO KOPEKTHICTD PillIEHb: Y PEXKUMI TEIJIOrO Kely
MezjiaHa pO3ropTaHHs KOHTEMHEPHUX 3aBIaHb - 4,2 CEKYHIH, BIpTyaJbHUX MAIIMHHUX WBUAKUM NBD-muisxom - 3,0
CeKyHy; cTpec-TecT 3i 100 mapasiesibHUX 3aUTIB Bif, KOPUCTYBayda 3 KBOTOIO 1 MiATBEPAUB TEOPETUYHY TapaHTIIO
(cTBOpeHoO piBHO OnHY ceciio, 99 BinxuieHo); y 47 oniepalisix OHOBJIEHHS! 3a JIIOTUI-TpaBeHb 2026 pOKYy He BTPAY€HO
>KOJIHOI aKTUBHOI cecii. [IpakTiyHe 3HaYeHHs ofep>kKaHux pe3ysbTartiB. [Inatdopmy Colo BIpoBafKeHO Yy
HaBYaJIbHUI Npolec 6akaaaBPChKOI IporpaMu 3 Kibepbesneku (paxyspreTy iHpopmatuku HaYKMA i y nporpamy
nepeHaB4aHHs BeTepaHiB komnaHii Sheriff Company; npakruyny nigrotosky npoimu 102 oco6u (66 3106yBadiB i
36 BeTepaHiB), a y Bepcii V2 niatdopmu cranom Ha 20.05.2026 3adikcoBaHo 4 042 po3ropTaHHsI i30J1bOBaHUX
cepenoBull,. BpoBanKeHHs NigTBEPI)KEHO akTamu. Killo4oBi c10Ba: aBTOMATM30BaHa OCBITHS IPOrpaMHa CUCTEMA;
KibepIoJIiroH; Kibepoesneka; inpopmaliliHa 6e3neKa; Bpa3InBOCTi; IPaKTUKO-OPi€HTOBAHE HABYAHHSI; OHTOJIOTIs
Karasiora KOMIIETEHTHOCTEH; TUIi30BaHNN OpieHTOBaHM rpad; MeTon aHasizy iepapxiil; aBTOMaT CTaHiB;
posnogineHi oouncnenss; LTI interpauist; TLS npoTokoJsi; pekoMeHjalliifiHa CuCTeMa HaBYaJibHOI TPAEKTOPIi; Teopis

CKJagHOCTI.

2. Babych T. A. Methods and Tools for Building an Automated Educational Software System for Cybersecurity
(Cyber Range).- Qualification scientific work submitted as a manuscript. PhD thesis to obtain the degree of Doctor
of Philosophy in the Programme Subject Area 122 «Computer Science» (12 - Information Technologies).— National
University of Kyiv-Mohyla Academy, Kyiv, 2026. This dissertation solves an important scientific problem of
building automated educational software systems for practice-oriented learning in subject areas with elevated
requirements for execution environment isolation;a special case of such systems is the cyber range.The relevance
is driven by the cybersecurity workforce gap documented by ENISA and ISC2,which exceeds four million
specialists globally and is further aggravated for Ukraine by the full-scale invasion of the Russian Federation. The
work develops models, methods, and architectural solutions for such systems with guaranteed properties of



knowledge model integrity, concurrent deployment safety,polymorphic orchestration of heterogeneous execution
environments, and provably automated correctness checking of task completion.The architectures of academic
(DETER, CRATE, KYPO, CyRIS, SecGen) and commercial (Hack The Box, TryHackMe, RangeForce) cyber ranges
have been analyzed;none of them combines a formalized competency catalog model with verifiable invariants,
polymorphic agent orchestration, and automated checking of task completion. A model of the competency catalog
has been formed as a typed directed graph with three invariants (coverage completeness, prerequisite acyclicity
and closure) over the NICE Workforce Framework and MITRE ATT&CK taxonomies, joined through the laboratory
task layer.A theorem on the properties of the target profile of a work role has been proven: non-emptiness, closure
under the transitive closure of prerequisites, and order preservation.The Minimum Competency Coverage Problem
(MCCP) has been formulated as a variant of the set cover problem, its NP-hardness proven, and a greedy
polynomial-time algorithm with a proven approximation bound proposed.A compressed inverted index method
based on the RoaringBitmap data structure has been developed for scalable competency profile matching. A
polymorphic agent protocol has been developed for heterogeneous execution environments - containerized
Docker and virtual machine QEMU/KVM - through a unified REST API and a common abstract driver interface
with an adaptive activity state machine IDLE /ACTIVE /FAST.Safe concurrent deployment has been achieved
through a lock service based on the atomic SET NX operation in Redis combined with an ACID transaction with
row-level locking of the deployment session row; a theorem on the preservation of the user quota invariant has
been proven. A stateful canary deployment protocol has been developed, and a theorem on the preservation of
active sessions during an update without cookie-based session-affinity routing has been proven. The architecture
of the Colo software platform has been developed as an integrated implementation of the proposed models and
methods: approximately 70 thousand lines of Python code (Django framework), 26 thousand lines of JavaScript, 13
thousand lines of HTML templates, 106 laboratory task templates, and a family of protocol-complete
remote_solver.py files. A formalized domain-specific language (DSL) for laboratory task description has been
developed, with JSON Schema validation and deterministic key generation based on HMAC-SHA256 with a per-
(user, lab) seed, without storing keys in the database. An SDK with five categories of runtime generators and LTI 1.3
integration with learning management systems have been implemented. The correctness of the proposed solutions
has been experimentally verified: in warm-cache mode the median deployment time is 4.2 s for containerized and
3.0 s for virtual machine tasks via the fast NBD path; a stress test with 100 parallel requests from one user with a
quota of 1 confirmed the theoretical guarantee (exactly one session created, 99 rejected);in 47 update operations in
February-May 2026 no active session was lost. Practical significance. The Colo platform has been implemented in
the educational process of the Bachelor's program in cybersecurity at the Faculty of Informatics of the National
University of Kyiv-Mohyla Academy and in the retraining program for veterans at Sheriff Company; practical
training was completed by 102 persons (66 students and 36 veterans),and version V2 recorded 4,042 isolated-
environment deployments as of 20.05.2026, confirmed by implementation acts. Keywords: automated educational
software system; cyber range; cybersecurity; information security; vulnerabilities; practice-oriented training;
competency catalog ontology; typed directed graph; analytic hierarchy process; state machine; distributed
computing; LTI integration; TLS protocol; learning trajectory recommender system; complexity theory.
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