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2. Methodology for assessment cybersecurity risk of information systems of critical infrastructure objects

Pedepar:

1. Inceprauiiina po60oTa IpUCBIY€HAa BUPIlIEHHIO Ba)KJIMBOI HAYKOBO-IIPAKTUYHOI IPO6GIEMH, I1OBS13aHO] 3
NiABUILEHHSIM PiBHS 3aXUCTY iH(POPMaLIHUX CUCTEM KPUTHUYHOI iHPPaCTPYKTypU 3a paxyHOK pO3pOOKU
MeTozoJ10rii 3a6e3nedeHHs Kibepoeaneku iHpopMaLifiHUX CUCTEM 00'€KTiB KPUTUYHOI iHPPACTPYKTYpPH,
OpieHTOBaHOI Ha CTBOPEHHS BiJI[IOBIAHMX METO/iB Ta 3aCO0iB pO3PaxyHKy CyMU PU3KKiB. Y POOOTi IIpoaHali3oBaHO
Cy4yacHi MeTOU, METOAMKY, METOIOJIOTi OLiHIOBaHHSI PU3HUKIB Kibep6e3neky iHpopMaLifiHUX CUCTEM, Y TOMY YHCJI
00’eKTiB KPUTUYHOI iIHPPACTPYKTYPH, @ TAKOXK IIPOrPaMHi IPOAYKTH YIIPABIiHHSIM TaKUMU PU3UKAMMU.
OO6rpyHTOBaHO IOHSTTSI KOMIJIEKCHOTO PU3UKY Kibepbesnexku iHPpopMaliiHuX CUCTeM 00 €KTiB KpUTUIHO]
iH(pacTpyKTypH, 3[iICHEHO 0r0 3MiCTOBHY iHTEpIIPETALLil0 Ta PO3IJISIHYTO OCHOBHI BJIaCTUBOCTI. PO3po6eHo
METOJY OOYKCIIEHHSI CyMU PU3MKIB Kibepbesneku iHpopMaLiliHUX CUCTEM 00’€KTiB KpUTUYHO]I iH(PPaCTPyKTypH 3
BUKOPUCTAHHSM 3HAY€HHS HACJIiJKiB [IOBHOTO 3HUIIEHHS iH(YOPMaLiiiHOro akTuBy. PO3p0671€HO METO ], OOUNCIIEHHS

CyMMU pU3HKIB Kibepb6esneku iHpopMaLiliHUX CUCTEM 00’eKTiB KpUTUYHOI iHDPpaCTPyKTypH 3 BUKOPUCTAHHSM TeOpii



BEKTOPHOI asire6py Ta KOMILJIEKCHUX uncesl. PO3po61eHO METO0JI0TiIO OLiHIOBAaHHSI PU3UKY Kibepbe3neku
iHpopmaniiHux cucTeM 00'€KTIB KDUTUYHOI iHPPACTPYKTYpPH 3 BUKOPHUCTAHHIM PO3PO6JIEHUX METOZIB.
Po3po6s1€HO CTPYKTYPHI pillleHHSs] 00YMCIIIOBaIbHAX CUCTEM [IJ1S1 PO3PaxyHKy CYMU PU3UKIB KibepOesnexku
iHpopmaLiIHUX cUCTEeM O0'€KTIB KPUTUYHOI iIHPPACTPYKTYPH 3 BUKOPHUCTAHHSIM PO3PO0JIEHNX METO/IB.
Po3po6s1eHO anropuTMiyHe Ta porpamHe 3a6e3Ne4eHHs] 00U CII0BAJIbHUX CUCTEM JJ1s1 PO3PaXyHKy CYMU PU3UKIB
Kibepbesneky iHpopmalitHUX cucTeM 00'€KTIB KPUTUYHOI iHPPACTPYKTypHU 3 BUKOPUCTAHHIM PO3POOIEHUX
MeToziB. [IpoBeieHO eKCIIepUMeHTasbHi JOCIIPKEHHS 3 METOIO MiATBEPIPKEHHSI TEOPETUYHUX I10JI0KEHb Ta

IIPAaKTUYHUX PO3POOOK NUCEPTALIMHOTO OOCiIKEHHSL.

2. The dissertation is devoted to solving an important scientific and practical problem related to increasing the
level of protection of critical infrastructure information systems by developing a methodology to ensure the
cybersecurity of critical infrastructure information systems, focused on creating appropriate methods and means
of calculating total risks. The paper analyzes current methods, methodologies, methodologies for assessing the
cybersecurity risks of information systems, including critical infrastructure facilities, as well as software for
managing such risks. The concept of complex risk of cybersecurity of information systems of critical infrastructure
objects is substantiated, its meaningful interpretation has been carried out and the basic properties have been
considered. Methods have been developed for calculating the total cybersecurity risk of information systems of
critical infrastructure objects using the maximum effect value. A method has been developed for calculating the
total cybersecurity risk of information systems of critical infrastructure facilities using vector algebra theory and
complex numbers. A methodology has been developed for assessing the cybersecurity risk of information systems
of critical infrastructure facilities using the developed methods. Structural solutions for computing systems were
developed to calculate the total cybersecurity risk of information systems of critical infrastructure objects using
the developed methods. Developed algorithmic and software computing systems to calculate the total
cybersecurity risk of information systems of critical infrastructure objects using the developed methods.
Experimental studies were carried out to confirm the theoretical positions and practical developments of the
dissertation research.
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