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Pedepar:

1. Incepraujiiina po60oTa IpucBsYeHa po3poobLii METOiB i Moziesiel [J1s1 BUSIBJIEHHSI Ta aHaJIi3y TEKCTOBOI
Iesindopmaliii Ta mponaraHiu B COLiabHUX Mepeskax. Y poOoTi NOCiIPKEHO Cy4YacHi MiIX0Ou [0 BUSIBJIEHHS
iHpopMaLiiHUX MaHIMy AL, 3aCTOCYBaHHS TEXHOJIOTIN MalllMHHOTO HaBYaHHS Ta IJIMOOKOTO HaBYaHHS [1J1s
aBTOMAaTHUYHOTO aHajli3y KOHTEHTY, a TAKOXK 3aIIPOIIOHOBAHO HOBi METOIY /JIs MifBUILLEHHS TOYHOCTI Kyacudikarii
Ta iHTeprpeTalii TEKCTOBUX AaHUX Y POOOTI leTaabHO NPOaHai30BaHO TEOPETUYHi 3acaay iHpopMaLiitHUX
MaHINyJsLi y KOHTEKCTi iHpopMaliflHUX BOEH, OCHOBHI TUNM iHPOPMaLillHUX PO371a/iiB Ta HEKOHBEHLIIHUX BOEH,
3aCTOCYBaHHS TEXHOJIOTIH IITYYHOrO iHTENEKTY AJ1s1 MPOTUZii Aedingopmariii, METoi MaIMHHOTO Ta TIIMOOKOTr0

HaBYaHHA 414 ii aHasi3y, a TakoX iHpopMaliiiHi TeXHOJIOr], 1[0 BUKOPUCTOBYIOTbCS 111 BUSIBJIEHHS Ta IPOTUL



npomnaraHfi. 3 ypaxyBaHHSIM IIPOBEJEHOr0 aHasli3y B POOOTi IOCTABIEHO Ta BUPIlI€HO HAyKOBE 3aBJIaHHSI PO3POOKU
TEXHOJIOTII OCTIiIKeHHS TeKCTIB 17151 aHasi3y MaHinyssauin indpopmarnieto. O6rpyHTOBaHA METOIMKA [TPOBEIEHHS
IOCJIiIKeHb, 1110 BUKOPUCTOBYETLCS B JOCIiIKeHHI. Po60Ta 6a3yeTbCs Ha TeOPisix 064K CII0BAIBHOTO IITYYHOTO
iHTeJIeKTy, a came — MalIMHHOI'O HaBYaHH$ Ta IJIMOOKOT0 HaBYAHHS LI0 AO3BOJISIIOTh KJIACU(iKyBaTU Ta
KJIACTEPU3YBaTH BEJIMKi HA0OpU JaHMX. Brepiie 3anponoHOBaHO (PpeIMBOPK KOMIIEKCHOTO aHali3y TEKCTOBOI
Iesindopmaliii Ta nmpornaraHay, 3aCHOBaHMI Ha KOMOiHYBaHHI TEXHOJIOTi JBOCIPSIMOBAHOIO KOYBaJIbHOTO
npegncrabiieHHs 3 TpaHcdopmepis (BERT) Ta nBocnipsiMoBaHoi f0Broi KopotkoyacHoi nam’sti (Bi-LSTM) st
CTBOPEHHS iHTEPIIPEeTOBAaHMX BEKTOPHUX IIPEJICTaBI€Hb TEKCTY, SKUI Ha BiIMiHY BiJ] iCHYI0UMX TEXHIK, 00'€IHy€
BUSIBJICHHS Ta TEMATUYHUH aHasi3 me3indopmMaliii, o m03BoJisie 3a6e3rnednTy eDeKTUBHE BUSIBIEHHS Ta aHAJI3
TEeKCTOBOI e3iHdopmaliii Ta mpomnarasau B colliabHUX Mepeskax. Briepiie po3pobsieHo Mmoaens kiaacudikariii
TEKCTOBOI Ae3iH(opmallii Ta IponaraHy, 3aCHOBAaHUI HA NIOeAHAHHI TpaHCcPopmepiB i apxiTekTypu Bi-LSTM nis
iHTerpauii JiHIMHUX Ta HEJIHIMHUX 3aJIE)KHOCTEN TEKCTOBUX AHNX, KA HA BiIMiHY Bill iCHYIOUNX BUKOPHUCTOBYE
IJIMO60KI KOHTEKCTyasIbHi eMOeJUHTY i MeXaHi3MU yBary, 110 J03B0oJIsi€ MiABULIMTY TOYHICTb MOZeJli. YIOCKOHaTIEHO
Mopieni rIMboKOoro HaByaHHS AJ1s Kiacudikaliii TeKcToBoi aAe3indopmaliii Ta mponarasau, 3aCHOBaHi Ha
apxitekrypax XLNet, Bi-LSTM rta Attention-Based Bi-LSTM, siki Ha BifMiHy Bif iCHyI0YMX 3aCTOCOBYIOTb aJalITUBHE
OLIiHIOBaHHS BaXJINBUX QParMeHTiB TEKCTY, 1110 JO3BOJISIE 3a0e31evyBaT BUCOKUM PiBeHb TPOAYKTUBHOCTI
xiacudikauii. Y40CKoHaJI€eHO METO], TEMaTUYHOTO MOJIEJII0BaHHS, 3aCHOBaHUI Ha 3aCTOCYBaHHI MexaHi3MiB
6araToroJyioBoi yBaru, o Ha BiMiHY Bifl iCHYI0UMX BUKOPUCTOBYE IJIMOOKi eMOEIVHTIY [J151 KOHTEKCTyasi3alii
IAHUX, IO J03BOJISIE 326€3eYNTH JiTKE pO3MEXKYyBaHHS MK KylacTepamu. [licTany noganbuioro po3BUTKY Mogeri
I Kinacudikanii TeKcToBoi gesiHdopmaliii Ta mporaraHay, 3aCHOBaHI Ha aHCaMOJIEBUX METOAX MalTMHHOTO
HaBYaHHS, Ki Ha BiMiHY BiJl iCHYI0UMX BpPaxOBYIOTb 06alaHCyBaHHS KJIACIB i aaNTYIOThCS O 3MiH BXiJHUX JaHUX,
1110 J,O3BOJIS€ MiABUILUTY NPOLYKTUBHICTh Mofesei. [licTany NofanbIoro po3BUTKY Mogeri s kinacudikarii
indopmarii, 3acHOBaHi Ha CTaTUCTUYHUX METOJAX MAIIMHHOIO HAaBYaHH, SKi Ha BiAMiHY BiJ iCHyI0UMX aarToBaHi
no knacudikaliii TekcToBoi me3indopmaliii Ta mponara’au, Mo J03BOJISIE CTBOPEHHS CUCTEM JJIs1 BUSIBJIEHHS
micindopmariii, gesindopmariii Ta Manindopmariii. Pozpobeni moneni, MeTonu Ta mporpaMmHe 3abe3neyeHHs
Bukopucradi y Balsillie School of International Affairs (axT BipoBamxeHnHs Bif, 18 6epesns 2025), Center for
International Governance Innovation (akT BipoBajykeHHs Bif, 18 6epesns 2025), [lepkaBHill ycTaHOBI “XapKiBCbKUi
00J1aCHUM LIEHTP KOHTPOJIIO Ta MPodiNakTUKU XBOPOO Tpu MiHicTepCTBi 0XOpoHU 300pOB’S” (aKT BIIPOBA/I)KEHHS Bif,
2 rpynHs 2024), a TaKOX y OCBITHbOMY IIpoLeci (akT BrpoBagpKeHHs Bin 30 ciuns 2025) Ta HAyKOBil HisIbHOCTI (aKT
BripoBagyKkeHHs Bif 30 ciuns 2025) HanioHanpHOTro a€poKOCMIYHOrO yHiBepcuTeTy “XapKiBChbKUI aBialiitHUI
iHCTUTYT .

2. The dissertation is devoted to the development of methods and models for detecting and analyzing textual
disinformation and propaganda in social networks. The study examines modern approaches to identifying
information manipulation, applying machine learning and deep learning technologies for automated content
analysis, and proposing new methods to enhance classification accuracy and text data interpretation. The
dissertation provides a detailed analysis of the theoretical foundations of information manipulation in the context
of information wars, the main types of information disorders and unconventional warfare, the application of
artificial intelligence technologies to counter disinformation, machine learning and deep learning methods for its
analysis, as well as information technologies used for detecting and combating propaganda. Based on the
conducted analysis, the scientific task of developing a technology for studying texts to analyze information
manipulation has been set and solved. The methodology of the research has been substantiated and explained. The
work is based on computational artificial intelligence theories, particularly machine learning and deep learning,
which enable the classification and clustering of large datasets. For the first time, a comprehensive framework for
analyzing textual disinformation and propaganda has been proposed, combining Bidirectional Encoder
Representations from Transformers (BERT) and Bidirectional Long Short-Term Memory (Bi-LSTM) technologies to
create interpretable vector representations of text. Unlike existing techniques, this framework integrates
disinformation detection and thematic analysis, ensuring effective identification and analysis of textual
disinformation and propaganda in social networks. A novel classification model for textual disinformation and



propaganda has been developed, based on the integration of transformer architectures and Bi-LSTM to
incorporate both linear and non-linear dependencies in textual data. Unlike existing models, it utilizes deep
contextual embeddings and attention mechanisms, significantly improving classification accuracy. Deep learning
models for classifying textual disinformation and propaganda have been enhanced, specifically those based on
XLNet, Bi-LSTM, and Attention-Based Bi-LSTM architectures. Unlike existing methods, these models incorporate
adaptive evaluation of important text fragments, ensuring high classification performance. Topic modeling
methods have been improved using multi-head attention mechanisms. Unlike existing approaches, these methods
leverage deep embeddings for data contextualization, ensuring clear separation between clusters. Further
development has been made in models for classifying textual disinformation and propaganda using ensemble
machine learning methods. Unlike existing techniques, these models account for class balancing and adapt to
changes in input data, enhancing model performance. Statistical machine learning-based classification models
have also been further developed. Unlike previous methods, these models have been adapted for classifying textual
disinformation and propaganda, enabling the creation of systems for detecting misinformation, disinformation,
and malinformation. The developed models, methods, and software have been implemented at the “Balsillie School
of International Affairs” (implementation act dated March 18, 2025), the “Center for International Governance
Innovation” (implementation act dated March 18, 2025), the “State Institution “Kharkiv Regional Center for Disease

”

Control and Prevention under the Ministry of Health of Ukraine™ (implementation act dated December 2, 2024), as

well as in the educational process (implementation act dated 30 January 2025) and scientific activities
(implementation act dated 30 January 2025) at the National Aerospace University “Kharkiv Aviation Institute”.
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