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1. Israyk P.JL. Po3po6Ka Ta gociimkeHHs iHpopMaLiiiHOi CuCTeMU reHepyBaHHSI BUCOKOEHTPOIIIMHOI ITOCTiIOBHOCTI
BUIIaKOBUX 4yucest. — KpasnidikaliiiHa HaykoBa Ipalis Ha IIpaBax pyKonucy. Jlucepraliist Ha 31006yTTs HayKOBOT'O
CTyIleHs foKkTopa ¢inocodii 3a cnenjanbHicTio 121 - «IHKeHepis nporpamHoro 3abe3nedeHHs» — UepHiBel KUl
HalioHanbHUI yHiBepcuTeT iMeHi I0pig @enpkoBuya, YepHisLi, 2026. Jucepraniiina po6oTa NprUcBsYeHa
CTBOPEHHIO Ta OCIiIKeHHIo iHQOopMaLifiHOI CUCTEeMH [1J151 TeHEPYBaHHS BUCOKOEHTPOIIINHOI [10CiZOBHOCTI
Bunankosux yuces (IIBY) Ha OCHOBI Cy4acHUX TE€XHOJIOTIH Ta METO/iB IPOrpaMHOI iHXeHepii, a TaKoxX
3abe3neyeHHs I0OyI0BaHA HA OCHOBI TEXHOJIOTi €KCTPaKLii XaoCy 3 CTOXaCTUYHUX (Pi3NYHUX SIBUIL: iHTEHCUBHOCTI

nikce1iB 300pakeHHs 3 Beb-KamepHu, a6o uudpoBoi Bieokamepu, GOTO- Ta TEMHOBOTO CTPyMy PoToziona.



OtpumaHi [TBY TakoK MOXYTb 06pOOJISITUCS 32 JOMOMOTOI0 KJIIITUHHUX aBTOMATIB, 110 306i7blIye piBEHb
XAOTUYHOCTI BUNAAKOBOI IOCHAiKOBHOCTI. CUCTEMA MiCTUTh MOZYJIb CTATUCTAYHOI OLIIHKY MOCIiJOBHOCTEN Ta
3abe3nevye KpUIITOCTINKICTb IIpyY K@ pyBaHHi 1 KogyBaHHi. [IpoBeieHO NOPiBHSIbHE AOCiIKEHHS CTaTUCTUYHUX
i po604YMX XapaKTEePUCTUK aHAJIOTIYHUX BiloMux reHepaTtopis [1BY, sike nokasaso nepesary CTBOPEHOi CUCTEMMU 32
psiIOM MOKa3HUKiB. CucTemMa Mae 6a30Bi BHYTPIllIHI epeBipKY, PEryJI0BaHHS CIIiBBiIHOIIEHHS SIKOCTi Ta MBUJKOCTI
IIOTOKY i IOCTOOPOOKY KIITUHHUMU aBToMaTamu. OKpiM TOro cuctema Mae BiIKpUTICTh anlapaTypy Ta IIPOrpamMHOTo
3abe3neyeHHs Open-hardware Ta open-source (GPLv3) B TOMY 4KCJli AJ151 3aCTOCYBaHHS Y HEIPOHHUX MEPaXkax.
J7151 po60TH 3 KPUNTO-NIPUMITHBAMU Ha OCHOBI KJIiTMHHUX aBTOMATiB CTBOPEHO 6i6/1i0TEKY Ha MOBi TPOrpaMyBaHHS
Java. ExcieprMeHTaIbHO MinTBEPIKeHO e(DeKTUBHICTD KIIITUHHUX aBToMartiB rpasui 30, 90, 105. 3abe3neyeHo
HenepepBHy reHepauio [1BY 3amanoi NpogyKTUBHOCTI Ta SIKOCTI. [lepmuil po3is MiCTUTE KIIIOYOBi BiIOMOCTI 3
Teopii renepatii BUCokoeHTpomninHux [1BY, a Takox BifoMocCTi 1po anapaTHi reHeparopu I1BY B cucremax
indopmauiitHoi 6e3neku. Po3risiHyTO pi3Hi Migxoau 10 IKepea eHTPOIlii Ta IPOrpaMHO-KOHCTPYKTOPCHKOTO
oTo4yeHHs. [IpoaHasnizoBaHoO iX 3HaY€HHS y CUCTEMaxX Ha OCHOBI KPUIITOKOJOBUX Ta WN(PYBaTbHUX KOHCTPYKLH.
OO6rpyHTOBaHO AOLINbHICTb JOCTiAKEeHHS POTO-enekTpuyHux ssull, (OES) Ta KBaHTOBUX SIK iKepeJia eHTPOoIii AJ1st
reHepauii [1BY. Y npyromy po3aisi gucepranilHOro gOCIHiIKEHHS OIMCAHO OOCIII)KEHHS IHTEHCUBHOCTI ITiKCEJIiB
300paskeHHs 3 BeO-KamepH, abo 11udpoBoi Bieokamepu, poTo- Ta TEMHOBOTO CTpyMy GOTOAIOAA 3 BUCOKOIO
KBaHTOBOIO €(EeKTUBHICTIO SIK TPUPOIHUX TixKepes njis reHepallii [1BY. [TokazaHo, 1110 MOCigOBHICTb BUNIAAKOBUX
qlCceJl, 3AreHepoBaHa Ha OCHOBI IHTEHCUBHOCTI MiKCeJIiB 300pa’keHHsI BileOKaMepy Ma€e IMPOAYKTUBHICTb 85-288
M6it /cek. [IpoBefieHO IOCTiIPKEeHHSI riOpUIHOTO TeHepaTopa MOCiJOBHOCTEN BUNAIKOBUX YMCEJI, SIKA TIOEIHYE Y
C00i reHepaTop Ha OCHOBI Be6-KaMepH i KITUHHUX aBTOMATIB. TpeTill po3fin mpucBsyeHO CTBOPEHHIO
iHopmaLliiiHOi cucTeMu reHepyBaHHs IIOCJIiOBHOCT] BUNIAIKOBUX YMCEJI HA OCHOBI YCiX TPbOX T€HEPATOPIB i3
06po6Ko10 oTpuManux [1BY 3a 1O0MOMOrowo KIiTHHHUAX aBTOMATIB. [HTepdeiic CUCTEMHU 03BOJISIE KEPYBATU
rapaMeTpamy reHepaliii YMCI0BUX IIOCTiOBHOCTEN; PEryJoBaTH 6aiaHC MK IIBUIKICTIO Ta piBHEM Oe3rexku. Y
YeTBEPTOMY PO3/iJi BUCBITIIEHO PE3YyJIbTaTU 3aCTOCYBAaHHS PO3p06JIEHOI CUCTEMU IIpY (POPMYBAHHS BXiTHOTO
BEKTOpa AJ14 xel-QyHKUii, 1151 creraHorpaiyHMX CUCTEM a TaKOX AJ1s1 POPMYBAHHS KpUNTOrPadiuHUX KIIIOYiB.
PesysipTaTt po60TH BIpOBaKeHi Ta BUKopuctoByeTbest y TIB 3ABO]I «KBapuy, Kaskad Developers Group Ta
KomIaHii «Datawiz» njis nigBUILEHHS KPUNITOCTIMKOCTI IPOrpaMHOTo 3a6e3reyeHHs. Y BUCHOBKaX I1iICyMOBaHO
OCHOBHi pe3yJIbTaTu JUCEPTALiIHOrO JOCiIKeHHS. Y JoAaTKax I0JaHO HayKOBi Iy6Jtikaliii, B IKUX BiloOpakeHO
OCHOBHI HayKOBi pe3yJbTaTy poO0TH, BiJOMOCTI IIPO anpoballilo pe3ybTaTiB qucepTallii, akTi Ta JOBiIKY [IPO
BIIPOBA/>)KEHHSI Pe3yJIbTaTiB poOOTH, JIICTUHT YaCTUHM KOy ITporpamu. TeopeTuyHe 3HauYeHHs. Pe3ysbTaTu
TEOPETUYHUX JOCIIIPKEHb MOXKYTb 3aCTOCOBYBATUCH IJIS1 LOCJIIIPKEHD Y rajy3i IpOrpaMHOi iHKeHepii, a TaKOXK y
HaBYaJIbHUX Kypcax Kadepu NPOrpaMHoro 3abe3nedeHHs KOMITIOTEPHUX CUCTEM UepHiBE1bKOT0O HalliOHAJIbHOTO
yHiBepcuTeTy iMmeHi lOpis @enpkoBuya (ta inmux 3BO). [IpakTyHe 3HaYeHHs. Po3pobieHa y aucepTauiiiHiil poboTi
indopmaniitHa cucTema JJ1sl reHepallii 10CiZOBHOCTE! BUNAAKOBUX YKCEJl MOXE B [10JAJIbIIOMY
BAKOPUCTOBYBATHUCS [JI IPAKTUYHOI peastisalii. 3anpornoHoBaHi Nigxoau 10 re’epatii BXiZJHOro BEKTOpa Xell-
(YHKUIN i3 BAKOPUCTaHHSIM KJIITUHHUAX aBTOMATIB Ta MIOCJIiJOBHOCTEN BUIAIKOBUX YHUCEJI, CTeraHOrpa@ivHi
aJITOPUTMU Ta JITOPUTMU reHepaliii KpunrorpadiyHux Ki04iB, BAKOPUCTOBYIOThCS Y kKommnaHii TIIB 3ABO/]
«KBapu», Kaskad Developers Group Ta koMmmnaHii «Datawiz» — 1151 po3po0OKU BJIaCHOTO ITPOTPaMHOT0 3a6e3neyeHHs
NiABUILEHOI KPUNITOCTIMKOCTI. KiTI04oBi cy10Ba: IporpaMHe 3a6e3nedyeHHs, BUIAJKOBI YMCa, IpKepesa eHTPOllii,
Xa0THYHA CUCTeMa, Kibepbesreka, KpUIITO-KOAyBaHH, iHpopmaniitHa cucteMa, mudpyBaHHs, FeHEPaTopP,

BijeokaMepa, 300paxkeHHs, GOTONioM, KBAaHTOBA e(eKTUBHICTh, XelI-QYyHKIIisl, HellpoMepexa.

2. Diachuk R. Information System for Generating a High-Entropy Random Number Sequence. — Qualification
scientific work as a manuscript. Thesis for the degree of Doctor of Philosophy in Specialty 121 - “Software
Engineering” - Yuriy Fedkovych Chernivtsi National University, Chernivtsi, 2026. The proceeding is devoted to the
development and investigation of an information system for generating high-entropy random number sequences
(RNS) based on modern technologies and software engineering methods, as well as the use of photoelectric
phenomena as entropy sources. The developed system and its software are based on the technology of chaos
extraction from stochastic physical phenomena: image pixel intensity obtained from a webcam or digital video



camera, as well as the photo-current and dark current of a photodiode. The generated RNS can additionally be
processed using cellular automata, which increases the chaoticity of the generated sequences. The system
includes a statistical evaluation module and provides cryptographic strength for encryption and encoding. A
comparative study of statistical and operational characteristics of known random number generators has been
carried out, demonstrating the advantages of the proposed system across several indicators. The system includes
internal validation mechanisms, regulation of the balance between output quality and generation speed, and post-
processing using cellular automata. Furthermore, the system is characterized by open hardware and open-source
software (GPLv3), including applicability in neural network systems. In addition, a Java-based library has been
developed for working with cryptographic primitives based on cellular automata. The effectiveness of chaotic
cellular automata Rules 30, 90, and 105 has been experimentally confirmed. Continuous generation of RNS with
specified performance and quality parameters has been achieved. The first chapter contains key information on
the theory of high-entropy random number generation, as well as hardware random number generators in
information security systems. Various approaches to entropy sources and software-hardware environments were
investigated. Their role in systems based on cryptographic coding and encryption schemes is analyzed. The
feasibility of investigating photoelectric phenomena (PhEPh), as well as quantum phenomena, as entropy sources
for random number generation has been substantiated. The main research tasks have been formulated. The second
chapter presents a study of pixel intensity from webcam or digital video camera images, as well as the photo-
current and dark current of a high-quantum-efficiency photodiode, as entropy sources for generating RNS. It is
demonstrated that sequences generated from video camera pixel intensity achieve throughput ranging from 85
Mbit/s to 288 Mbit/s. A hybrid random number generator combining a webcam-based generator with cellular
automata has also been investigated. The third chapter is devoted to the development of an information system for
generating random number sequences based on all three generators with post-processing using cellular automata.
The interface of the system enables control over generation parameters and adjustment of the balance between
generation speed and security level. The fourth chapter presents the application of the developed system for
forming input vectors for hash functions, steganographic systems, and cryptographic key generation. The obtained
results have been implemented and are being used at Kvarts Plant, Kaskad Developers Group, and Datawiz to
improve software cryptographic strength. The Conclusions summarize the main results of the dissertation
research. The Appendices include scientific publications reflecting the principal research findings, information on
the approbation of the dissertation results, certificates and reports on the implementation of the research
outcomes, and listings of parts of the program code. Theoretical significance. The obtained results may be applied
in software engineering research, as well as in educational courses at Yuriy Fedkovych Chernivtsi National
University and other higher education institutions. Practical significance. The information system for generating
random number sequences developed in this dissertation can be further employed for practical implementation.
The proposed approaches to generating input vectors for hash functions using cellular automata and random
number sequences, as well as the developed steganographic algorithms and cryptographic key generation
algorithms, are being utilized at ZAVOD Kvarts, Kaskad Developers Group, and Datawiz for the development of
proprietary software systems with enhanced cryptographic strength. Keywords: software, random numbers,
entropy sources, chaotic system, cybersecurity, cryptographic encoding, information system, encryption,
generator, video camera, image, photodiode, quantum efficiency, hash function, neural network.
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KBasigikamis: . t. u., gouent, 05.13.05

InenTudikarop ORCID ID: 0000-0002-8742-8872

JopaTrkoBa indpopmanis:

IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI 0COOM: HaujonanbHuil yHiBepcuteT "JIbBiBCbKA MOTTITEXHIKA"
Kog 3a €IPIIOY: 02071010

Micue3Haxoa>KeHHs: sy Crenana Bauzepu, JIbsis, 79013, Ykpaina

dopma ByacHOCTI: [lepxkasna

Cdepa ynpaBiriHHS: MiHicTepCTBO OCBITH | HayKy YKpaiHu

InmenTudikarop ROR:

PeuenseHTu

BaacHe IlpizBume Im's I1o-6aTbKOBI:
1. Inmartap I[letpo Muxainnosuy

2. Petro M. Shpatar

KBasigikamnis: . . u., gou., 05.27.01
InenTudikarop ORCID ID: 0000-0003-4088-1458
JopaTrkoBa iHdpopmamnist:

IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI 0COOM: UepHiBenbKuii HallioHaIbHMI yHiBEpCUTET iMeHi FOpis

denproBuya
Kopg 3a €IPIIOY: 02071240
Micue3HaxoaKeHHS: ByJ1. Komo6uHcebkoro, Yepaisui, 58012, Vkpaina

dopma ByacHOCTI: [lepxkasna



Cdepa yIIpaBJIiHHﬂ: MiHicTepcTBO OCBiTH 1 HayKU YKpaiHu

InenTudikarop ROR:

VIII. 3aKkJII04Hi BiZOMOCTi

Biacsue IpizBume Im'st [To-6aTbKOBI Banoscsx Cepriit Bacumbosuy
TOJIOBH pagu

Biacue IlpisBume Im'st [To-6aThKOBI Bamoscsk Cepriit BacuiboBid
rOJIOBYIOYOTO Ha 3acCiiaHHi

BiagmoBizasibHUM 32 MiATOTOBKY Jsrayk Poctncnas JlioGomMupoBndy
00JIiKOBUX JOKYMEHTIB

Peec'rpa'rop Opuenko TersiHa AHaTOJIiBHA

KepiBHuk Bigainy YKpIHTEI, mpo €
BiZIIOBiZaJIbHUM 32 peECTpallil0o HAyKOBOi IOpuenko TeTsHa AHaTosiiBHA

OisSIIBHOCTI




