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1. InTenexTyanbHa iHpopMalilfiHa TeXHOJIOris BUSIBJIEHHS i kiacudikalii aTak Ha iHpopMalliiiHi TeJleKoMyHiKalilHi
Mepexi

2. Intelligent Information Technology for Attacks Detection and Classification in Information Telecommunication
Networks

Pedepar:

1. Incepranis NpUCBsYEHA aKTyaJbHUM MATAHHSIM PO3POOKU HOBUX METO/IIB BUSBJIEHHS i kyacudikalii aTak Ha
indopmaliiiHi TeslekoMmyHiKauiiiHi Mepexi (ITM) IIXOM BUKOPUCTAHHS IITYYHUX HEMPOHHUX MEPEX i ITyYHUX
iIMYHHMX cUCTeM i IpaKTUYHOI peasizalii po3pobsieHoi Ha ix OCHOBI iHTeseKTyasbHOi iHdpopMaLiiiHOi TexHoJIOori], a
TaKOX OLiHL;j ii JocToBipHOCTI. BjockoHaseHO MeToA o6y I0BM HEMPOMEPEKEBOro AeTeKropa arak Ha I'TM Ha
OCHOBI HEMIPOMEPEKI BEKTOPHOI'O KBAHTYBAHHS, KUY BUKOPUCTOBYE 80% HEMPOHHUX €JIEMEHTIB B IPUXOBAHOMY
mapi, SKi BiAMOBIZAaOTh TUITy aTaKY, 2 OCTAHHI - HOPMAJIbHOMY 3'€JHAHHIO, SIKa XapaKTepU3yEThCS MaJIUM 06'eMOM
HaBYasIbHOI BUOIpKU. [I7151 iepapxiuHoi knacudikallii MEpekeBUX aTaK BIOCKOHAJIEHO METO/ TOOYJOBU CYKYITHOTO
kiacudikaTopa Ha OCHOBI 6araTOKaHAJIbHUX HEMPOMEPEXKEBUX AETEKTOPIB, SIKUI [10€HYE€ BUKOPUCTAHHS METOY
TOJIOBHMX KOMIIOHEHT, 00'€JHaHHSI i yCYHEHHs1 KOHQJIIKTiB Mi’K HABYEHMMU Ha EBHUI TUII aTaK

HelpoMepeXXeBUMU JAeTEeKTOPaMU, 1[0 TO3BOJIMJIO 3MEHIINTY PO3MIiPHICTh aHaIi30BaHoi iHdopMmariii Ta



knacudikyBaTu Mepexxesi araku. Po3po6i1eHo KoMGiHOBaHMI MeTOM, Ha OCHOBI iHTerpauii HelipomepeskeBux
IETEKTOPIB B IITYYHY iIMyHHY CUCTEMY, 10 no3Boauino HIJl amantyBatucs go HeBinomux atak Ha ITM 3a paxyHOK
30iICHEHHH olepaliil KJIOHyBaHH4 i myTanii. Ha OCHOBI 3aIIpOIIOHOBaHMX METO/IB OTpUMaJa IOAAJIbIINY PO3BUTOK
iHTesnekTyanbHa iHDOpMaliliHa TeXHOJIOTis BUSIBIEHHS i knacudikauii atak Ha [TM 1I9Xx0M BUKOPUCTaHHS 6a30BUX
NPUHLMIIB QYHKLIOHYBaHHS IMYHHOI cCMCTEMH 3 MeTO0 (POPMYBaHHS HAlKpaIloi MOMyJIsiLii 1eTeKTOoPiB, sKa
XapaKTepU3yeTbCsl FTeHePyBaHHSM MHOXKUHU JAETEKTOPIB [J1s1 KOKHOTO TUILY MEPEesKeBOi aTakH.

2. The thesis is devoted to topical issues of the development of new methods for the detection and classification of
attacks on information telecommunication networks (ITN) by using artificial neural networks and artificial immune
systems, and implementation of intelligent information technology that is based on mentioned above, and the
assessment of its reliability. The method designing the neural network detector attacks on ITN is improved, and it's
based on neural network of vector quantization which uses 80% of the neural elements in the hidden layer that
meet the type of attack, and the last - to the normal connection which is characterized by a small number of the
training set. The method designing a comprehensive classifier is improved for the hierarchical classification of
network attacks. This method is based on multi-channel neural network detectors, which is uniting the principal
component analysis, consolidation and elimination of conflicts between the neural network detectors, each of
which is trained for a certain type of attack, which allowed reducing the dimension of the analyzed information
and classifying the network attacks. There is developed a combined method that is based on the integration of
neural network detectors in an artificial immune system, this allowing them to adapt to unknown attacks with the
help of cloning and mutation operations. On the basis of proposed methods was developed further intelligent
information technology for detecting and classifying attacks on ITN by using the basic principles of the immune
system in order to create the best population of detectors. Developed technology is characterized by the
generating the detectors set per each type of network attack.
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