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1. Y pucepTauiiHOMy JOCJIiIKE€HHI 3[[iHCHEHO KOMIIJIEKCHMI aHaJli3 KOHCTUTYLTHO-IPAaBOBOTO 3a0€3I1€4eHHS IIPaB
JIIOJIMHY B yMOBax IupoBsizauii SIK 0IHOTO 3 KJII0YOBUX BUKJIVKIB Cy4aCHOI IPaBOBOI iep>KaBU. AKTYaIbHICTh TEMU
IOCJiIKeHHs] 0OyMOBJIEHa CTPIMKUM PO3BUTKOM iHGOPMaLiliHO-TeJIeKOMYHIKaLiTHUX TEeXHOJIOTH, sIKi
BIIPOBAPKYIOThCS Y Pi3HI cpepy CYCIiJIbHOTO XXUTTSI Ta iCTOTHO BIJIMBAIOTh HA XapaKTep My6siYHO-IIPaBOBUX
BigHOCHH. B yMoBax ¢popcoBaHoi undpoBoi TpaHchopMallii BidyBaeThCs IEPEOCMUCIIEHHS CIIOCOOIB peasisarii
KOHCTUTYLIHUX IIPaB, 3'BJISIOTHCS HOBI 1(POBi npasa my61iYyHO-1IpaBOBOi IPUPOLH, BUHUKAIOTh JOAATKOBI
PHU3MKU Ta 3arpo3y IIpaBaM 0COBMCTOCTI y BipTyalbHOMY cepefoBullLi. BomHouac, HAayKOBe OCMMCIIEHHS BILJIUBY
uM@poBisalii Ha KOHCTUTYLITHO-TIPAaBOBUM CTATyC 0COOU, OCOOJIMBOCTI peaisallii KOHCTUTYLIHUX NIPaB B YMOBax
111(POBOTO CYCHiNIbCTBA, iX FAPAHTOBAHICTh, @ TAKOXK €(PEKTUBHICTb iCHYI0YOTO I0PUIUYHOTO MEXaHi3MY 3aXUCTY

3QJIMMIAITHCS HEJIOCTATHBO OIpanboBaHUMU. Cyd4acHa ernoxa HayKOBO-iHHOBALIIHOTO PO3BUTKY XapaKT€PU3YEThCS



BIIPOBAPKEHHSIM iH(POPMaLIiMHO-TEJIEKOMYHIKaLliTHMX TEXHOJIOTIN y PI3HOMaHITHi cdepy CyCHiIbHOTO KUTTS, L0
CYIIPOBOMKYETHCS SIK TIO3UTHBHUMU 3MiHaMU (IIPUCKOPEHHS 0OMiHy iHpopMmaliieo, po3MPEHHS MOKINBOCTEN
iHpopmOBaHOCTI rpOMaisiH, BIOCKOHAJIEHHSI OpraHi3alliiiHuX Ta yIpaBiliHChKUX IIPOLECiB), TaK i HEraTUBHUMU
HacJligKaMu (KiGep3JI0YMHHICTh, TOPYIIEHHS HEAOTOPKAHHOCTI IPUBATHOTO JXUTTSI, 0OMEKEHHS CBOOOIU CJIOBA).
HepiBHOMIipHUIT OCTYIl OKPEMUX TPYI TPOMAISH 110 iH(POpMaLiiHO-TeJIeKOMYHIKaLlilHUX TEXHOJIOTIH, TOOTO
1M(ppoBUI pO3pUB, BUKJIMKAE LUPPOBY HEPIBHICTD, 10 € Cy4aCHUM Pi3HOBHOM COLliajIbHOI HEPiBHOCTI Ta
IIPU3BOJUTH 10 OOMEKEHHS KOHCTUTYLiIHUX TIPaB JIIOJVMHU Ta TPOMaISTHUHA. Bce 1ie 3yMOBJIIO€ BaKJIUBICTh
yIOCKOHAaJIEHHS My06JIiYHO-TIPABOBOrO PEryJI0OBaHHS, CIIPSIMOBAHOTO Ha 3a6e3rnedeHHs 6e3rnexku iHpopmaliitHoro
IIpocTopy Ta eeKTUBHOI peasizallii KOHCTUTYLIHUX [IPaB y BipTyaJlbHOMY CepeloBHILi. Y po6OoTi Bepiue
3[1ifICHEHO CIIPOOY CUCTEMHOIO PO3IJIsly IIPaB JIIOJVUHU B YMOBaxX Lu(poBisallii cycnisibCcTBa 3 NO3MULii
KOHCTUTYLIHO-NIPaBOBOi Hayku. OGIPYHTOBAHO HACTAHHS SIKICHO HOBOTO €Tally PO3BUTKY IIPAB JIIOAUHH,
006YMOBJIEHOTO LU POBUMHU 3MiHAMU B CYCIIiJIbCTBI, 110 XapaKT€PU3Y€ETbCSI BUKOPUCTAHHSIM BipTyaJbHUAX CIIOCOOIB
peasizallii npas J0JUHY, YTBOPEHHSIM HOBUX LIM(PPOBUX IIPaB My0JIiYHO-TIPAaBOBOi IPUPOIHY, ITOSIBOIO JOIaTKOBUX
PU3UKiB IOPYLIEHHS IIPaB OCOOUCTOCTI Y BipTyaJIbHOMY CEPEOBUIIi, BAHUKHEHHSIM i 3arOCTPEHHSIM NIPO6JIeMU
udpoBoro po3pusy. CHopmMyIbOBAHO aBTOPChbKE BU3HAUEHHS MOHATTS «LU1(POBi3allis CyCHiibCTBa» B My0OJiYHO-
[IPaBOBOMY BUMIDI, sIKe TPaKTYEThCS SK: 3 OHOTO OOKY, SIK IIPOLieC BIIPOBAIKEHHS B IyOJIiYHO-TIPABOBI BiTHOCHHU
MOXJIMBOCTEN iHPOpMaLiiHO-TeJIeKOMYHIKalliHUX TEXHOJIOTIH, 1110 BIIJIMBAIOTh HA CTYIiHb 3aXUILEHOCTI Ta
0CO6IMBOCTI peaizallii OKpeMUX KOHCTUTYLIMHYX [IPaB JIIOAWHY; 3 iHIIOTO — SIK HEOOXiHMI 3aCib NOCSITHEHHS
CTPATeriyHo NMPiOPUTETHOI METHU AepKaBy — N0OYI0BM iH(POPMALiIIHOTrO CyCHilbCcTBa. Bu3Ha4yeHO MDKHApOIHO-
IIPaBOBi CTaHJAPTH IIPaB JIIIMHU B yMOBax LM(poBizalii, SKi BKI0YaI0Th PO3IINPIOBaIbHE TAyMayeHHs [10JI0KEHb
IiI0YMX MI>)KHAPOJHMUX AKTIB Yy Tajysi IIpaBs JIIOJVMHA CTOCOBHO HOBOI BipTyaJibHOI PEasibHOCTI; PIBHUM 3aXUCT IIpaB
J0avHY B 0QJIafHOBOMY Ta OHJIAHHOBOMY CepeJIOBUIIi; 0O0BI3KOBICTh CIIPUSIHHS KOXKHOI Iep>KaBU B peasisalii ta
3aXUCTi IpaB JIIOAUHYU B iHPOpMaliiiTHOMY IIPOCTOPi; 3ab6e3leyeHHs! LOJATKOBUX IIPABOBUX rapaHTil Iep>KaBHOTO
3aXMCTY KaTeropism ocibd, Haiibinbu1 BpasauBuX y LUGPOBY €noxy. 3allpoNOHOBAHO aBTOPCHKY Kaacuikaliiio
MIXKHApOJHO-IIPaBOBUX CTAaHAAPTIB IIPaB JIIOJUHY B YMOBax Lu@posisalii: 3a cyd’'ekrom (mpuiinsarti OOH, Paporo
€sponu, OBCE Ta iHmMMKU MDKHapOJAHUMU OpPraHi3allisiMu); 32 06'€KTOM (HOPMHU i IPUHLUIIN, IO CTOCYIOTbCS BCIX
IIpaB JIIOJMHY i TPOMAa/IsTHUHA, i HOpMHU i IPUHLMIIN, CIIPSIMOBAaHi Ha 3ab6e3le4eHHs IIpaB, Hal6iIbIl YPas3iInBUX y
111(pPpOBY enoxy (Hanpukiaj, akTUBHE BUOOpYE [1PaBo, [IPAaBO Ha IIPUBATHE JKUTTS, CBOOOA BUPQKEHHS AYMKHN); 32
c(eporo 3aCTOCYBAaHHS (CIPSIMOBaHi Ha 3a6€3I€4eHHS IIPaB JIIOJVHU 3arajoM, B Mepexi «IHTepHeT» i cripsMoBaHi
Ha 3abe3revyeHH s IPaB JIIIMHY B OKPEMOMY CEIMEHTI BipTyaJIbHOTO CepefoBUIa (Y COLiaJIbHUX MEpeskax,
IIOIIYKOBUX CUCTEMAX), L0 J,03BOJIsIE CTPYKTYPYBaTh HOPMATUBHO-TIPABOBE PETrYJIIOBAHHS 3aXUCTY IIPaB JIIOJUHU Y
BipTyaslbHOMY cepenoBuili. OGIPyHTOBAHO, 1110 OCHOBY [IPABOBOTO CTaTyCy OCOOUCTOCTI Y BipTyaJIbHOMY
cepenoBuUIli CKIAaNAl0Th IPAaBO Ha CBOOOAY, IPaBo Ha iHdopMalio Ta cBob6oa ciaoBa. CaMoCTiliHe BUSHAYEHHS
0COOKCTICTIO CTyII€HS CBOE€i y4acTi B 1MPPOBUX KOMYHIKallisX, ii cBO60A Y BUPKEHHI JYMOK, & TaKOX BiJIbHUI 06ir
iHdopmaltii € ymoBolo peanizallii iHIIKX Npas, o 3a3Hany nudposizauii. [JoBefeHo, 10 BAHUKHEHHS HU(POBUX
MOXJIMBOCTEN peaiisalii KOHCTUTYLiMHYX [IPaB JIIOAVHYU HEe BUKJIIOYA€ 3aCTOCYBAaHHS TPAOULIMHNX CIIOCOOIB ix
peautizauii, o 3a6e3neyye iHKIIO3UBHUI XapaKTep KOHCTUTYLIHO-TIPABOBOTIO PEryJIIOBaHHS B yMOBax LUQPOBOi
TpaHcopmalii. 3HayHa yBara npuziseHa aHanisy e(peKTUBHOCTI KOHCTUTYIIIHOrO rapaHTyBaHHS peasisallii npas

JIIOJJMHU B €MIOXY PO3BUTKY LU(PPOBUX TEXHOJIOTIN.

2. The dissertation is devoted to a comprehensive study of the impact of digitalization processes on the
constitutional and legal status of the individual, the implementation of constitutional human rights and
freedoms, and the transformation of legal mechanisms for their protection in the digital age. The

relevance of the research topic is due to the rapid development of information and telecommunication
technologies, which are being implemented in various spheres of public life and significantly affect the
nature of publiclegal relations. In conditions of accelerated digital transformation, there is a rethinking of
ways to implement constitutional rights and freedoms, new digital rights of a publiclegal nature are
emerging, and additional risks and threats to individual rights in the virtual environment arise. At the same time,
scientific understanding of the impact of digitalization on the constitutional and legal



status of an individual, the peculiarities of implementing constitutional rights in a digital

society, their guarantees, and the effectiveness of the existing legal protection mechanism

remain insufficiently developed. The modern era of scientific and innovative development is characterized by the
introduction of information and telecommunication technologies in various spheres of

public life, accompanied by both positive changes (acceleration of information exchange, expansion of citizens’
awareness opportunities, improvement of organizational and management processes) and negative
consequences (cybercrime, privacy violations, restrictions on freedom of speech). Unequal access of
certain groups of citizens to information and telecommunication technologies, i.e., the digital divide, causes
digital inequality, which is a modern type of social inequality and leads to restrictions on constitutional
rights and freedoms of individuals and citizens. All this necessitates the

improvement of public legal regulation aimed at ensuring the security of the information space and the effective
implementation of constitutional rights and freedoms in the virtual environment.

For the first time, the paper attempts a systematic examination of human rights and

freedoms in the context of society’s digitalization from the perspective of constitutional

and legal science. The arrival of a qualitatively new stage in the development of human rights, conditioned by
digital changes in society, is substantiated. This stage is

characterized by the use of virtual methods for the implementation of human rights, the

formation of new digital rights of a publiclegal nature, the emergence of additional risks of violation of
individual rights in the virtual environment, and the emergence and aggravation of the digital divide
problem. The author’s definition of the concept "digitalization of society" in the publiclegal dimension is
formulated, which is interpreted as: on the one hand, a process of introducing the capabilities of information
and telecommunication technologies into publiclegal relations, which affect the degree

of protection and the peculiarities of the implementation of certain constitutional rights and freedoms of a
persono on the other hand, as a necessary means of achieving the strategically priority goal of the state —
building an information society. International legal standards for human rights in the context of digitalization have
been defined, which include an expansive interpretation of the provisions of existing international acts in
the field of human rights regarding the new virtual realityn equal protection of human rights in offline and
online environmentso the obligation of each state to facilitate the implementation and protection of

human rights in the information spacen and providing additional legal guarantees of state protection to
categories of persons most vulnerable in the digital age.
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aKkazeMii Hayk YKpaiHu

Kopg 3a €IPIIOY: 05417130

Micue3HaxoaKeHHS: ByJI. TPbOXCBITUTENbCHKA, OyA. 4, Kuis, 01001, Ykpaina
dopma BiracHOCTI: /lepxasHa

Cdepa ynpaBiiHHS: Haujonanbha akazemis HayK YKpainu

InenTudikarop ROR:

VII. BizomocTi npo odiliiHUX OTIOHEHTIB Ta pelleH3€eHTiB
OdiuiiiHi OIOHEHTH
Baacue IlpizBume Im'a Ilo-6aTbKOBI:

1. besnoB IMuTpo Mukosnanosuy

2. Dmytro M. Bielov

KBasigikamnis: 1. 1. u., npodecop, 12.00.02
InenTudikarop ORCID ID: 0000-0002-7168-9488
JoparkoBa iHdpopmamnist:

TloBHe HaliMeHYBaHHSI IOPHUAHUYHOI 0COOM: [lepkaBHMi BUIIVII HABYAJIbHUI 3aK/Iaj] "YKTOPOZICHKHIA

HalliOHAJIbLHUH YHiBEpCUTET"

Kopg 3a €PIIOY: 02070832



Micue3Haxoa>KeHHS: By [TiaripHa, 6y, 46, Ykropon, Yropogckkuii p-H., 88000, Vkpaina
dopma BracHOCTI: JlepxaBHa
Cdepa ynpaBiriHHS: MiHicTepCTBO OCBITH i HayKy YKpaiHu

InenTudikarop ROR:

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. Bepsioc Harans BosnonumupiBHa

2. Natalia V. Verlos

KBasigikanis: 1. 1. n., npodecop, 12.00.02

Inentudikarop ORCID ID: 0000-0003-3598-2721

JoparkoBa iHdpopmamnist:

IloBHe HaliMEeHYBaHHS IOPHUAHUYHOI 0COOM: 3anopisbKuil HAL[OHAJIBHUI YHIBEPCUTET

Kopg, 3a €IPIIOY: 02125243

Micuesnaxo,rm(eunﬂ: ByJI. YHiBEpCUTETCHKA, Oy1. 66, 3anopixcks, 3anopisbkuil p-H., 69011, Ykpaina
dopma BracHOCTI: JlepxasHa

Cdepa yIIpaBJIiHHﬂ: MiHicTepcTBO OCBiTH 1 HayKH YKpaiHu

InenTudikarop ROR:

Penensentu

Baacwue IlpizBumie Im'a Ilo-6aTbKOBI:
1. Kocrenpka TeTsgHa AHaTOJIiiBHA

2. Tetiana A. Kostetska

KBasigikanis: . . u., nor,, 12.00.02
InenTudgikarop ORCID ID: 0000-0002-3841-4925
JoparkoBa iHdpopmamuist:

IloBHE HaliIMEHYBaHHS IOPUAHNYHOI 0COOH: [HCTUTYT meprkaBy i npasa im. B. M. Kopeupkoro HauionanbHoi

akagemii HayK YKpainu

Kopg 3a €IPIIOY: 05417130

MiCIIGSHaXOA)KeHHH: ByJI. TPbOXCBITUTENBbCHKA, OyA. 4, Kuis, 01001, YkpaiHa
dopma BracHOCTI: JlepxasHa

Coepa ynpaBiriHHS: HaujoHanbHa akazemist HayK YKpaiHu

InenTudikarop ROR:

Baacwue IlpizBume Im'a Ilo-6aTbKOBI:
1. Kaminceka HaTasist BacusniBHa

2. Nataliia V. Kaminska



KBasigikamis: 1. . 1., npodecop, 12.00.11
InenTudikarop ORCID ID: 0000-0002-7239-8893
JoparkoBa iHdpopmamnist:

IloBHe HaiMeHYBaHHSI IOPHUAHUYHOI 0COOH: [HCTUTYT lepKaBy i npaBa im. B. M. Kopenpkoro HaujonansHoi

aKkageMii HayK YKpaiHu

Kopg 3a €IPIIOY: 05417130

Micqesnaxo,szeuna: ByJI. TPbOXCBITUTENBLCHKA, OyA. 4, Kuis, 01001, Ykpaina
dopma ByacHOCTI: [lepxkasna

Cdepa ynpaBiiHHSA: HaujoHasbHa akajieMis HayK YKpaiHu

InenTudikarop ROR:

VIII. 3aKkJIl04Hi BiZoMOCTi

Bsacue IlpisBume Im'st [To-6aThKOBI Baranos Onexcanzp BacuiboBid
rOJIOBH pagu

Biacue IlpisBuie Im's I1o-6aThKOBI Baranos Onekcanzip BacuiboBi
rOJIOBYIOYOTO Ha 3aciJaHHi

BignoBizansHMiA 32 NiATOTOBKY Tornonap O.I.

00JIiIKOBHX JOKYMEHTIB

Peectparop VYKpIHTEI

KepiBHuk Bigginy YKpIHTEI, mo €
BiZIOBiZaJIbHUM 32 peeCcTpallilo HayKOBOIi IOpuenko TeTsHa AHaTosiiBHA

OisiIBHOCTI




