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V. BimomocTi npo gucepraniio
Moga guceprariii:
Koy TeMaTHYHHX PYGPHK: 50.41.27

Tema guceprauii:
1. MynpTuarenTHa indopmauifiHa TeXHOJIOTIS AiarHOCTYBaHHS KOMIT'IOTEPHUX CUCTEM Ha HasIBHICTb OOT-MEpeX y

KOPIIOPATUBHUX MepeKax

2. Multiagent information technology of diagnosis of computer systems of the existence of the botnets in

corporate area network

Pedepar:

1. O6’eKT moCiIKeHHSs — MPOLleC AiarHOCTYBaHHS KOMITIOTEPHUX CUCTEM Ha HasIBHICTb 60T-Mepesx; IpeameT
IOCTiI)KEHHS — MOJIeJli, METOIY i IPOrpaMHi 3aCo6M MyJIbTUAreHTHOI iHpopMaliliHoi TeXHOJIOTi] AiarHOCTyBaHHS
KOMITIOTEPHHUX CUCTEM Ha HAasIBHICTh 60T-MepeX; HOBU3HA - BIIEPIIe PO3POGIEHO METO]] BUSBIIEHHS 60T-MEpeX,
KU 6a3yeThCs HA 3aJTy4€HHI MYJIbTUAr€HTHUX TEXHOJIOTIN Ta HEHPOHHUX MEPEXK HEYITKOrO JIOTIYHOTO BUCHOBKY,
1110 JO3BOJIWJIO TiABUIIMTY JOCTOBIPHICTh BUSIBIIEHHS 60T-MepeX; BIleplie po3pobjeHO MeTo], jJokasizallii 60T-
MEpEX B KOPIIOPAaTUBHUX MepeXax, BilMiHHOIO PUCOIO SIKOTO € BUKOPUCTAaHHS MTOBEIiHKOBUX MOjieseN 60TiB i 60T-
MepeX Ta MYJIbTUAreHTHUX TEXHOJIOTIH, 110 J03BOJIslE BUBHAUUTH Miclie 3HaxXOIKeHHs iH(PIKOBaHMX KOMITIOTEPHUX

CHCTEM i BiiTIOBiTHOTO NPOrpaMHOro 3a6e3re4eHHs; OTPUMaJIY II01JIbIIOr0 PO3BUTKY ITOBEIiHKOBI Mozei 60T~



Mepex i 60TiB, 0COOIMBICTIO SIKUX € BpaXyBaHHS BIUIMBY Aiil 60TIB Ha 60T-Mepexy, 10 LO3BOJIUIIO HMiABUIUTH
IOCTOBIpHICTb BUSIBJIEHHSI HE TiJIbKY BiJlOMUX, @ Il HOBUX 60T-MepeX 3a PyHKLIHHUMU BIaCTUBOCTSIMU; OTpUMaa
[I0/IQJIBIIOrO PO3BUTKY MOZEJb Npolecy fiarHoctyBaHHs KC Ha HasiBHICTb 60T-MepeXK, sIKa Biipi3HIEThCS Bif,
BiJOMUX THM, 1110 BUKOPUCTOBYE MOBEIHKOBI MOJ€Jli O0OTIiB i 60T-MepeX, 110 NO3BOJIUIO BUKOPUCTAHHS iX AJ1s

BUSIBJIEHHS] iCHYIOUMX Ta HEBiIOMUX 60T-Mepex.

2. The object of study - the process of diagnosing computer systems for the presence of botnets; object of study -
models, methods and software of multi-agent information technology of computer systems diagnosing of the
presence of botnets; novelty - botnets detection method based on the involvement of multi-agent technology and
neural network fuzzy inference, thus improving the reliability of detecting botnets; first developed a method for
the localization of botnets in corporate networks, the hallmark of which is the use of behavioral models of bots and
bot networks and multi-agent technology to determine the location of the infected computer systems and related
software; received further development behaviors botnets and bots, which is a feature of the consideration of the
impact of actions bots in botnets, thus improving the reliability of detection is not only known, but also new
botnets based on the functions properties; received further development model of diagnosing the presence of CS
botnets, which differs from the known fact that using behavioral models bots and botnets, allowing their use to
identify existing and unknown botnets.
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