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2. Theoretical basis of universal hashing on algebraic curves

Pedepar:

1. MeTor0 poboTH € po3pobKa Teopii yHiBepcasbHOrO renlyBaHHs 32 palioHaIbHUMU QYHKIISIMA aJre6puiYHIX
KPUBUX 117151 TOOYJOBU CUCTEMMU JIOKA30BO-CTiliKoi aBTeHTudikauii. O6'eKT JOCIiIKeHHs € ITpoliecy aBTeHTUPiKalji
[IOBiJOMJIEHb B KOMII'IOTEPHUX CUCTEMAX Ta MEPEKAX B YMOBAX KOPCTKUX BUMOT BillHOCHO [JOKa30BOI CTIMKOCTI i
MiHiMi3anii BUTpaT Ha aBTeHTUdiKaL0. [I[peMeT noCIinKeHHs € OCHOBHI ITOJIOKEHHS Teopii yHiBepcaJbHOTO
relyBaHHs 17151 IOGYI0BU JOKAa30BO-CTilKOi i 6€3yMOBHOI aBTeHTUdiKallii 10BiOMJIEHb B KOMII'IOTEPHUX CUCTEMAaX
Ta Mepesxkax (iHpopMalililHO TEXHIUHIX cCHCTeMax) B yMOBax [Iifl TOPYLIHUKA, HallpaBJeHUX Ha MojuQiKaliio i
MOPYUIEHHS LIiJIiCHOCTI [OBiOMJIEHb. PO3p0O06JI€EHO TEOPETUYHI MTOJI0KEHHS YHIBEpCAIbHOTO TelllyBaHHS 32
pauioHanbHUMU QYHKIISIMU aIre6pUYHNIX KPUBHX, 110 [O3BOJINJIO BUPIIUTY OCHOBHE MTPOTUPiYys aBTeHTUdiKaLil
MI’K IMOBIPHICTIO KOJIi3ii, BUTpaTaMu KJII04OBOTO IIPOCTOPY i JOBKUHOIO ITOBiOMJIEHHS, IO I€IIy€EThCA.
3anpornoHOBaHO METOJ, YHiBEPCAJIbHOTO relllyBaHHS HaJl PYHKI[iOHATBHUM NOJIEM aJIr€OPUYHUX KPUBUX, OTPUMAHO
OLiHKM MIMOBIPHOCTI KOJIi3il yHiBEpCaIbHOTO rellyBaHHs, ACMMIITOTUYHI BEPXHI IrpaHULi IMOBIPHOCTI KOJIi3il.

[TobynoBano QyHKIIOHAIBHI I10JISI MAKCUMaJIbHUX KPUBMX IIEPILIOTO, APYTOro Ta TPEThoro pony. IIposeneHo



TEOPETUYH] JOCIIiIKEHHS aNreOpuYHUX KPUBUX, PO3PO6JIEHO METOAM O0YMCIIEHHS Y1CIa TOYOK KpuBux Gepma ta
I'ypBiLs, MeToau 11o6ynoBY HETPUBIaJIbHUX KPUBUX Ta MaKCUMasbHUX ['ypBills, BU3HaYeHi HallKpalli KpUBi 117151
VHiBEpCaIbHOTO reiyBaHHs. Po3po6eHo MeTon 064nciieHHs rell GyHKIIiil Ha OCHOBI 00YMCIIEHHS 3a
fararonapaMmeTpU4HOIO cxemolo ['opHepa, 106yJ0BaHO AITOPUTMHU IelllyBaHHS 32 MAKCUMaJIbHUMU KPUBUMU
HaNOINbIIOro NepHoro, IPYroro Ta TpeThOro poay, 3a kpusumu Gepma ta ['ypBils 3 BEJIMKUM YMCIIOM TOYOK, 32
KpuBoto Cy3yki 31 3BMEHIIEHOI0 CKJIaJIHICTIO 00UnCcIeHHs. PO3p0o6ieHO MeTOoAy KaCKaJHOTO YHiBEpCaJIbHOTO
renyBaHHS, IPAaKTUYHI peKOMeH Iallil 1j1s1 3aCTOCYBaHHS METO/IiB YHiBepCaJbHOTO TellyBaHHS 32 alreOpuyHNMU

KPMBUMHU, [IPOTPaMU aHaJjIi3y Ta NOOYA0BY YHiIBEPCAJIbHOTO IellyBaHHS 3a PaliOHaJIbHUMU (PYHKIISIMA KPUABHUX.

2. The aim is to develop a theory of universal hash functions for rational algebraic curves to construct a system
demonstrable persistent authentication. The object of study is a message authentication processes in information
systems and information technology systems under tight requirements for demonstrable resilience and minimize
costs for authentication. Purpose of the study is the main tenets of the theory of universal hashing to construct
provably secure message authentication and unconditional in information systems and information technology
systems in terms of the offender, to the modification and tampering with messages. Theoretical positions universal
hashing on rational functions of algebraic curves that allowed to resolve the basic contradiction of authentication
between probability of a collision, expenses of key space and length hashing messages has developed. The method
of universal hashing over a functional field of algebraic curves has offered, assessment of the collision's probability
of universal hashing as well as asymptotic upper boarder of collisions has obtained. Functional fields on the
maximum curves of the first, second and third genus are constructed. A theoretical study of the algebraic curves is
conducted, methods of point's quantity calculation of the Fermat and Hurwitz curves has designed, construction
methods of the uncommon curve and maximum curves of Hurwitz are developed, and best curves for universal
hashing has defined. The method of hash functions calculation based on calculation via multi-parametrical
Horner's scheme is developed, the algorithms of hashing on maximum curves within highest first, second and third
genus on Fermat and Hurwitz curves, on a curve of Suzuki with a great number of points and the reduced
calculation complexity has constructed. Methods of cascade universal hashing, practical recommendations of
application of the universal hashing methods on algebraic curves, software of the analysis and construction
universal hashing on rational functions of curves are developed.

Jep>kaBHHH peecTpaniiiHuil Homep JiP:

IIpiopuTeTHHI HanIpsIM PO3BUTKY HayKH i TEXHIKHU:
CrpareriyHui NpiopUTETHUI HAIIPSIM iHHOBaLilHOI AiJIbBHOCTI:
ITizcyMKH JOCTiI>KEeHHS:

Iy6sikarii:

HaykoBa (HayKOBO-TE€XHiYHa) IPOAYKILis:
ConiasiIbHO-€KOHOMIYHA CIIPSIMOBAHICTh:

OxoponHi gokymeHTH Ha OIIIB:

BrnpoBaaykeHHs pe3yJIbTaTiB AHcepTalii:

3B'A130K 3 HAYKOBHMH TEMaMH:

VI. BizoMmocCTi Ipo HayKOBOr0 KePiBHHKA /KEPiBHUKIB (KOHCYJIbTaHTA)

Baacue IlpizBume Im'a Ilo-6aTbKOBI:

1. Top6eHko [BaH JIMuTpoBUY



2. Gorbenko Ivan Dmitrievich

KBasigikamis: 5.1.1., 20.01.09
ImenTudikarop ORCID ID: He zactocoyerbcs
JoparkoBa iHdopmamist:

TloBHe HaliMeHYBaHHS IOPHIHUYHOI 0COOH:
Kopg 3a €IPIIOY:

Micue3Haxoa KeHHS:

dopma BiracHocTi:

Cdepa ynpasiiHHS:

InenTudikarop ROR: He zacrocosyerscs

VII. BizomocTi npo odilliiHUX OTIOHEHTIB Ta pelleH3€eHTiB
OdiuiiiHi OTIOHEHTH
Baacue IlpizBume Im'a Ilo-6aTbKOBI:

1. Kopuenko Osexkcannp I'puroposuy

2. Kopuenko Oznekcannp 'puroposuy

KBasigikanis: 1.1, 05.13.21

InenTudikarop ORCID ID: He 3acrocosyerncs
JoparkoBa iHdpopmamnist:

IloBHe HaliMEeHYBaHHSI IOPHUAHUYHOI OCOOH:
Kopg 3a €IPIIOY:

Micue3HaxoAKeHHSI:

dopma BiracHoCTi:

Cdepa ynpasiriHHS:

InenTudikarop ROR: He zacrocosyerscs

Baacue IlpizBumie Im's I1o-6aTbKOBI:
1. Onekcinyyk AHTOH MUKOJIai0BUY

2. Onekcindyk AHTOH MUKOJIaiOBIY

KBasigikanis: 1.1, 05.13.21

Imentudikarop ORCID ID: He zactocoyerbcs
JoparkoBa indpopmamuist:

IloBHe HaliMeHYyBaHHSI IOPHUAHUYHOI OCOOH:

Kopg 3a €IPIIOY:



Micue3HaxoaKeHHS:
dopma ByracHoCTI:
Cdepa ynpasiiHHS:

InenTudikarop ROR: He zacrocosyerscs

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. Mopo3 bopuc IsaHOBuY

2. Mopo3 bopuc [BaHOBUY

KBasigikanis: 1.1, 05.25.05
InenTudikarop ORCID ID: He 3acrocosyerncs
JoparkoBa iHdpopmamnist:

IloBHE HaHMEHYBaHHS IOPHIHYHOI 0COOH:
Kopg 3a €IPIIOY:

Micue3HaxoAKeHHSI:

dopma ByracHoCTI:

Cdepa ynpasiriHHS:

InenTudikarop ROR: He zacrocosyerscs

Penensentu

VIII. 3aKkJII04Hi BiZoMOCTi
BiiacHe IIpi3Buie Im'sa ITo-6aTbKOBI
TOJIOBH paju

BaacHe IlpizBuiie Im's ITo-6aTbKOBI
rOJIOBYIOYOTO Ha 3acCiiaHHi
BignoBigasibHUMH 3a HiATOTOBKY

00JIIKOBHX JOKYMEHTIB

PeecTpartop

KepiBHuk Bigginy YKpIHTEI, mpo €
BiZIOBiZaJIbHUM 32 peECTpallil0o HAyKOBOIi

OisIJIbHOCTI

Bounapenko Muxaitno @enoposud

Bonpmapenko Muxaiino QenopoBud

FOpuenko T.A.



