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KPHUIITOIIEPETBOPEHb

2. Computational synthesis methods of nonlinear substitution blocks to improve the efficiency of symmetric
crypto transformations

Pedepar:

1. O6'eKT - IpoLec CUHTE3y HeJiHIHUX BY3J1iB 3aMiH CUMETPUYHUX KPUNTOIIEPETBOPEHb. MeTa - MiiBUILIIEHHS
€(EeKTUBHOCTI CHMETPUYHUX KPUIITONIEPETBOPEHb HA OCHOBI CUHTE3y HEJIIHITHUX BY3JIiB 3aMiH 3 [TOKpaIleHMMHU
BJIACTMBOCTSIMU. MeTOM - METOAU MaTeMaTUYHOI'O0 MOZIEJII0OBaHHS, Teopil 3axucTy iHdpopmallii, MaTeMaTUYHU
arapar 6yJsieBoi anre6pu, Teopii CKiHU€HHUX I10J1ei, Teopii IMOBipHOCTE i MaTEMAaTUYHOI CTATUCTHKU. AlapaTypa -
[IEPCOHAJIbHU KOMIT'I0Tep. TeOpeTUyHi i MpaKTUYHi pe3yIbTaTy - PO3B'SI3aHO HU3KY aKTyaJIbHUX HAyKOBUX i
IIPAKTUYHUX 33714, SIKi CTOCYIOTbCSI PO3BUTKY Ta BLOCKOHAJIEHHIO MAaTEeMAaTUYHOI MOJIeJIi Ta 069U CII0BAIbHUX
METOJIiB CUHTE3Y HEJIHIMHUX BY3JIiB 3aMiH 3 IIOKPal€eHMU BJIACTUBOCTSIMY 3 BUKOPMCTAHHAM MaTEMaTUYHOTIO
arapary HeJBillKOBUX KpuANnrTorpadiuHux QpyHKUiNA. Po3p0o6eHo Ta IPOrpaMHO Peasi3oBaHO HU3KY

00U CIIIOBAJIbHUAX aJITOPUTMIB, SIKi 03BOJISIIOTH (POPMYBATU PETYJISIPHI BY3/1M 3aMiHU 3 IOKPAIl€eHUMU

Kpurnrorpa@iuHUMU BJIaCTUBOCTSIMHY, & TaKOX OLiHIOBAaTU e(PeKTUBHICTh 3MEHIIEHUX BEPCiil Cy4yaCcHUX OJI0KOBUX



mu@piB. HaykoBa HOBM3HA - HAabyJIa MOJABLUIOTO PO3BUTKY MAaTEMATUYHA MOJIEJIb PETYJISIPHUAX HEJIiHIMHUX BY3JIiB
3aMiH CUMETPUYHUX KPUIITOIIEPETBOPEHD 3 BUKOPUCTAaHHSIM HeBiMKOBUX KpuntorpadivHux QyHKIiN B
apu@MeTHLli CKiH4eHUX I10J1iB; yIOCKOHAJIEHO 00YMCIIOBAIbHUI METO/, CUHTE3Yy HeJliHiiHUX BYy3J1iB 3aMiH (MEeTO[,
imiTanii Bignany) mIsxoM po3poOKU KPUTEPIiB MOLIYKY 3 BUKOPHCTAHHSIM CIEKTPAJIbHUX Ta KOPEJISIiHUX
BJIACTUBOCTEN HeABIMKOBUX KPUNTOrpadivyHux (PyHKIi Ta JUHAMIYHMX BaroBUx Koe@ilieHTiB; HA0YB [104AJIbIIOTO
PO3BUTKY O0YMCIIIOBAJIbHUI METOJ, IPOTHO3YBaHHSI OLiHOK €(PEKTUBHOCTI CUMETPUYHMX KPUNTONIEPETBOPEHDb HA
OCHOBI JOCiI)KeHHS JU(epeHLiNHYX i JiHIMHUX BIaCTUBOCTEN 3MEHILIEHUX MoZesiel NQPiB 3 ypaxyBaHHSIM
IIOKA3HUKIB HEJIiHIITHOCTI Ta aBTOKOPeJIsILii BUKOPMCTOBYBAaHUX HEJIiHIHUX BY3J1iB 3aMiH; Ha0yJIM [10AAJIbIIOTO
PO3BUTKY METOY OL[iHKM OOYMCIII0BAJIbHOI €(PeKTUBHOCTI IMOBiIpHICHOTO (II06ITOBOT0) CUHTE3Y PEryJsipHUX
HeJIiHIHYX By3J1iB 3aMiH i3 3aaHuMu KpuntorpagiyHMMU NokazHUKaMu. OTPUMaHO aKTH peasisaliii pe3ysbTariB
IOCiIXeHb Ha BUPDOOHULTBI y mistmbHOCTI TOB "Mikpokpunt TekHOs04KIC" Ta y HaBYaIbHOMY NPOLIEC]
XapKiBCBKOTO HalliOHaJIbHOTO YHiBepcuTeTy im. B.H. Kapasina. PeaynbpTatu guceprauiiiHoi po60TH pEKOMEHYEThCS
BHUKOPHCTOBYBATHU 1P POBEIEHHI HAYKOBO-JOCIIHUX Ta AOCIiTHO-KOHCTPYKTOPCHKUX POOIT 3i CTBOPEHHST HOBUX
KpunrorpadiyHux 3acobiB 3axucTy iH(popmallii, 4715 MiArOTOBKY CIIELialiCTiB y BUIMX HAaBYaJIbHUX 3aKJagax
MiHicTepcTBa OCBiTU i HayKu YKpaiHUu IPU BUBYEHHI y460BUX QUCLUILIIH 3 Teopii 3axucTty iHpopmatiii.

2. Object - the process of synthesis of nonlinear substitution boxes of symmetric crypto transformations. Purpose
- improvement of the efficiency of symmetric crypto transformations based on the synthesis of nonlinear
substitution boxes with improved properties. Methods - methods of mathematical modeling, information security
theory, the mathematical apparatus of Boolean algebra, the theory of finite fields, the theory of probability and
mathematical statistics. Theoretical and practical results - solved a number of relevant scientific and technical
issues related to the development and improvement of mathematical model and computational methods of
synthesis of substitution boxes with improved properties using a mathematical apparatus of non-binary
cryptographic functions. A number of computing algorithms that form regular substitution blocks with improved
cryptographic properties, and also evaluate the effectiveness of the reduced models of modern block ciphers are
designed and impleneted. Scientific novelty - the mathematical model of regular nonlinear boxes of
cryptotransformations using symmetric non-binary cryptographic functions in arithmetic of finite fields is
developed, method for the synthesis of nonlinear substitution boxes (the method of simulated annealing) through
the development of search criterions using spectral and correlation properties of non-binary cryptographic
functions and dynamic weights is improved; computational method for forecasting efficiency evaluations of
symmetric cryptotransformations based on the study of differential and linear properties of the reduced cipher
models with accounting of nonlinearity and autocorrelation properties of used nonlinear substitution boxes is
developed, computational methods for evaluating the computational effectiveness of probabilistic (bit-to-bit)
synthesis of regular nonlinear substitution boxes with given cryptographic properties are developed. The acts of
the realization of the research results in the production of JSC "Microcrypt Technologies”, and in the educational
process of Kharkiv National University named after V.N. Karazin are received. The results of the thesis are
recommended to use when carrying out scientific-research and research-constructional works on development of
new cryptographic means of protection information, in higher educational institutions of the Ministry of Education
and Science of Ukraine in the study of subjects on information protection theory.
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