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Pedepar:

1. Y po6oTi gocninkeHo NpobieMHi TeOPEeTUYHi i NPaKTUYHI aCNIeKTU BUKOPUCTAHH iHpopMallii 3 eIeKTPOHHUX
HOCIiB Y KpMMiHAJIbHOMY IIPOLIECYaIbHOMY JOKa3yBaHHi. ABTOPOM IIPOBENEHO OIJIA], HagBHUX Y HAYKOBIN
JliTepaTypi JOPOOOK ONKCaHOoi NPO6IEeMaTHKY i BUIOKpEMJIEHO Halbiblll IepCIEeKTUBHI HAaIIPSIMU HayKOBUX
noykis. [IpoBeieHO JOCIIKEHHS Hai6inbLI IIIHHOTO 3 KOMIIAPaTUBICTChKOI TOUKU 30pY 3apyOiKHOIO AOCBILY
BMKOPHMCTaHHS iHpopMallii 3 eIeKTPOHHUX HOCIIB SIK I0Ka3iB y KpUMiHAJILHOMY [IPOLECi, BAOKPEMJIEHO HANOiIbII
palioHasIbHI TPAKTHKY Ta BUCJIOBJIEHO NIPOIO3NLlii, CIIPSMOBaHI Ha BLOCKOHAJIEHHSI HOPMATUBHOTO Ta
IIPaBO3aCTOCOBHOT'O KOMITOHEHTIB. Y AucepTalii NpoaHali3oBaHO 3alIPOIIOHOBAHI HAYKOIO i IPAKTUKOIO TEPMIHU
L7151 IO3HAYEHHS NTPeIMETY NOCiIKEeHHS, KPUTUYHO OCMHUCJIEHO iXHIO OO PYHTOBAHICTh Ta 3alIPOIIOHOBAHO
BXXMBAHHS HaNOiblI pallioHaIbHOTO 3 TEXHIYHOI i (inocodChbKoi TOUOK 30py TEPMiHY. [JoBeAeHO, 10 KaTeropii

«JlaHi», «iHpOopMaLis», «BiIOMOCTI», «<3HAaHHS» HE € TOTOXXHUMHU Ta CUHOHIMIYHUMMH, SIK i TPUKMETHUKOBI BapiaHTU



«Uun(ppOBUITY, «€IEKTPOHHUI», «KOMITIOTEPHUI», «MAIIMHHUI». 3alIPOIIOHOBAHO TAaKUil TEPMiHOBXUTOK: a)
urdpoBi AaHi — 171 O3HAYEHHSI [UCKPETHUX CUTHAJIIB Pi3HOI MPUPOAU (MarHiTHUX, ONITUYHUX, €JIEKTPOHHUX); 6)
MallMHHI HOCIi, HaKoNU4yBayi UM(PPOBUX JAHUX, HOCII AJ151 30epeskeHHs [U(POBUX JAHUX — [JIs1 IO3HAYEHHS
TeXHIYHUX 32C00iB, IPU3HAYEHUX IJIs1 IEpefadi HM(POBUX CUTHAIB y Yaci i npocropi; B) undposa iHpopmalis -
17151 TIO3HAYEeHHS 30epesKyBaHoi (CTaTUYHOI) i IpefcTaBIeHoi (AnHaMidHOiI) y popmi daiiny (Ha (pisudHOMY i
JIOriYHOMY PiBHSIX) LIiTTICHOI CYKyIIHOCTI JaHUX, SIKi MalOTh CMUCJ y BULJISIAL, IPUIATHOMY J1S1 CHPUMHSITTS
JIIOJMHOIO; T') HOCil 1M poBoi indopmauii — AJ1s1 no3HadyeHHs ¢gaityly. 3HayHa yBara y poooTi IpuisieHa
XapakTepHuUM pucam nudposoi iHpopmarii, ki noninbHo KaacudikysaTu y Takuil crioci6: 1) o3Hakw, sKi
BUILJIMBAIOTH i3 cyTHOCTI @ poBoi iHpopmaliii, o rnos’s3aHi: a) i3 camoro iHdopmarlieto; 6) 3 ii HocieM; 2) 03HaKU
uudposoi iHpopmaliii, sIKi IPosBASIOTHCS Yy [OKa3yBaHHI (0O3HaKU LM(PPOBOro A0Ka3zy). 3 orjsiy Ha BUOKpPEMIIEH]
03HaKM aBTOPOM 3alIPOIIOHOBAHO BBAXKATU LM(PPOBUM J0Ka30M: a) HUPPOBY iHPOpMAaLlil0, TIOYEPIHYTY LIISIXOM
BiITBOPEHHSI 3 BUKOPUCTAHHIM TEXHIYHUX 3aC00iB 3MiCTy (ariiy, 30epesKyBaHOr0 Ha HOCIi HM(POBUX JaHUX
(TeopetnyHe Bu3HaueHHs1); 6) uudpoBy iHpopmaliito, orpumany y nepenodoadyeHomy KIIK nopsinky, Ha mifcTasi sIKOi
IizHaBad, CJiguuil, IPOKypOP, CAIAUUIA Cy[ s i Cy[l BCTAHOBJIIOIOTh HASIBHICTD YU BiJICYTHICTb (DaKTiB Ta OOCTaBYH,
IO MAIOTh 3HAYEHHS /111 KPUMiHATIBHOTIO ITPOBA/IKEHHS T MiAJISITaloTh OKa3yBaHHIO (HOPMATUBHE BU3HAUYECHHSI).
Ixepesom uudpoBOro NoKasy BapTo BBaKaTu HOcil nudposoi indopmauii — daiis. ABTOpOM HAroJaouieHo Ha TOMY,
110 y Haylli i IpaKTuLi BiACyTHE eArHe PO3yMiHHS MicLis LUPPOBUX 0Ka3iB B CUCTEMI NIpoLeCyabHUX [IKepeJl:
BYCJIOBJIIOIOTBCSI aPTYMEHTH SIK Ha KOPUCTD BiIHECEHHS 10 TPAJULIMHUX (PEYOBi J0Ka3y, JOKYMEHTH), TaK i Ha
KOPUCTb BUIiJIEHHS OKPEMOI IPYIHU MIPoLieCyalbHUX IKepe (LUPPOBUX YM €JIEKTPOHHUX I0Ka3iB). 3 orJsLy Ha
IIPaBOBY NPUPOLY LIM(POBOro [NOKa3y Ta Hailbinbll epeKTUBHUI CIIOCi6 10ro BUKOPUCTaHHS Y IOKa30Bii
IisI7IbHOCTI apryMEeHTOBAHO BUiJIEHHS HOCIiB 1M(poBoi iH(popmallii B OKpeme NpoliecyasibHe AKepeJio AoKasiB. ¥
KOHTEKCTi BUBHAYEHHSI KaTeropiil «OpUriHas», «4y6siKaT», «Komis» moo nudposoi iHpopmallii aBTOp LOBOAUTH
noTpeby BUKOPUCTaHHS IU(epeHLifioBaHOro MiAX0ny: a) Y TEOPETUYHIN, HOpMAaTHBHIl Ta MPaKTUYHIN IJIOMUHAX;
0) 3 TOuKU 30py YMHHOTrO 3aKoHy (de lege lata) Ta Takoro, NpuiHATTS sKoro 6axaHe (de lege ferenda). 3 Touku 30py
yuHHOi pepakuii KITK Hocii nudposoi indopmariii, 3a 3aralbHUM NPaBUJIOM, MAIOTh OYTU NIPECTABJIEH] B OpUTiHaI,
a BUKJIIOYEHHSI IOMYCKAIOTHCS JIMLIE Y IPSIMO Nepe6aueHNX 3aKOHOM BUTAJKaX. 3 TOUKU XK 30PY [1€PCIIEKTUBHOTO
3aKOHY, Hailbi/blI BAsIO0 BUNAETHCS TUdepenLiallis, o nepenodadae BugineHHs: 1) 1udpoBoro opuriHany - a) s
€JIEKTPOHHOTIO IOKyMEHTA — (paiij 3 eJIEKTPOHHUM Hianucom; 6) A inmoi uudposoi indpopmatiii - ¢ait,
CTBOPEHMI1 HANNIEPIIMM 3 [IPEJCTaBIEHUX, 10 SIKOTO HE BHOCUJIMCS 3MiHU, He TIOB’13aHi 3 I0OT0 CTBOPEHHSIM
(BM3HAETHCS OMYCTUMUM i JOCTOBIPHUM (3aCJIyTOBYE Ha HAUOIIbIIY NPOLeCyaIbHy LOBipY); 2) LudpoBoro
Iy6Jikaty — 1e ¢aiij, CTBOPEHUI Mi3Hille 3a OpUriHaJl, ajie 3MiHU [0 SIKOro OyJIv BHECEHI TiJIbKU Y 3B'I3KY 3
KOIiIOBaHHAM (TOOTO cama 1u¢posa iHpopMallis 3aIMINIaCh HE3MIHHOIO) (HiATBEPIKYETbCS OOUUCIIEHHIM
KOHTPOJIbHOI CyMU OpUTiHaily i gy6sikaTy, 06paxoBaHOi Micyisl KOMiloBaHHS i 30epe’keHO0i B OKpeMoMy (aiiiii;
uudpoBuil y6iKaT Mae BU3HABATUCS OPUTiHAJIOM i BUKOPHCTOBYBAaTHCS Y JOKa3yBaHHI Ha PiBHUX 3 HUM 3acaziax);
3) uudpoBoi Komii — a) ckonifioBaHui ¢aity 6e3 NifTBepIKEHHS aBTEHTUYHOCT] (6€e3 Xell-cyMn); 6) eJ1eKTpoHHE abo
narnepose BioOpakeHHs! 3MicTy (ailyly (IPUHTCKPUH, PO3APYyKiBKa TOLIO) (MOXKYTb OyTH JIOMYCTUMI SIK JOKAa3 jnIe
y pasi HEMOJKJIMBOCTI JOCTYITy O opuriHany /my6ikaTy Ta mifTBepasKeHHs TOCTOBIPHOCTI BinoOpaskeHHs 3a

IIOTIOMOTOI0 {HIIMX IIPOLECyaJbHUX IpKEPEJ L0Ka3iB).

2. The dissertation investigates the problematic theoretical and practical aspects of the use of information from
electronic media within criminal procedural evidence. The author reviews the scientific works on the described
issues and identifies the most promising directions of scientific research. Due to comparative point of view the
most valuable foreign experience in the use of information from electronic media as evidence within criminal
proceedings was observed, the most rational practices were highlighted, and the proposals aimed to improving the
regulatory and law enforcement components were made. The dissertation analyzes the terms proposed by science
and practice, denoting the subject of the research, critically interprets their validity and proposes the use of the
most rational ones from a technical and philosophical point of view. It is proved that the categories: "data”,

"information”, "intelligence", "knowledge" are not identical or synonymous, as well as the adjective variants:

"digital", "electronic", "computer”, "machine". The following terms are proposed: a) digital data - to denote discrete



signals of different nature (magnetic, optical, electronic); b) machine media, digital data storage, digital data
storage media - to indicate the technical means intended for the transmission of digital signals in time and space;
c) digital information - to denote stored (static) and presented (dynamic) in the form of a file (at the physical and
logical levels) of a complete set of data that make sense in a form suitable for human perception; d) digital
information carrier - to indicate the file. Considerable attention is paid to the characteristic features of digital
information, which should be classified as follows: 1) features that follow from the essence of digital information,
which are related to: a) the information itself; b) with its carrier; 2) signs of digital information, which are
manifested during the evidence (signs of digital evidence). Taking into account the selected features, the author
proposes to consider digital evidence: a) digital information obtained by reproducing the contents of a file, stored
on digital media (theoretical definition); b) digital information obtained in the way, prescribed by the CPC, on the
basis of which the coroner, investigator, prosecutor, investigating judge and court establish the presence or
absence of facts and circumstances relevant to criminal proceedings and subject to proof (normative definition). A
file (@ medium of digital information) should be considered as the source of digital evidence. The author
emphasizes that in science and practice there is no common understanding of the place of digital evidence in the
system of procedural sources: arguments are made both in favor of traditional (material evidence, documents), and
in favor of a separate group of procedural sources (digital or electronic evidence). Due to the legal nature of digital
evidence and the most effective way of using it while evidence, the allocation of digital media in a separate
procedural source of evidence is argued. In the context of defining the categories "original", "duplicate”, "copy" in
relation to digital information, the author proves the need in use of a differentiated approach: a) in theoretical,
regulatory and practical areas; b) from the point of view of the current law (de lege lata) and the one, whose
adoption is desirable (de lege ferenda). In correspondence of the current version of the CPC, digital media, as a
general rule, must be presented in the original, and exceptions are allowed only in cases expressly provided by the
law. From the point of view of the perspective law, the most successful differentiation provides the following
allocation: 1) the digital original - a) for the electronic document - a file with the electronic signature; b) for other
digital information - a file created by the first of the submitted ones, to which no changes were made, related to its
creation (recognized as valid and reliable (deserves the greatest procedural trust); 2) digital duplicate - is a file,
created later of the original, but which have been modified only while coping (vs the digital information itself has
remained unchanged), (confirmed by calculating the checksum of the original and duplicate, calculated after
copying and saved in a separate file; digital duplicate must be recognized as original and used in proof on an equal
footing); 3) digital copy - a) a copied file without authentication (without hash sum); b) electronic or paper display
of the file content (print screen, printout, etc.) (may be admissible while evidence only in case of impossibility of
access to the original / duplicate and confirmation of the authenticity of the display by the other procedural
sources of evidence).
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