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Pedepar:

1. Y po6orti gocnigkeHo npo6aeMHi TEOPETUYHi i IpaKTUYHI ACTIEKTU BUKOPUCTAHHS iH(OopMallii 3 eJIeKTPOHHUX
HOCIiB Y KpUMiHAJIbHOMY IIPOLIECYaIBHOMY JOKa3yBaHHi. ABTOPOM IIPOBENIEHO OIJISA], HAssBHUX Yy HAYKOBIN
JliTepaTypi JOPOOOK OMMCAHOI NPOOJIEMATUKHY i BUIOKPEMJIEHO HAlbiIbII IEPCIEKTUBHI HAIIPSIMU HAYKOBUX
no1ykiB. [IpoBeieHO JOCiIKeHHSI Hai6inbII IIHHOTO 3 KOMIIAPATUBICTCHKOI TOUKU 30py 3apyOiKHOTO BOCBInTY
BHUKOPHCTaHHS iHpopMaliii 3 eIeKTPOHHUX HOCIIB SIK 1OKa3iB y KpUMiHAJIbHOMY [IPOLeCi, BAIOKPEMJIEHO HalbiIbLI
paLiOHaJIbHI IPAKTUKU TA BUCJIOBJIEHO IIPOIO3ULLii, CIIPSIMOBaHI Ha BLOCKOHAJIEHHSI HOPMATUBHOTO Ta

[IpaBO3aCTOCOBHOTO KOMIIOHEHTIB. Y AucepTalii NpoaHanisoBaHO 3alIPOIIOHOBAHI HAYKOIO i IIPAKTUKOIO TEPMIHU



17151 IO3HAYEHHS TPeIMETY NOCJiIKEeHHS, KPUTUIHO OCMUCJIEHO iXHIO OOI'PYHTOBAHICTh Ta 3alIPDOIIOHOBAHO
BXXMBAHHS Haibi/IbII paljioHalIbHOTO 3 TEXHIYHOI i dinocodchkoi TouoK 30py TepMiny. JloBeneHo, 1o KaTeropii
«JlaHi», «iHpopMallisi», «BiTOMOCTI», «<3HaHHS» HE € TOTOXXHUMMU Ta CUHOHIMIYHUMM, SIK i TPUKMETHUKOBI BapiaHTU
«U(POBUIT», «€JIEKTPOHHUITY, «<KOMITIOTEPHUI», «MAIIMHHUI». 3alIpONIOHOBAHO TaKWU TEPMiHOBXKUTOK: Q)
uupoBi AaHi — AJ18 NO3HAYEHHS JUCKPETHUX CUTHAJIB Pi3HOI IPUPOAY (MArHiTHUX, ONTUYHUX, €JIEKTPOHHUX); 6)
MalHHI Hocil, Hakonu4yBayi 1udPpOBUX JaHUX, HOCII 11 36epeskeHHs LUPPOBUX AaHUX — IJ1s1 [IO3HAYEHHS
TeXHIYHUX 3aC00iB, IPU3HAYEHUX JJ1s1 Iepefadi HU(POBUX CUTHAMIB y Yaci i npoctopi; B) uudposa iHpopmalist —
17151 IO3HAYEHH$ 30€peXyBaHOi (CTaTUYHOI) i IpeACTaBIeHo]i (GuHaMivHOI) y popmi daitiny (Ha GisudHOMY i
JIOTIYHOMY PiBHSIX) LiJTICHOI CYKyITHOCTI JAHUX, SIKi MaIOThb CMUCJI y BUTJIAAII, IPUAATHOMY IJ151 CIIPUMHSTTS
JIIOJMHOI0; T') HOCil nudpoBoi indopmauii — AJ1s no3HavyenHs ¢gaityly. 3HayHa yBara y poooTi IpuisieHa
XapaKTepHUM pucaM HudpoBoi iHpopmalii, ki 4oLinbHO Kaacu@ikyBaTu y Takuil cnoci6: 1) o3Haky, sKi
BUIUIMBAIOTB i3 CYyTHOCTI 1(poBoi iHpopMaliii, mo nos’s3aHi: a) i3 camoro iHdopmaliero; 6) 3 ii Hociem; 2) 03HaKU
uudposoi iHpopmaliii, siKi IPosBASIOTHCS Y [OKa3yBaHHI (0O3HaKU LM(pPOBOro A0Ka3zy). 3 Oorysiy Ha BUOKpEMJIeHi
03HaKM aBTOPOM 3alIPOIIOHOBAHO BBAXKATU LIM(PPOBUM J0Ka30M: a) [UPPOBY iHPOopMallilo, TIOYEPIHYTY LIISIXOM
BiITBOPEHHSI 3 BUKOPUCTAaHHSIM TEXHIUYHUX 3aC006iB 3MiCTy (hailsty, 30epesKyBaHOr0 Ha HOCII HN(PPOBUX TAHNX
(TeopetnyHe Bu3HaueHHs); 6) uudposy iHpopmario, orpumany y nependoadeHomy KIIK nopsiaky, Ha mifcTasi sSIKOi
IizHaBad, CJiguuil, IPOKypOp, CAiAUUiA Cy[ s i Cy[l BCTAHOBJIIOIOTh HASIBHICTD UM BifICYTHICTb (DaKTiB Ta OOCTaBYH,
110 MAIOThb 3HAUYEHHS /1J11 KPUMiHAIBHOTO IIPOBAIKEHHS Ta MiIJIAraloTh JOKAa3yBaHHIO (HOPMAaTUBHE BU3HAUYEHHS).
Ibxepenom Lu@pOBOro foKasy BapTo BBAXXATH HOCI 11ppoBoi iHpopMalii - (pail. ABTOpOM HAroJIOLIEHO HA TOMY,
10 y Haylli i IpakTuLi BiCyTHE eAyHe pO3yMiHHS Miclis LUPPOBUX IOKa3iB B CUCTEMI IIpoLeCcyabHUX [IKepeJt:
BHCJIOBJIIOIOTBCSI aPTYMEHTH SIK Ha KOPUCTD BiIHECEHHS 10 TPaAULIMHUX (PeYOBi J0Ka3y, JOKYMEHTH), TaK i Ha
KOPHCTb BUJiNIEHHSI OKPEMOI IPYIU NPOLECYyalIbHUX JKepesl (UU(POBUX YU €JIEKTPOHHUX J0Ka3iB). 3 orysgay Ha
IIPaBOBY NPUPOLY IM(POBOTo NOKA3y Ta Hai6inbll ePeKTUBHUI CIIOCI6 1Or0 BUKOPUCTaHHS Y IOKA30Bii
LisIbHOCT] apryMeHTOBaHO BUiJIeHHs HOCIiB 1M¢poBoi iHdopmallii B OKpeMe NpolecyabHe AKepeJio AoKasiB. Y
KOHTEKCTi BU3HAUEHHSI KaTeropiil «OpUriHai», «Iy0JlikaTy, «KoMisi» o0 uudpoBoi iHpopmallii aBTOp JOBOIUTh
noTpedy BUKOPUCTAHHS Ou(pepeHLiioBaHOTO MigX04y: a) Y TEOPETUYHIl, HOpDMATUBHil Ta NPAKTU4HIl JIOIMHAX;
0) 3 TOuKkU 30py YMHHOTrO 3aKoHY (de lege lata) Ta Takoro, npuiHATTS siKoro 6akaHe (de lege ferenda). 3 Touku 30py
yuHHOi pepakuii KITK Hocii nudposoi iHdopmariii, 3a 3aranbHUM NPaBUJIOM, MAlOTh OYTU NIPEICTaBJIEH] B OpUTiHali,
a BUKJIIOYEHHS JONYCKAIOTHCS JIMLIE Y MPSIMO NePe0avYeHNX 3aKOHOM BUNaAKaX. 3 TOYKU XK 30py IE€PCIEKTUBHOTO
3aKOHY, Haibi/1b1I BOAJIO0 BUNAEThCS TudepenLialis, mo nepenodadae BugineHHs: 1) nudpoBoro opurinany — a) st
€JIEKTPOHHOTIO IOKyMeHTa — (paiiy 3 eJIeKTPOHHUM TinnucoMm; 6) ass iHmoi uudposoi indpopmatiii — ¢ait,
CTBOPEHUI1 HAWIIepUIUM 3 IPEACTABJIEHNUX, 10 SIKOTO HE BHOCUJIMCS 3MiHU, HE IOB'I3aHi 3 10Or0 CTBOPEHHSIM
(BU3HAETHCS OMYCTUMUM i JOCTOBIDHUM (32CJIyTOBYE Ha HAUOIIbIY NpOLeCyaabHy LOBipY); 2) LudpoBoro
Iy6sikaty — 1e ¢aiij, CTBOPEHUI! Mi3Hille 3a OpUriHajl, ajie 3MiHU [0 SIKOTo OyJIM BHECEHI TiJIbKU Y 3B'I3KY 3
KOIIil0BaHHSM (TOOTO cama 1udposa iHpopMallis 3a1umniIach HE3MiHHOIO) (i TBEPIKYETbCS OOUUCIIEHHIM
KOHTPOJIBHOI CYMHU OpUTiHay i Ay6JiikaTy, 06paxoBaHOI MicJIs KOMiIOBaHHS i 30epesXeHoi B OKpemMomy (aiii;
udpoBuii Iy61iKaT Mae BU3HABATHCS OPUTiHAJIOM i BUKOPHCTOBYBAaTHCS Y IOKAa3yBaHHI HAa PiBHUX 3 HUM 3acazax);
3) uudpoBaoi Komii — a) ckonifioBaHui ¢aity 6e3 NifTBepIKEHHS aBTEHTUYHOCT] (6e3 Xell-cyMn); 6) eJ1eKTpoHHE abo
IanepoBe BiOOPaKeHHS 3MiCTy (aiy (IPUHTCKPUH, PO3IPYKiBKa TOLIO) (MOXKYTb OYTU JOIYCTHMI SIK JOKa3 JIMUIIe
y pa3i HEeMOXJIMBOCTI JOCTYIy O OpuUriHaiy /ny6siKaTy Ta NigTBepIyKeHHs JOCTOBIPHOCTI BiOOpaKeHHS 3a

IOTIOMOTOIO {HIIWX ITPOLeCyaJbHUX IKepeJ LoKasiB).

2. The dissertation investigates the problematic theoretical and practical aspects of the use of information from
electronic media within criminal procedural evidence. The author reviews the scientific works on the described
issues and identifies the most promising directions of scientific research. Due to comparative point of view the
most valuable foreign experience in the use of information from electronic media as evidence within criminal
proceedings was observed, the most rational practices were highlighted, and the proposals aimed to improving the
regulatory and law enforcement components were made. The dissertation analyzes the terms proposed by science
and practice, denoting the subject of the research, critically interprets their validity and proposes the use of the



most rational ones from a technical and philosophical point of view. It is proved that the categories: "data”,

"information”, "intelligence", "knowledge" are not identical or synonymous, as well as the adjective variants:

"digital", "electronic", "computer”, "machine". The following terms are proposed: a) digital data - to denote discrete
signals of different nature (magnetic, optical, electronic); b) machine media, digital data storage, digital data
storage media - to indicate the technical means intended for the transmission of digital signals in time and space;
c) digital information - to denote stored (static) and presented (dynamic) in the form of a file (at the physical and
logical levels) of a complete set of data that make sense in a form suitable for human perception; d) digital
information carrier - to indicate the file. Considerable attention is paid to the characteristic features of digital
information, which should be classified as follows: 1) features that follow from the essence of digital information,
which are related to: a) the information itself; b) with its carrier; 2) signs of digital information, which are
manifested during the evidence (signs of digital evidence). Taking into account the selected features, the author
proposes to consider digital evidence: a) digital information obtained by reproducing the contents of a file, stored
on digital media (theoretical definition); b) digital information obtained in the way, prescribed by the CPC, on the
basis of which the coroner, investigator, prosecutor, investigating judge and court establish the presence or
absence of facts and circumstances relevant to criminal proceedings and subject to proof (normative definition). A
file (@ medium of digital information) should be considered as the source of digital evidence. The author
emphasizes that in science and practice there is no common understanding of the place of digital evidence in the
system of procedural sources: arguments are made both in favor of traditional (material evidence, documents), and
in favor of a separate group of procedural sources (digital or electronic evidence). Due to the legal nature of digital
evidence and the most effective way of using it while evidence, the allocation of digital media in a separate
procedural source of evidence is argued. In the context of defining the categories "original", "duplicate”, "copy" in
relation to digital information, the author proves the need in use of a differentiated approach: a) in theoretical,
regulatory and practical areas; b) from the point of view of the current law (de lege lata) and the one, whose
adoption is desirable (de lege ferenda). In correspondence of the current version of the CPC, digital media, as a
general rule, must be presented in the original, and exceptions are allowed only in cases expressly provided by the
law. From the point of view of the perspective law, the most successful differentiation provides the following
allocation: 1) the digital original - a) for the electronic document - a file with the electronic signature; b) for other
digital information - a file created by the first of the submitted ones, to which no changes were made, related to its
creation (recognized as valid and reliable (deserves the greatest procedural trust); 2) digital duplicate - is a file,
created later of the original, but which have been modified only while coping (vs the digital information itself has
remained unchanged), (confirmed by calculating the checksum of the original and duplicate, calculated after
copying and saved in a separate file; digital duplicate must be recognized as original and used in proof on an equal
footing); 3) digital copy - a) a copied file without authentication (without hash sum); b) electronic or paper display
of the file content (print screen, printout, etc.) (may be admissible while evidence only in case of impossibility of
access to the original / duplicate and confirmation of the authenticity of the display by the other procedural
sources of evidence).
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