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Pedepar:

1. B po6oTi BupilieHo BaXJIMBY HAYKOBO-TIPUKJIAIHY 33a4y OO0 MiABUILEHHS 3aXULIEHOCT] Ta BiZIMOBOCTIKOCTI
npolieciB nepepadi iHpopmaliii y 6€31pOTOBUX CUCTEMAX, B KOHTEKCTI Cy4aCHOTO 3aCTOCYBaHHS LIMBIIbHUX 3aC00iB
y 3aBIAHHSX BiliCbKOBOTO Ta MOABIMHOrO NIPH3HAYEHHS, 110 30KpEeMa JT03BOJIsI€ 32a0€31eYUTH MOKIIUBICTh pOOOTH
3aco0iB 3B513KY Ta JUCTaHLiMHOIO KepyBaHHs 6€3MiJIOTHUMYU IPUCTPOSIMUA B YMOBAX aKTUBHOI'O €JIEKTPOMAarHiTHOro
poTu6bopCTBa (B TOMY UMCJIi i 32 JOIIOMOTrOI0 3aC00iB pajiio-€eIeKTPOHHOI 60pOoThOM). 3p06IeHUH aHali3 Cy4acHOro
CTaHy PO3BUTKY i BIPOBaIKEHHS 6€3IPOTOBUX CUCTEM Y Pi3Hi 3aCTOCYHKU 326€31€Y1B MOSKJIMBICTD 37ilICHEHHS
OLIiHKM Ta Bifi0OPY HAMOLIbLI KPUTUYHO YYTIMBUX JO CTAHY 3B'SI3Ky 3aCTOCYBAaHHSI TaKUx cucteM. OCco6IMBY yBary y
po6oTi npuzineHo BiiCbKOBIN cepi, OCKINbKY MiJ] Yac 3aXMCTY HAIIOi Jep>kaBy BiJl HaNaJy arpecopa, MupruHa

¢dpoHTy i po3Mipu 30HM 6ONOBUX Hi MPU3BEJIU IO TOTO, IO 3'SIBUJIACS CydacHa TEHIEHIlis MaCOBOTO BUKOPUCTAHHS



y BilICBKOBUX OIl€pallisX Ta BiliICbKOBHUX JisIX HUBiIBHUX 3aCO0iB 3B's13Ky Ta KEPYBaHHS, B TOMY YHUCJIi i MACOBOTO
BHUKOPHCTaHHS 3aC00iB 6€3MisI0THOI aBiallil LMBiIbHOTO MOXOpKeHHs. Take 3aCTOCyBaHHS 0€3IiJIOTHUX [IPUCTPOIB
3YMOBJIIO€ HEOOXIHICTb Y 3HAUHO >KOPCTKIIIMX BUMOrax 10 iXHbOTO 3aXUCTYy aHiX Ti, IKi y HUX 3abe3nedeHi
BMPOOHUKOM 49U PO3POOHUKOM. 3aIIPONIOHOBAHE BIIOCKOHAJIEHHSI METOAMKY OLIiHKY 3aXUIIEHOCTi iHpopMaLiiHAX
Ta KibepPi3nyHUX CUCTEM J03BOJIMIIO OOIPYHTOBAHO 3aCTOCOBYBAaTU KPUTEPIiil TPOCTOPOBOTO ME€PEMIlleHHS IJIs
OI[iHKU 3aXUIEHOCTi OE3MiJIOTHUX CUCTEM Ta CUCTEM, 3[JaTHUX /10 CAMOCTIHOTO NepeMillleHHs], i Hafano
TEOPETUYHY OCHOBY [IJI51 3aCTOCYBaHHS IPMHIMIIOBO BifMiHHUX 3aC006iB 3aXUCTy. Y po6OTi pO3p06JI€HO MOl i
AJITOPUTMU J1J15 3aXUCTYy O6€3APOTOBUX CUCTEM 6E3MiIOTHUX IPUCTPOIB, SIKi JO3BOJINIIN MiABUIUTY ">KUBY4iCTb"
CHUCTEMH KEPYBaHHS Ta CUCTEMU Bifle0-3B'513Ky B YMOBAX aKTUBHOT'O TPOTUOOPCTBA, 110 103BOJISIE CYTTEBO
3MEHIIMTU BTPaTU 06JIaIHAaHHS Yepe3 PyHKIiOHyBaHHS BOPOXKUX 3aC00iB NpuyIIeHHs. PeasizoBaHa KOMIIJIEKCHA
CHCTEMa 3aXO0JiB 3aX1CTy OBHOIO MipOIO peali3oBye 00paHy 1jisi POOOTH KOHLEIO: "ONTUMAaIbHUM 3aXUCT 32
ONTUMAJIbHOTO PiBHA 3aTpaT'’. Lle 3abe3nedyeTbes, HacCamIepe, BUKOPUCTaHHSIM 17151 IOOYI0BY JIFTOPUTMIB POOOTH
MK mexaHi3MiB nepepuBaHsb Bif, TaIMEPIB Ta 3MiHU CTaHY BXiJHUX [IOPTiB. 3aBASKU LIbOMY MiKPOKOHTPOJIEP ITOHAT
50% yacy 3HaXOAUTLCS Y PEKMMI 3HUKEHOTO €HEeprocCloKMBaHHSI i BUKOHYE CBOI PYHKLI Mif 4ac "MpoKuaaHHs" Bif
nepepuBaHb. [IpoBefieHi HAMU €KCIIEPUMEHTAJIbHI JOCIIIIPKEHHS pO3PO0JIEHUX METO/IiB 3aXUCTY Ta CIOCOOIB ix

MIPaKTUYHOI peanisaliii 1any MO3UTUBHI pe3yJIbTaTu.

2. The work solves an important scientific and applied problem of improving the security and fault tolerance of
information transmission processes in wireless systems, in the context of the modern use of civilian means in
military and dual-purpose tasks, which, in particular, allows for the possibility of communication and remote
control of unmanned devices in conditions active electromagnetic countermeasures (including with the help of
radio-electronic countermeasures). The analysis of the current state of development and implementation of
wireless systems in various applications provided the possibility of evaluating and selecting the most critically
sensitive applications of such systems. Special attention in the work is paid to the military sphere, because during
the defense of our state from the attack of the aggressor, the width of the front and the size of the combat zone
led to the emergence of a modern trend of mass use of civilian means of communication and control in military
operations and military actions , including the mass use of unmanned aircraft of civilian origin. Such use of
unmanned devices necessitates much stricter requirements for their protection than those provided by the
manufacturer or developer. The proposed improvement of the methodology for assessing the security of
information and cyber-physical systems made it possible to reasonably apply the criterion of spatial movement to
assess the security of unmanned systems and systems capable of independent movement, and provided a
theoretical basis for the use of fundamentally different means of protection. The work developed models and
algorithms for the protection of wireless systems of unmanned devices, which made it possible to increase the
"survivability" of the control system and video communication system in conditions of active confrontation, which
allows to significantly reduce equipment losses due to the functioning of enemy means of suppression. The
implemented complex system of protection measures fully implements the concept chosen for the work: "optimal
protection at the optimal level of costs.” This is ensured, first of all, by the use of interrupt mechanisms from
timers and changing the state of input ports to build the algorithms of MK operation. Thanks to this, the
microcontroller is in a reduced power consumption mode more than 50% of the time and performs its functions
during "waking up" from interruptions. Our experimental studies of developed protection methods and ways of
their practical implementation gave positive results.
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