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Pedepar:

1. B po6oTi BupimeHo BaxJIMBY HAYKOBO-TIPUKJIAHY 3334y OO MiABUILEHHS 3aXUIIEHOCT] Ta BiZIMOBOCTIKOCTI
npoliecis nepegadi ingpopmatiii y 6e30poTOBUX CUCTEMAX, B KOHTEKCT]I Cy4aCHOIO 3aCTOCYBaHHSI LIUBiJIbHUX 32CO0iB
y 3aBaHHSIX BiliICBKOBOIO Ta MOABIMTHOrO IPMU3HAYEHHS, 110 30KpeMa JJ03BOJIsI€ 3a0€3M€YUTU MOKIIUBICTb pOOOTH
3aC006iB 3B'13Ky Ta JUCTAHLiTHOrO KEPYBaHHS 6€3MiIOTHUMU IPUCTPOSIMU B YMOBAX aKTUBHOTO €JIeKTPOMArHiTHOro
poTubOpCTBa (B TOMY YHMCJIi i 32 JOTIOMOr0I0 3aC00iB pajiio-es1IeKTPOHHOI 60pOoThOU). 3p0obIeHUnH aHali3 Cy4acHOro
CTaHy PO3BUTKY i BIIPOBAI)KEHHS 0€3[IPOTOBUX CUCTEM Y Pi3Hi 3aCTOCYHKHU 3a6€311€YUB MOKJIMBICTD 37iliICHEHHS
OLIiHKM Ta BiI6OpY HAMO61/IbII KPUTUYHO YYTIAMBUX JIO CTAHY 3B$I3Ky 3aCTOCYBAaHHS Takux cucTeM. OCOOIUBY yBary y
po6oTi npuzineHo BifiCbKOBIN cdepi, OCKINBKY i Yac 3aXMCTy HAIIO] Jep>kaBy Bi, HANagy arpecopa, MupruHa
dpoHTY i po3Mipy 30HM GOMOBUX il IPU3BEJIY 10 TOTO, L0 3'IBUJIACs Cy4acHa TEHIEHLlis MaCOBOrO BUKOPUCTaHHS
y BilICBKOBUX OIl€pallisx Ta BiliICbKOBHUX JisIX IMBiJIbHUX 32CO0IB 3B'S13Ky Ta KEPYBaHH:, B TOMY YUCJIi i MACOBOTO
BUKOPUCTAHHS 3aC00iB 6€3MiJI0THO] aBiallii IMBiIbHOTO MOXOIKEHHS. Take 3aCTOCYBaHHS 6€3MiNIOTHUX IPUCTPOIB

3YMOBJIIO€ HEOOXIHICTD Y 3HAYHO >KOPCTKIIIMX BUMOTrax 1O iXHbOIO 3aXUCTy aHiX Ti, IKi y HUX 3abe3rnedeHi



BMPOOHUKOM 49U PO3POOHUKOM. 3aIIPOINIOHOBAHE BIIOCKOHAJIEHHSI METOAMKY OLIHKY 3aXUIIEHOCTI iHpopMaLiiHUX
Ta KibepPi3nyHMX cuCTEeM [O3BOJIMIIO OOIPYHTOBAHO 3aCTOCOBYBATU KPUTEPill IPOCTOPOBOTO [epeMIllieHHS IS
OIiHKU 3aXUIE€HOCTi OE3MiJIOTHUX CUCTEM Ta CUCTEM, 3[JaTHUX /10 CAMOCTIITHOTO NepeMillleHHs], i Hafamno
TEOPETUYHY OCHOBY [IJIs1 3aCTOCYBaHHS IPUMHIMIIOBO BiJMiHHUX 3aC00iB 3aX1CTy. Y po6OTi pO3p06I€HO MOl i
aJITOPUTMU JJ1s1 3aXUCTy 6€3[IPOTOBUX CUCTEM Oe3IiJIOTHUX IIPUCTPOIB, SKi JO3BOJIUIN MiABUIINATH "KUBYYiCTH"
CHCTEMU KepyBaHHs Ta CUCTEMHU Bile0-3B's13Ky B yMOBax akKTUBHOTO [TPOTUOOPCTBA, 110 JI03BOJISIE CYTTEBO
3MEHIUIUTY BTPATHU 00JIaflHAaHHS Yepe3 QyHKIiOHyBaHHSI BOPOXKUX 3aC00iB MpuaylieHHs. PeanizoBaHa KOMIIJIEKCHA
CHCTeMa 3axO0/liB 3aXMCTy IOBHOIO MipOI0 peasizoBye 06paHy A5 poOOTH KOHLEMII0: "ONTUMaJIbHUI 3aXUCT 32
ONITUMAaJIbHOTO piBHA 3aTpart'. lle 3ab6e3nedyeTbCsl, HacamIepel, BUKOPUCTaHHSAM JJ1s1 IOOYA0BU aJIrOPUTMIB pob0oTH
MK mexaHi3miB nepepuBaHsb Bif|, TaIMEPIB Ta 3MiHU CTaHY BXiJHUX [IOPTiB. 3aBASKU LIbOMY MiKPOKOHTPOJIEP ITOHAT
50% 4acy 3HaxXOOUTbCS y PEXKUMi 3HUKEHOT'O €HEPrOCIIOKMBAHHS i BUKOHY€E CBOI PyHKII iz yac "mpokugaHHs" Bif
nepepuBaHb. [IpoBenieHi HAMU €KCIIEPUMEHTAaJIbHI JOCIIIIPKEHHS PO3PO6IEHNX METOIB 3aXMCTy Ta CIIOCOOIB iX

IIPaKTUYHOI peasisallii 1any MO3UTHUBHI pe3yJIbTaTu.

2. The work solves an important scientific and applied problem of improving the security and fault tolerance of
information transmission processes in wireless systems, in the context of the modern use of civilian means in
military and dual-purpose tasks, which, in particular, allows for the possibility of communication and remote
control of unmanned devices in conditions active electromagnetic countermeasures (including with the help of
radio-electronic countermeasures). The analysis of the current state of development and implementation of
wireless systems in various applications provided the possibility of evaluating and selecting the most critically
sensitive applications of such systems. Special attention in the work is paid to the military sphere, because during
the defense of our state from the attack of the aggressor, the width of the front and the size of the combat zone
led to the emergence of a modern trend of mass use of civilian means of communication and control in military
operations and military actions , including the mass use of unmanned aircraft of civilian origin. Such use of
unmanned devices necessitates much stricter requirements for their protection than those provided by the
manufacturer or developer. The proposed improvement of the methodology for assessing the security of
information and cyber-physical systems made it possible to reasonably apply the criterion of spatial movement to
assess the security of unmanned systems and systems capable of independent movement, and provided a
theoretical basis for the use of fundamentally different means of protection. The work developed models and
algorithms for the protection of wireless systems of unmanned devices, which made it possible to increase the
"survivability" of the control system and video communication system in conditions of active confrontation, which
allows to significantly reduce equipment losses due to the functioning of enemy means of suppression. The
implemented complex system of protection measures fully implements the concept chosen for the work: "optimal
protection at the optimal level of costs.” This is ensured, first of all, by the use of interrupt mechanisms from
timers and changing the state of input ports to build the algorithms of MK operation. Thanks to this, the
microcontroller is in a reduced power consumption mode more than 50% of the time and performs its functions
during "waking up" from interruptions. Our experimental studies of developed protection methods and ways of
their practical implementation gave positive results.
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