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Pedepar:

1. Inceprauiiina po60Ta IpUCBsIYeHAa PO3B’SI3aHHIO aKTyaJIbHOI HAYKOBO-TEXHIYHOI 3a7ja4i PO3PO6JIEHHS METOB i
3aco06iB IPOrpaMHOro MOZEJIIOBAaHHS Ta peasisallii pisHux cTpaTeriil MomypeHHs iHPopMaLiliHUX BIVIMBIB y
CETMEHTAX COLiaJIbHUX MepexX. Y poboTi MpOBeAEHO aHajli3 CydaCHUX METOAIB i MO €€l OIPEeHHS
iHopmaniiftHUX BIVIMBIB y COLia/IbHUX Mepekax B yMOBax iH(popmMaliiiHOro mpoTubopCTBa, SIKUH [10Ka3aB, 110
IepeBakHa OiIbIIiCTh MOJeJIel i MeTO/IiB He BpaXxOBYe iHAMBiAyalbHUX XapaKTEPUCTUK By3J71a, a caMme IIOBEIiHKY
OKPEMOTO BY3J1a, CTPaTerilo NOMKpPeHHs iHpopmaliii, Ky obupae By30J1 B I1poleci iHpopMallifHOTO BIJIUBY.
Po3po6s1eHO MaTeMaTUYHy MOZEJb NOMKUPEHHs iHpOPMalifiHUX BIJIMBIB B CETMEHTI COLia/IbHOI Mepexi, sKa Jae

MO>JIMBICTb 3aCTOCYBaHHS Pi3HUX MOBEJiHKOBUX CTpaTeriil cy6’ekTamu BIIUBY. Kpim Toro, Ha 6a3i 3alpOnIoHOBaHOi



MO eJli pO3pO06JIEHO aJITOPUTMU IIPOrPAMHOTO iMITAL[iTHOTO MOJEII0BAHHS NIPOLECY MOMUPEHHS iHGOpMaLiliH1X
BIIJINBIiB y CETMEHTAaX COIiaJIbHOI MEPEXKi, a TAKOXK aJITOPUTMHU reHepallii CTPYKTypU CETMEHTIB COLIiaIbHOI Mepexi.
Po3pob6seHo 6a30Bi NOBEeAiHKOBI cTpaTerii Cy0'eKTiB BIUIMBY y COLiayIbHIN Mepei mif, yac iHdpopMaLiiiHux
IPOTUOOPCTB, 110 103BOJISIIOTh €(PeKTUBHO MOJIEJII0BATH Pi3Hi NMifX0au 10 BUGOPY LiIbOBUX BY3JliB Cy0'€KTaMU
BIUIMBY Ta MPOLeC NomupeHHs 1B, YIockoHasieHo MeToau reHepatlii CTpyKTypy CETMEHTY COLIiaJIbHOI MEepexXi Ta
IIPOrPaMHOrO iMiTal[iiHOTO MOJIeJ/II0BaHHS IIPOLieCy NomupeHHs iHpopMaLiliHUX BIJIMBIB y COLiayIbHIN Mepexi, 110
IO3BOJISIIOTh OOMPATHU KiJIbKICTb i TUIHM KJIACTEPiB y MEPEXI Ta MOJIEJIIOBATU Pi3HI IOBEAIHKOBI cTpaTerii CyO'eKTiB
BIUIMBY. 3alIpOIIOHOBAHO METO/I BUOOPY MOBEAiHKOBUX CTPATETiil Cy0'€KTY BILIMBY Y COLia/IbHIN Mepexxi iz, 4ac
iHpopmaniitHUX NIPOTUOOPCTB, KU LO3BOJISIE 32 MEHIIY KiJIbKICTb Yacy MOMKUPUTH iHpOpMaLliiHMil BIIJIUB cepe
BY3J1iB CETMEHTY coljanbHOi Mepesxi. Kiouosi cioBa: indpopMaliiiHa 6e3mneka, inpopmaliiliHe IPOTUOOPCTBO,
colujanbHi Mepexi, iHpopmallifiHi BIIMBY, iMiTalliliHE MOZE/II0OBaHHS

2. The dissertation to the solution of the actual scientific and technical problem of development of methods and
means of software modeling and realization of various strategies of distribution of information influences in
segments of social networks is devoted. The relevance of the topic is determined by the increasing role of social
networks in the processes of information and psychological influences, which may have economic, political and
other motives. In particular, one of the aspects that determine the relevance of the study is countering the
propaganda of enemy states in social networks. The analysis of modern methods and models of information
influences dissemination in social networks in the conditions of information confrontation is carried out, which
showed that the vast majority of models and methods do not take into account individual node characteristics,
namely behavior of separate node and strategy of dissemination information influences. The mathematical model
of information influence distribution in the social network segment has been developed, which allows the
application of different behavioral strategies by the subjects of influence. In addition, on the basis of the proposed
model developed algorithms for software simulation of the process of dissemination of information influences in
the segments of the social network, as well as algorithms for generating the structure of segments of the social
network. Basic behavioral strategies of subjects of influence in a social network during information confrontations
are developed, which allow to effectively model different approaches to the choice of target nodes by subjects of
influence and the process of dissemination of information-psychological influences. Algorithms for software
simulation of various behavioral strategies of the subjects of influence in social networks have been developed and
their effectiveness has been compared. Examples of basic behavioral strategies of subjects of influence in a social
network during information confrontations are offered. As a result of considering a number of proposed methods
for generating the network structure, their disadvantages were revealed: a low level of clustering, the inability to
generate a network with a given structure. The method of generating the structure of the social network segment
has been improved, which by choosing the structure of the social network from a set of parameterized subsets of
clusters and choosing their structural features, allows you to choose the number and types of clusters in the
network. The method of software simulation modeling of information influence distribution in the social network
has been improved, which due to the application of the proposed mathematical model of information influence
distribution in the social network segment makes it possible to model different behavioral strategies of
information influence subjects. The method of choosing the behavioral strategies of the subject of influence in the
social network based on analytic hierarchy process during information conflicts, which allows for less time to
spread informational influence among the nodes of the social network segment. The method of optimal selection
of the target node for the attack during the spread of influences by the network entity based on the method of
analysis of hierarchies and the application of behavioral strategies based on available data about the network
during information conflicts has been further developed. Applying the behavioral strategies of the subjects of
information influences based on the analysis of network data can significantly increase the speed of information
dissemination by an average of 70% compared to the random selection of nodes to attack. Selecting the optimal
target node allows for less time to spread informational influences among the nodes of the network segment. The
software simulation model of the social network and the processes of dissemination of information and
psychological influences in it was developed using an object-oriented approach. All actions of network nodes are



implemented as their methods, there is a separate class that monitors the iterative process, counts iterations and
initiates the action of nodes. To simplify the perception of simulation results, as well as their analysis, the software
simulation model contains a graphical display of the social network graph and shows changes in it over time, in
particular, the state of network nodes in relation to information and psychological influences, as well as a dynamic
graph involved in the influence of nodes on each iteration of the model. Keywords: information security,
information confrontation, social networks, information influences, dissemination strategies, simulation modeling
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