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2. Spectral methods of computer steganography and methods of steganalysis with learn-ing and classification

Pedepar:

1. O6'eKT mocigpKeHHs - IpoLec 3aXUCTy iHpopMallii B KOMIT'IOTEPHUX CUCTEMax Ta Mepekax. Mera -
PO3pOO6JIEHHS], aHaJIi3 i BIOCKOHAJIEHHS CTIMKUX 10 TUIIOBUX OIepaliil 06po6KM METOLiB KOMIT'IOTEPHOI
creraHorpadii Ta METOZIB cTeraHOaHali3y 1J1s1 BUSBJIEHHS HAalOiblI MOMMPEHNUX 3BYKOBUX i rpadiuHmx
CTEraHOKOHTEMHEePiB. BUKOPUCTOBYBAIMCS: TEOPid JUCKPETHUX OPTOrOHAIBHUX [I€PETBOPEHb, METOIM LU(PPOBO]
00pO6KY CUTHAJIB Ta 300paXkeHb, ICUX0AKyCTHKA , METOI U 3aBaJIOCTINIKOT0 KOJIyBaHHS, TeOPisl IMOBipHOCTEH Ta
MaTeMaTU4Ha CTaTUCTHKA , TEOPisl PO3Mi3HaBaHHS 00pPasiB , METOAM KiIacu@iKalii , KOMII'IOTEPHE MOZEJIIOBAaHHS. B
pe3yJIbTaTi BUKOHAHHS JACEPTALHOTO JOCIiIKEHHS OTPMMAHO HOBY CYKYITHICTb METO/IB 3 TOKPAIEHUMU
XapaKTEPUCTUKAMU SIKOCTi JIJI1 MapKyBaHHS ayliOCUTHAaJIiB Ta 300paXkeHb LM(PPOBUMU BOJSHUMU 3HAKaMU Ta JJIs
KOHTPOJIIO BUKOPUCTAHHS NIOMUPEHUX CcTeraHorpapivyHux nporpam. Mae Miclie BIIpOBaJKEHHS HayKOBUX
pe3ysbTaTiB guceprauiiiHoi pob6oTtu B CB Ykpainu, y HaBuanbuui rnpouec HTYY "KIII" tTa KuiBchbKoro HauioHajJpHOTO
yHiBepcuTeTy im. Tapaca llleByeHka, Bupo6Huyy HistnbHicTs TOB "Toprosuii fim "Cek" i komnasii "TBiHOinT,



Ykpaina". Pe3ysibTaT po60TH MOXKYTb OyTH BUKOPUCTAHI [7151: IPUXOBAHOI aHOTallil HN(PPOBUX 3BYKOBUX Ta
rpadivHUX 06'€KTiB; TOOYIOBM CTETaHOCUCTEM 3aXUCTY aBTOPCHKUX ITPaB Ha LIM(POBY iHTEJEKTya/lbHY BIACHICTB;
3aXMCTY Bifi Nigpo6Ku 11PPOBUX 3BYKOBUX Ta rpadivHUX 00'€KTiB; KOHTPOJIIO PaliOMOBJIEHHS LIJIIXOM
BiZICTEXXyBaHH$ KiJIbKOCTi II0BTOPIB peKJIaMHUX (PparMeHTiB uuM OyIb-s1KOi iHmoi iHpopmalii; ineHTudikanii komii
@ poBux abo nanepoBrx 06'eKTiB, a TAKOX iX CKAHOBAHUX BaPiaHTIB, 110 1a€ MOKJIMBICTb BiCTEKYBaTH IIJISIX
PO3MOBCIOJKEHHS, ’KEPEJIO MOPYLIEHD i TaKe iHIle; KOHTPOJII0 BUKOPUCTAHHS CTEraHOrpaiyHMX CUCTEM YU
IIPOrpaMHUX IIPOJYKTIB, TOIIO.

2. The dissertation is devoted to solving the information security problem with using of methods of computer
steganography and steganalysis. New robust spectral steganographic methods for marking digital audio signals and
images are proposed and existing methods are improved. Their imperceptibility and robustness to common
processing operations were substantiated and analyzed. The problems of watermark desynchronization and
information protection on paper carriers were examined. Universal (blind) statistical steganalytical methods with
learning and classification were improved and adapted to the new types of stego objects and tested under the
different conditions. These methods are able to detect stego objects that have been created by publicly available
steganography programs. Steganographic and steganalytical software for these methods was developed and
numerical estimations of the quality main characteristics of a method were obtained. Key words: information
security, computer steganography, spectral methods, discrete Fourier transform, wavelet transform, steganalysis,
statistics, support vector machine.
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