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1. MeTonu Ta 3acob6u popMyBaHHS [IOCTYT KOMIT'IOTEpPHO-TeIepOHHO] iHTerpallii 3 MigBUIIEeHUM PiBHEM O€3I1€KU

JJIs1 iHTeﬂeKTyaJ'[bHI/IX MEpEX

2. Methods and means of computer-telephone integration services formation with the raised level of safety for
intellectual networks

Pedepar:

1. Incepraliito NpUCBSIYEHO JOCIIIKEHHIO Ta PO3B'SI3aHHIO HAYKOBO-TEXHIYHMX 33/1a4 NOOYOBU iHTEIEKTyaIbHUX
MepexX 3 MiABUILEeHNM piBHEeM 6e3reku Ha 6a3i koMl oTepHo-TenedonHoi interpaii (KTI), mo nependayae
HaJaHHS MOXJIMBoOCTel cuHTe3y nociayr KTI B peaibHOMY MaciiTabi yacy, a TakoK MifiBULIeHHS 6e3leku
indopmauii, gxa TpaHcaoeTbest B Mepexkax KTI. PoarisiHyTo Ta popmanizoBaHO KOHLEMNL0 0yJ0BU
iHTeJIEKTyaJIbHUX MEPEXK, CUCTEM Ta IIPUCTPOIB, 10 JO3BOJIMJIO OiJIbII YiTKO 3PO3YMITH IIOCTABJIEH] 3a4aui.
Posrnspaiotscs metonu popmaniszanii Ta [eKoMIo3ullii pecypciB KOMIT'I0TepHOI TesedOoHii; 3aIpOIIOHOBAHO YMOBH
IOCSITHEHHS MiHIMaJIbHOTO PiBHS IEKOMIIO3ULlii; BUBeLeHO popMasbHe NpencTasyieHHs pecypciB KT1 ta
cepenosuia ymoB KTI, mo 103BoJIsie CHHTE3YBAaTH PEAKTUBHE (PYHKIIIOHAJIBHO [IOBHE CEPENOBUILE HA OCHOBI
(dopmasizoBaHUX anlapaTHO-(QYHKLIOHAIBHUX PeCYpPCiB KOMII'I0TepHOi TesedoHii. Po3pobyeHo yHiBepcasibHe

(dyHKLIOHATIBHO MTOBHE anlapaTHO-TIPOrpaMHe CEpeloBuILe JJIsl CUHTEe3Y I10CJIyT KOMII'I0TepHOi TesedoHii, a TakoxX



¢dopmasisoBaHe yHiBepcabHe CepeOBULIE [1JIsl CUHTe3y 3aay NifBuieHHs 6e3neku KTI, mo go3Bonumio
CHUHTE3YBaTHU IIOCJIYTY MO peasisaliii roJ0CoBoi NOWTH. 3 BUKOPUCTAHHSM anapaTy mepex [leTpi noBeneno
LIiJiCHICTb, IpaLle3JaTHICTD i BiCYyTHICTb KOHPIIIKTY PYHKILIOHAJIBHOCTEN SIK B YHiBEpCaTbHOMY (PYHKIiOHATIBHO
[IOBHOMY CEPEIIOBUILI /11 CUHTE3Yy MOCIYT KOMIT'IOTEPHOI Tesie(oHii, Tak i B cuHTe30BaHii nociysi KTI no
peasisanii rosocoBoi nomTy. CTBOPEHO MaTEMaTUYHI MOJIEJIi PO3PaXYHKY Yacy JOCTaBKYA MACHBY JaHUX Ta
KEePYIOUMX CUTHAJIB MOJyJleM KepyBaHHS, SIKUN € BaXKJIMBOIO CKJIAZI0BOIO IIPU IOOYAOBI iHTEIeKTyalbHUX MEPEX.
3anponoHOBaHO OpUTiHa/IbHI METOIH, aJITOPUTMU Ta 3acoby minpuleHHs 6e3neky B KTI Ha ocHOBI ki1tova-
aBreHTUdIKATOPA, 2 came: MexXaHi3MiB aBTeHTUdiKallii, 3a6e3redeHHs LiNniCHOCTI, KOH}ineHiHOCTI Ta
HEBiIMOBHOCTI y CICTEeMax KOMII'IOTepHOi TesiedoHil. 3aIpOIIOHOBAaHO METOU, AJITOPUTMHU Ta 3aCOOU
aBTeHTUdiKallii KOpUCTYBAUiB, y TOMY YMCJIi 3 BAKOPUCTAaHHSIM TallMEPHUX KOJOBUX I1OCJIiJOBHOCTEN 3aMiCTh
DTFM-cursainis, o AO3BOJUTD NiABUIMTY 6e31neKy pu poboti nociyr KTI Ta nepenasanHi cekpeTHoi iHpopMariii.
Ha ocHOBi po3p06s1eHMX METOZiB, aJIFOPUTMIB i 3aCO6iB CTBOPEHO BifITIOBi/IHI allapaTHO-IIPOrpaMHi KOMILJIEKCH Ta

repeBipeHo e(PeKTUBHICTb iX pOOOTH.

2. Dissertation is devoted to research and decision of scientific and technical tasks of intellectual networks
construction with raised security level on the base of computer-telephone integration (CTI), which provides
possibilities of CTI services synthesis in the real time, and also to increase level of information security, which is
translated in CTI. The methods of formalization and decomposition of computer telephony resources are
examined, the terms of achievement of minimum decomposition level are offered, formal presentation of CTI
resources and environment of CTI terms, which allows synthesizing reactive environment on the basis of the
formalized hardware-functional resources of computer telephony, are shown. Universal functionally of complete
hardware-software environment for the synthesis of computer telephony services and formalized universal
environment, is developed for the synthesis of tasks of raise of CTI security level, which providing services
synthesizing for voice mail service realization. With the use of complexes of Petri-networks generation, capacity
and absence of functions conflict are shown, both in universal, functionally complete hardware-software
environment for the computer telephony services synthesis and to the synthesized CTI voice mail service
realization. Original methods, algorithms and complexes of CTI security level increase are offered on the basis of
key-authenticator, namely: authentication mechanisms, providing of integrity, confidentiality and non-repudiation
in the systems of computer telephony. Methods, algorithms and complexes of user's authentication are offered,
including the use of timer code sequences in place of DTFM-signals, which will allow promoting safety level during
work of CTI services and secret information transfer. On the basis of the developed methods, algorithms and
complexes proper hardware-software complexes are created and efficiency of their work is tested.
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