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Pedepar:

1. TlinBrIIEeHHS [TOXKEKHOI 6€3M1eKN eKCIUTyaTyBaHHS 00 €KTiB COHSIYHOI €HEPreTUKU € BaKJIMBOIO HAYKOBOIO
3a/1auelo B rasnysi iHpopMaLiliHUX TeXHOJIOTil, OpieHTOBaHUX Ha PopMyBaHHS KibepdizuuHux cuctem (KOC)
MOHITOPUHTY A€(PEKTIB (OTOETEKTPUIHUX MOJIYJIiB COHSTYHUX esiekTpocTaHLill (DEMCE). B po6oTi po3po6iaeHo
apxirexTypy i Metogu ¢pynkuionyBanHss KOC moHiTOpUHTY 1edeKTiB GOTOEEKTPUUYHNX MOYJIiB COHSYHUX
eJsleKTpocTaHLiil. O6’eKTOM JOCIIiIKeHHs € npolec MOHITOpuHry nedekTtiB PEMCE 3 BUKOPUCTaHHSIM [IPOTPaMHO-
araparHux 3aco6is. [IpegmeTom gocimkeHHs € metogu 1 3acoou KOC MoHiTOpuHTY nedeKTiB 3 BUKOPUCTaHHSIM
[IPOrpaMHO-alapaTHUX 3aCO0iB 3 PO3MOAINIEHOI0 06POOKOIO JaHUX. MEeTO0 nucepTaliiHOrO JOCIIIPKEHHS €
3a6€311eY€eHHs OTIEPAaTMBHOTO PO3Pi3HEHHS PEKMMIB pO60OTH (POTOETEKTPUIHUX MOLYIIIB SIK ITOXKEXKA, [TOXKEKHA
Hebe3IeKa, CIpallloBaHHs 3aXUCTy Ha OCHOBI 3acTocyBaHHs apxiTekTypu KPC 3 posnofiineHo0 06po6Ko0 JaHNX
moHitTopuHry gedexriB DEMCE. HaykoBa HOBM3Ha Ofjep>XKaHUX PEe3YJIbTaTiB: 1) yrepiie po3po6IeHO apXiTeKTypy
K®C monitopunry gedpexriB QEMCE Ha ocHOBI KOHLen1ii nepruepiiiHo-XMapHOro po3nojiny 06po6Ky JaHUX.

HoBusHoto apxiTekTypu € popMyBaHH4 ii Ha IPUHIMIIAX PO3IOiNy 00YKCIeHb MK O0PTOBOIO i Ha3€MHOIO



CHACTEMaMU YIIPaBJIiHHS O0€3MiJIOTHUM JliTalbHUM anapaTtoM (BITJIA), cucTemolo AuCneT4epChKOro yIpasiiHH i
XMapHUM CEPBICOM. 2) YIOCKOHAJIEHO METO, 0OPOOKHU JaHUX IIPOrpaMHO-arapaTHUMU 3acob6amu 60pTOBO]
cructemu ynpasiiHHs BITJIA npu MOHITOPUHTY AedeKTiB GOTOEEeKTPUYHUX MOLYJIIB, 110 Bilpi3HSIETHCS YBEAEHHSIM
MOJeJli BU3BHAaY€HHS ONITUMAJIbHOTO HANIPSIMKY Bi3yBaHHS KaMeP, 3aCTOCYBaHHSIM aHCAMOJII0BaHHS Pi3HONAITPOBUX
tepmorpam Ta RGB 306paxkeHb, IEPETBOPEHHSIM MIKCEIbHUX KOOPAMUHAT BUSIBIEHUX NedeKTiB y reorpadiuHi
KOOpAMHATH. 3) YIOCKOHAJIEHO METO/ aHCaMOJII0BaHHS pisHoNasiTpoBux Tepmorpam Ta RGB 306paskeHs 1j1st
BUSBJIEHHS Ae(PEKTIB (OTOETEKTPUIHUX MOJLYJIiB, IKUI Bilpi3HsIETbCS PO3POOKOI0 MaTEMAaTUYHOI Mogei
knacudikauii gedexTis 3a ix BiITHOCHOIO MJIOLIEIO MO0 MO OJHOrO (POTOEIEMEHTA, YBEIEHHIM IIOCTOOPOOKHU
D715 CTBOPEHHSI KOMIT03ULiiiHOro TepMO-RGB 306paskeHHs!. 4) ynepie po3pobieHo metol pyHKuioHyBaHHS KOC
moHitTopuHry aedexriB DEMCE. HoBusna meToly nosisirae y peanisalii KoHuenuii nepudepiiiHo-xmapHoi 06pobku
IaHUX. Ha OCHOBI 3aCTOCYBaHHS pO3pO0JI€HUX METOIB MiJIBULIEHO 3HAYEHHSI IIOKa3HUKA CEPEHbOI TOUHOCTI
netexuii nedextiB DEMCE Ha 2-3 %, oTprMaHO 3HaY€HHS iHTEerPaJIbHOrO IIOKa3HUKA TOYHOCTI Ta [IOBHOTHU
BUsBJIEHHS AedeKTiB 3a MmeTpukolo Fl-score 6inbie 90 %. Po3pobieHo anroputm 3acrocyBaHHs KOC MoHiTOpUHTY
®EMCE. TeopeTuuHi Ta IpakTHU4Hi pe3yJabTaTU JOCiIKE€HHS BIIPOBAIPKEHI IIpX po3pob1ii cucTeM 6€3MeKU B psifi
OpraHisaiil Ta B OCBITHbOMY IIpOLeCi By3y. Y BCTyIIi IPeICTAaBIE€HO OOIPYHTYBAHHS aKTyaJIbHOCTi HAyKOBOTO
3aBaHHS 00 PO3POOKU MeTOZiB i 3ac06iB MoHiTOpUHTY nedexTiB PEMCE Ta Bio6paskeHO OCHOBHI HayKOBi
nedekriB DEMCE, 0CHOBHUX iX BUJIiB, 2 TAKOX [TPOBEJEHO aHasi3 MeTOAiB MOHITOpUHry nedekxrisB PEMCE. ¥
IPyroMy po3zini mpencrasieHo po3pooky apxitektypu KOC monitopunry nedexris DEMCE Ha 0CcHOBI KOHIIEMII{i
nepudepiliHo-xMapHOi 00po6Ku JaHuxX. OGIPyHTOBAHO [IPOrpaMHO-anapaTHi 3acoby apXiTeKTypy Ha OCHOBI
3rOPTKOBOI HEMPOHHOI Mepexxi Ha 60pTy BITJIA. Y TpeTboMy pO3Aiji IpeACTaBlIeHO yIO0CKOHATIEHUN METO L, 06pO6KHU
IAaHUX NIPOrpaMHO-anapaTHUMU 3aco6amu 60pTOBOi cucteMu yrnpasiiHHs BITJIA mpu MOHITOPUHTY feeKTiB
($oTOENEeKTPUYHUX MOAYJIIB, YIOCKOHAJIEHUI METO, aHCaMOJIIOBaHHS pi3HOIAITPOBUX TepMorpam Ta RGB
300pa>KeHb [17151 BUSIBJIEHHS 1eeKTiB POTOENEKTPUYHUX MOJYJIiB 3 BUKOPUCTAaHHSIM MOJI€Jli 3rOPTKOBOi HEPOHHOI
mepexi YOLOvIZm-seg, po3pobaeHuil Metog, ¢yHkuionyBanHsi KOC monitopunry nedexrisB PEMCE. ¥V ueTBepToMmy
PO37isi pefcTaBlIeHo pe3yIbTaTy €KCIIEPUMEHTAIbHUX JOCiIpKeHb BusiBlieHHs gedekriB DEMCE. V BuCHOBKax
IIPENICTaBJICEHO OTPUMAaHi HAyKOBi Ta IPAaKTUYHI Pe3yJIbTaTy JOCIIIKEHH. Y N0JaTKaxX IIPeCTaBIE€HO aKTU

BIIPOBA/I’)KEHHSI PE3YJIbTATIB POOOTH.

2. Enhancing the fire safety of solar energy facility operation is an important scientific task in the field of
information technologies focused on the development of cyber-physical systems (CPS) for monitoring defects of
photovoltaic modules of solar power plants (PVMSPP). The dissertation analyzes the current state, methods, and
tools for monitoring defects of PVMSPP. The work develops an architecture and methods of functioning of cyber-
physical systems for monitoring defects of photovoltaic modules of solar power plants. The object of the research
is the process of monitoring defects of PVMSPP using software and hardware tools. The subject of the research is
the methods and tools of CPS for defect monitoring using software and hardware tools with distributed data
processing. The purpose of the dissertation research is to ensure prompt differentiation of photovoltaic module
operating modes such as fire, fire hazard, and protection activation based on the application of a CPS architecture
with distributed data processing for monitoring defects of PVMSPP. Scientific novelty of the obtained results: For
the first time, an architecture of CPS for monitoring defects of PVMSPP has been developed based on the concept
of edge-cloud data processing distribution. The novelty of the architecture lies in its formation on the principles of
distributing computations between the onboard and ground control systems of an unmanned aerial vehicle (UAV),
the dispatch control system, and a cloud service. The method of data processing by software and hardware tools of
the UAV onboard control system during monitoring of photovoltaic module defects has been improved. The
method is distinguished by the introduction of a model for determining the optimal camera viewing direction, the
application of ensembling of multi-palette thermograms and RGB images, and the transformation of pixel
coordinates of detected defects into geographic coordinates. The method of ensembling multi-palette
thermograms and RGB images for detecting defects of photovoltaic modules has been improved. The method
differs by the development of a mathematical model for classifying defects according to their relative area with



respect to the area of a single photovoltaic cell and by the introduction of post-processing to create a composite
thermo-RGB image. For the first time, a method for functioning of CPS for monitoring defects of PVYMSPP has been
developed. The novelty of the method lies in the implementation of the edge-cloud data processing concept.
Based on the application of the developed methods, the average precision indicator of defect detection of PVMSPP
has been increased by 2-3%, and the value of the integral indicator of accuracy and completeness of defect
detection according to the F1-score metric exceeds 90%. An algorithm for using the CPS for monitoring the PMSC
has been developed. The theoretical and practical results of the research have been implemented in the
development of safety systems in several organizations and in the educational process of the university. The
introduction substantiates the relevance of the scientific task related to the development of methods and tools for
monitoring defects of PVMSPP and presents the main scientific results and practical significance of the work. The
first chapter analyzes the current state of monitoring defects of PVMSPP, their main types, and the existing
methods for defect monitoring. The second chapter presents the development of the CPS architecture for
monitoring defects of PVMSPP based on the edge-cloud data processing concept. The software and hardware
tools of the architecture based on a convolutional neural network onboard the UAV are substantiated. The third
chapter presents the improved method of data processing by software and hardware tools of the UAV onboard
control system during monitoring of photovoltaic module defects, the improved method of ensembling multi-
palette thermograms and RGB images for defect detection using the YOLOvI2m-seg convolutional neural network
model, and the developed method of CPS functioning for monitoring defects of PVMSPP. The fourth chapter
presents the results of experimental studies on detecting defects of PVMSPP. The conclusions summarize the
obtained scientific and practical results of the research. The appendices present implementation certificates of the
research results.
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