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Pedepar:

1. lucepTariis € ogHUM i3 EPIIMX KOMIIJIEKCHUX TOCiTKeHb alMiHiICTPaTUBHO-TIPaBOBOTO 3a0€3eYeHHS
¢dynkuionyBanHst OSINT y cdepi HauioHanpHOI 6e3neKku. Y pe3ysbTaTi LOCiIKeHHS 3a[IPOIIOHOBAHO HAYKOBi
II0JIOKEHHSI Ta BUCHOBKY, SIKi MiCTSITh HAyKOBY HOBU3HY, 30KpeMa: OOI'PYHTOBAHO, 1J0 PO3BiJKa 3 BiAKPUTUX JKepel
(OSINT) y cpepi HanioHanbHOI 6€3MeKu — 1ie LiIeCIIPSIMOBAHMI ITpoliec 360py, 0OpoOKM 1 epepayi iHpopmalii, 1o
3aificHIoeTbCs cy6'ekTamu OSINT 3 MeTOI0 BUSIBJIEHHS], TIOTIepeKEeHHS 1 HeTpasisalii IOTeHiMHUX i aKTyasbHUX
3arpo3 HaljioHaJIbHIN Oe3Meli 3 TofalbIyM IepefaHHsaM iHdopMallii yIIOBHOBa)KEHUM OpraHaM [ijisl yXBajleHHSI
VIPaBIIiHCbKUX PillleHb, CIIPSIMOBAHUX HA 3aXUCT Hal[iOHAJIbHUX iHTEpeCiB, 3a0e3MeueHHs CTabiIbHOCTI Ta 6e31eKu
CYyCIIiJIbCTBA 1 IEP>KaBU; C(POPMYJILOBAHO IIOHSTTSI MEXaHi3MY aiIMiHICTPaTUBHO-IPABOBOTO 3a0€3Me€YeHHS
¢yskuionyBanHst OSINT y cdepi HalioHanpHOI 6€31€KH, BUCBITIEHO 10TO METY Ta HAJIAHO XapaKTEPUCTUKY

IIJIIXOM BUOKPEMJIEHHS 1 TOCiIP)KeHHSI CKJIaIOBUX €JIEMEHTIB, BIACTUBOCTEH, IPUHIUIIB Ta (PYHKLIOHYBaHHSI;



apPryMEHTOBAHO IIPUMHSATTS CIIELIAJIbHOTO 3aKOHOLABUYOr0 KTy, 10 MAa€ BPETYJIbOBYBATHU [isl/IbHICTh BiATIOBIIHUX
PO3BiAyBaJIbHUX Ta IPABOOXOPOHHYUX OPraHiB 3i 37ilICHEHHS PO3BiIKHU 3 BiIKPUTHUX IyKEPEJI; CTBOPEHHS
HE3aJIEXKHOTO HArJII0BOTO OPraHy 3a 34iICHEHHSM PO3BiIKY 3 BIIKPUTHUX IKEPEJI; BIIPOBAIKEHHS €IMHOI
iHopmauiitnoi mnargopmu aysg o6MiHy iHpopmauieto Mk cyd’ekramu OSINT; omyk anbTepHATUBHUX JIKEPeT
(diHaHCYBaHHS Ta iHBECTYBaHHS Y TEXHOJIOTIi 300py Ta aHasi3y JaHUX; pO3MINPEHHS MbKHApOIHOI ciiBnpatiy cdepi
OSINT; migBumeHHs KBasidikaii Ta miAroToBKY CrieniasicTiB 3i 3/IiiCHEHHS] PO3BifIKU 3 BiIKPUTHUX TI3KEPEL.
BucsiTsieHO MibKHapogHUI LOCBiJ MEXaHi3My aMiHiICTpaTUBHO- IIPaBOBOro 3a6e3nedyeHHs GyHKUioHyBaHHS OSINT
y cdepi HallioHaIbHOI 6€3MeKH Ta 3alIPOIIOHOBAHO HANPSIMU MO0 iMIIJIEMEHTALlii Y 3aKOHO/IABCTBO Ta MisSJIbHICTh
cy06’exTiB 3piricHeHHs OSINT, 30KkpemMa 00rpyHTOBaHO AOLIIbHICTb: CTBOPEHHS CIIeLiaJIbHOTO 3aKOHOABCTBA, SIKe
YiTKO BPEryJbOBYBAaTUME MMATAHHSA 3[i¥ICHEHHS PO3BiIKH, y TOMY YMCJIi 3 BIiIKPUTUX JIPKEPEJI, & TAKOXK 3aBJIaHH4,
[IOBHOBAXXEHHS1, MEXIi Aisl/IBHOCTI PO3BilyBaJIbHUX i IPAaBOOXOPOHHUX OPTaHiB y Lill cpepi; BIPOBaIKEHHS
e(eKTUBHOI CUCTEMU NTapJIaMEHTCHKOTO Ta LMBIJIbHOTO KOHTPOJIIO 3a pyHKUioHyBaHHAM OSINT y cdepi
HallioHaJIbHOI 6e3MeKN; CTBOPEHHS He3a/IeXKHUX HaTrJIsIIOBUX OPraHiB KOHTPOJIIO 33 PO3BiJIKOIO 3 BiIKPUTHUX IKEPeJI;
CTBOPEHHS YMOB JJ151 320X0U€HHs IapTHePCTBa 3 IT- KoMnaHisiMy, iHIUMU Cy0’€KTaMU IIPUBATHOIO IIPaBa 3 METOIO
MOLIVPEHHS BUKOPHCTAaHHA HOBITHIX TEXHIK Ta TEXHOJIOTIN 3i 30iliICHEHHAM PO3BiKU 3 BIIKPUTHUX IKEPEI;
BIIPOBA/>)KEHHSI CUCTEMU HaBYaHHS Ta MinBulieHHs KBatidikanii cy6’ekTiB, siki 3aificHiol0Ts OSINT; nokparieHHs
MIXKHApOJHOIO CIiBPOGITHUIITBA T CTBOPEHHS CIIIbHUX I1aTGOPM 3 00MiHY iHpopMaliielo MixK po3BifyBaJlbHUMU

Ta IPAaBOOXOPOHHMMU OPraHaMH iHIIMX Aep>kaB i YKpPaiHO0 Yy MUMTaHHSX 3[1iMICHEHHS PO3BiKY 3 BiIKPUTUX [IKepeJl.

2. The dissertation is one of the first comprehensive studies of the administrative and legal support for the
functioning of OSINT in the field of national security. As a result of the study, scientific propositions and
conclusions containing scientific novelty are proposed, namely, it is substantiated that intelligence from open
sources (OSINT) in the field of national security is a purposeful process of collecting, processing and transmitting
information carried out by OSINT subjects for the purpose of detection, prevention, and neutralization of potential
and actual threats to national security with subsequent transfer of information to authorized bodies for making
management decisions aimed at protecting national interests, ensuring stability and security of society and the
state; the concept of the mechanism of administrative and legal support for the functioning of OSINT in the field of
national security is formulated, its purpose is highlighted and its characteristics are provided by identifying and
researching its constituent elements, properties, principles and functioning; justified, the adoption of a special
legislative act, which should regulate the activities of the relevant intelligence and law enforcement agencies in
conducting intelligence from open sources; creation of an independent supervisory body for conducting
intelligence from open sources; implementation of a unified information platform for information exchange
between OSINT subjects; search for alternative sources of funding and investment in data collection and analysis
technologies; expansion of international cooperation in the field of OSINT; professional development and training
of specialists in conducting intelligence from open sources. The international experience of the mechanism of
administrative and legal support for the functioning of OSINT in the field of national security is highlighted and
directions for its implementation in the legislation and activities of OSINT subjects are highlighted, the expediency
is justified: the creation of special legislation that will clearly regulate the issue of intelligence, including from open
sources , as well as tasks, powers, limits of activity of intelligence and law enforcement agencies in this area;
implementation of an effective system of parliamentary and civil control over the functioning of OSINT in the field
of national security; creation of independent supervisory bodies for control of intelligence from open sources;
creation of conditions to encourage partnership with IT companies, other subjects of private law in order to
spread the use of the latest techniques and technologies with the implementation of intelligence from open
sources; implementation of a system of training and advanced training of subjects conducting OSINT;
improvement of international cooperation and creation of joint platforms for exchange of information between
intelligence and law enforcement agencies of other states and Ukraine in matters of conducting intelligence from
open sources.
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