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Pedepar:

1. PoboTa mpucssiueHa po3pooLii Ta JOCTiIKEHHIO TeHepaTOpiB IICeBIOBUIIATKOBUX [TOCTIIOBHOCTEN 1151
Kibepbesneku Ta 3axUcTy iHpopmaliii, 106y10BaHUX Ha OCHOBI BJIOCKOHAJIEHUX METO1iB HabJIMKEHOT0 OOYMCIIEHHS
eJleMeHTapHUX QYHKIil B apudmeTulii 3 pyxomoio komolo (FP) i Takux, 10 3a0BOJIbHSIIOTh BUMOTaM CTaTUCTUYHUX
tecTiB NIST. Po3risgaoTbcs yHiBepCaslbHi IPOrpaMHi Ta IPOrpaMHO-anapaTtHi crnocobu o6uncaeHHs ginenss (DIV),
obepHeHoi 1o aprymenTy ¢yHkuii (RCP), kBagpaTHoro (SQRT) Ta 3BopoTHOTro KBagpatHoro kopeHs (RSQRT),
Ky6iuHoro (CBRT) ta 3BopoTHOro Ky6iuHoro kopeHs (RCBRT) Tomo. OcHOBHa ifiess po6OTH I10JIsIra€e B IPOEKTYBaHHI

MOKPALIEHUX METOJiB, 30KpEMa Ha OCHOBI anroputMy FISR, Ta foCiI)KeHHI iX BUKOPUCTAaHHS [ FeHepalil



ncespoBunankosux yuced (I[1BY) ta nocaigosuocre (I1BI1), npunaTHUx 17151 Pi3HOMaHITHUX 331134 y cdepi
indopmauiitnoi 6esnexu (IB). Y nepmomy posgini «Orisp BiioMux METOIiB OOUNCIIEHHS eJleMeHTapHuX QYHKIIN Ta
re’epatii nceBIOBUINAIKOBUX [10CIiLOBHOCTE!» IPOBEEHO OIS, JliTepaTypy; 3hiliICHEHO aHai3, kiacudikallilo Ta
MOPiBHSHHS BilOMUX METOJiB, BUBHAUEHO CIIOCOOU MifBUIIEHHS TOYHOCTI Ta MBUAKO/AIi aIrOpUTMiB; 371i1iICHEHO
aHaJsi3 MEeTOiB OLiHKHU SIKOCTi reHepartopis [1BII; cpopmysibOBaHO BUMOTH JIO TPOEKTYBAHHS Ta PO3POOKU
BIIOCKOHAJIEHUX aJITOPUTMIB 1Jis1 33424 iHpopmaliiiHoi Ta Kibepbesneku. JJoCmiIskeHO TeOPEeTUIHI OCHOBU
xiacuyHoro anroputmy FISR, fioro mogudikauii Ta ysaranbHeHHs1, Mmoguikanii metony Xaycxosgepa. [IposeseHo
aHaJi3 BifomMux crnoco6iB reHepatlii Ta ouiHioBaHHS sKocTi [1BI1. [locnigkeHo 3aCTOCYBaHHS YMCEIbHUX METO/IB Ta
FP apudmeTuku nj1s 3amay Kibepbesneky, 30Kpema 151 reHepatiii [1BI1. BctaHoBieHo, o HeloTikaMu BimoMux
METO[IiB € iXHi CTaTUCTMYHI Ta KpunTorpadivyHi BpazjinBoCTi, Ta HU3bKA MIBUAKOLiS. Y Apyromy posaiui «Bubip
METO/IiB i pO3pO6JIEHHS METOIVKU JOCiIKEHHSI» PO3PO0JIEHO OCHOBHY METOAMKY IIPOEKTYBAHHS BIIOCKOHAJIEHUX
aJIrOpUTMIB OOYMCIIEHHS eJleMeHTapHUX QyHKLii B FP apudmernti; copmMyabOBaHO METOAM OLIiHKY MTOXMOOK Ta
TOYHOCTI, BUMipIOBaHHSI MIBUAKOII Ta aHasi3y 361)KHOCTI; PO3IJISHYTO METOIU IPOEKTYBAHHS Ta JOCiIKEHHS
I'TIBY Ha ocHoBi FP apudmeTuku 1151 3aCTOCyBaHb y cdepi 3axUcTy iHpopmallii, METOIUKY [OCIiIKEHHS
CTaTUCTUYHUX XapaKTEePUCTHK, IBUAKOAII Ta nepioay noBTopeHHs chopmoBaHux [1BI1. [Insg BU3HaueHHS
OTITUMAaJIbHUX 3Ha4eHb KoedillieHTiB po3po6s1eHo HAbIp alropuTMiB PaHIOMI30BaHOI YHMCEIbHOI 6araTOBUMIPHOI
OnTMMi3alii. 3alporoHOBaHO HOBUY Miaxiz 1o reHepauii [1BII, mo BUKOPHUCTOBYEe PEKYPEHTHE PiBHSHHS Ta
yucesbHi MeToau B FP apupmeruni. Po3pobaeHo meTony aBToMaTu3alii ix CTaTUCTUYHOrO TECTYBAHHS [J1s1 331134
Kibep6e3neku Ha ocHOBI TecTiB NIST Ta Bu3Ha4eHHs epiofy MOBTOPEHHS /1J1s Pi3HUX [10YATKOBUX 3HAUY€Hb Ta
napamertpis rerepauii [1BI1. ¥ TpeTbomy po3gini «[IpoekTyBaHHS reHepaTOPiB ICEBIOBUNAIKOBUX YACET HA OCHOBI
BJOCKOHAJIEHUX aJITOPUTMIB OOUMCIIEHHS €JIEeMEHTapHUX (YHKIIiI» IPeICTaBI€HO Pe3yabTaTu PO3POOKU
MOIM}piKOBaHUX AJITOPUTMIB OOYMCIIEHHS €JIEMEHTApHUX (PYHKLIM Ta IpoekTyBaHHs ['TIBY Ha ix OCHOBI,
aKTyaJIbHUX 7151 3aCTOCYBaHb y cdepi 3axucty iHpopmarii. 3arrpornoHoBaHi epeKTUBHI aJIrOPUTMHU 3a0e311edyioTh
IiABUILEHY TOYHICTD i MIBUIIKOiIO 3aBIsIKU BUKOPUCTaHHIO MeTonly MC, iTepaniliinux metonis HeioToHa-Padcona
(NR) ta Xaycxongepa (H) Bumux nopsKis B crieliaJibHUX (pOpMax, a TAKOXK aJallTUBHOMY BUOOPY NapaMeTpiB
3aJIEXKHO Bif BXiTHUX JAaHUX 3 METOI0 MiHiMi3alil BimHOCHOI MOXMOKM. 3aIIpOIIOHOBAHO METOZ, LIBUAKOTO
ob6uncneHHs PyHKLii RCP Ha OCHOBI TOTOXXHOCTI 3 IIOJTIHOMaMU HaKpaloro piBHOMIpHOro HaGJIMKEeHHS 3 IO
NOPSAKY, METOJIM Ha OCHOBI MoauQikoBaHoi iTepauii Xaycxosngepa 2-ro nopsgky (Ho2) nist RCP ta RSQRT, metonu
nepexsoueHHs MarivHux KoHCTaHT (DC ta 8DC) nyst o6uncnennss RSQRT ta SQRT Ha ocHOBI po36UTTS iHTepBay
Br3HaUYeHHs QyHKIi] Ta onTrMiszanii napameTpis. ¥ yeTBepToMy po3zini «[IpakTuiHe TeCTyBaHHS Ta aHali3
edeKTHUBHOCTI 3aIIPONIOHOBAHUX aJITOPUTMIB Ta reHepaTopiB MCeBIOBUIAIKOBUX yuces Ha [1K, miHi-koMm'toTepi Ta
MK n7151 3apa4 y cepi Kibepoesneku Ta 3axucTy iHpopmalii» 3[iiiICHEHO TECTYBaHHS Ta AOCJiIPKEHHS
edexTUBHOCTI 17151 3aa4 iHpopMalliiiHoi Ta Kibepbe3neKky 3alIpOIOHOBAHMX aJTOPUTMIB HA Pi3HOMAHITHUX
IIPUCTPOSIX, 1o HinTprumyioTs FP o6uncienHs, 3okpema Ha Intel, Raspberry Pi ta ESP-32. HaBeneHo pe3ysibTaTi
IOCJiI)KeHHS Ta TECTyBaHHs 3anpornonosanux [TIBY, a came: CTaTUCTUYHUX XapaKTEPUCTUK 3 BUKOPUCTAHHSIM
tecTiB NIST, rpadiyHux TecTiB Ta €eHTpoIii; epiofy NOBTOPEHHS; 004K CIIOBATIBHOI CKIIAAHOCTI; IBUAKO/AI];
napaMeTpiB reHeparii Ta iana3oHiB IOYaTKOBUX 3HaY€Hb. Y BUCHOBKAX JIMCEPTALiiiHOI pO60TH y3araJbHEHO
OCHOBHi HayKOBi Ta IPaKTU4Hi pe3yJbTaTH, HaBeAEeHO MOPiBHSHHS €(PEeKTUBHOCTI METO/IiB, OKpeCJIeHO cepH ix
3aCTOCYBaHH4 [71s1 KibepOe3neKku Ta 3axucty iHdopmallii, cpopMyIbOBaHO PEKOMEH ALl 010 BIPOBAIKEHHS Ta

MOJAIbIINX TOCJIiIKEHb.

2. The work is devoted to the development and research of pseudorandom sequence generators for cybersecurity
and information protection, built on the basis of advanced methods for approximate calculation of elementary
functions in floating-point arithmetic (FP) and those that meet the requirements of NIST statistical tests. Universal
software and hardware methods for calculating division (DIV), inverse function (RCP), square (SQRT) and inverse
square root (RSQRT), cubic (CBRT) and inverse cube root (RCBRT), etc. are considered. The main idea of the work
is to design improved methods, in particular based on the FISR algorithm, and to study their use for generating
pseudorandom numbers (PRNs) and sequences (PNRs) suitable for various tasks in the field of information security
(IS). The first section, “Review of known methods for calculating elementary functions and generating



pseudorandom sequences,” reviews the literature; The analysis, classification and comparison of known methods
were carried out, methods for improving the accuracy and speed of algorithms were determined; methods for
assessing the quality of PVP generators were analyzed; requirements for the design and development of improved
algorithms for information and cybersecurity tasks were formulated. The theoretical foundations of the classical
FISR algorithm, its modifications and generalizations, and modifications of the Householder method were studied.
The analysis of known methods for generating and assessing the quality of PVP was carried out. The application of
numerical methods and FP arithmetic for cybersecurity tasks was studied, in particular for PVP generation. It was
established that the disadvantages of known methods are their statistical and cryptographic vulnerabilities and low
speed. In the second section "Choice of methods and development of research methodology", the main
methodology for designing improved algorithms for calculating elementary functions in FP arithmetic was
developed; methods for assessing errors and accuracy, measuring speed and analyzing convergence were
formulated; considered methods for designing and studying pseudorandom number generators based on FP
arithmetic for applications in the field of information security, a methodology for studying statistical
characteristics, speed and repetition period of generated pseudorandom number generators. To determine the
optimal values of coefficients, a set of algorithms for randomized numerical multidimensional optimization was
developed. A new approach to generating pseudorandom number generators using a recurrence equation and
numerical methods in FP arithmetic was proposed. Methods for automating their statistical testing for
cybersecurity tasks based on NIST tests and determining the repetition period for various initial values and
parameters of pseudorandom number generator generation were developed. The third section, “Design of
pseudorandom number generators based on improved algorithms for calculating elementary functions,” presents
the results of developing modified algorithms for calculating elementary functions and designing pseudorandom
number generators based on them, relevant for applications in the field of information security. The proposed
efficient algorithms provide increased accuracy and speed due to the use of the MC method, the iterative Newton-
Raphson (NR) and Householder (H) methods of higher orders in special forms, as well as adaptive selection of
parameters depending on the input data in order to minimize the relative error. A method for fast calculation of
the RCP function based on the identity with the polynomials of the best uniform approximation of the 3rd order,
methods based on the modified Householder iteration of the 2nd order (Ho2) for RCP and RSQRT, methods of
switching magic constants (DC and 8DC) for calculating RSQRT and SQRT based on the partitioning of the function
definition interval and parameter optimization are proposed. In the fourth section "Practical testing and analysis of
the effectiveness of the proposed algorithms and pseudorandom number generators on a PC, minicomputer and
MC for tasks in the field of cybersecurity and information protection” testing and research of the effectiveness of
the proposed algorithms for information and cybersecurity tasks on various devices that support FP calculations,
in particular on Intel, Raspberry Pi and ESP-32, are carried out. The results of the research and testing of the
proposed GPNR are presented, namely: statistical characteristics using NIST tests, graphic tests and entropy;
repetition period; computational complexity; speed; generation parameters and ranges of initial values. The
conclusions of the dissertation work summarize the main scientific and practical results, compare the
effectiveness of the methods, outline the areas of their application for cybersecurity and information protection,
and formulate recommendations for implementation and further research.
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