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1. InceprauiiiHa po60Ta NpUCBSIYEHA BUPIIEHHIO aKTyaJIbHOI HAyKOBO-IIPUKJIAIHOI 3a1a4i, OB'SI3aHOI 3 PO3POOKOI0
Ta MOJaJbIINM yIOCKOHAJIEHHSI METO/iB Ta 3aCc00iB ineHTUdiKalii cTaHy KOMII'TOTEPHUX CUCTEM Ta MEPEX JJIs
3aXMCTY JaHUX B yMOBaX 30BHillIHIX BIVIUBiB. MeTOIO AucepTaLiiiHOI poO0TH € po3p0oOKa HOBUX Ta YAOCKOHAJIEHHS
iCHYI0YMX METOZIB BASIBJIEHHS aHOMAJIill, 3arpo3 i WIKiJJIMBOTO IPOrPaMHOrO 3a0€3Me4eHHS AJ1s MiJBUIIEHHS
TOYHOCTI Ta MBUIKOCTI ifeHTudiKaLii cTaHy KOMITIOTEPHUX CUCTEM Ta MEPEXX Ha OCHOBI TEXHOJIOTi MAIIMHHOTO
HaB4yaHHs. O0’eKT JOCIiJKEHHS — NPOLEC 3aXUCTY JaHUX B KOMITIOTEPHUX CUCTEMAaxX Ta MepeKax B yMOBax
30BHIIIHIX BIIUBIB. [IpegmeT NOCIiIPKEHHSI — METOIY Ta 3ac0o0U ineHTU(iKallii CTaHy KOMITIOTEPHUX CUCTEM Ta
MEPEX Ha OCHOBI TEXHOJIOT MalIMHHOIO HaBYaHHA. 3a pe3yJbTaTaMU JOCIiIPKEHHS OTPUMAHO TaKi HayKOBi

pesynbTaTi: 1. Briepiie 3arpornoHOBaHO MeTOJ, TOOYA0BY JepeBa 3 6araTOBUMIPHMMU By3J1aMU pillleHb, 10 HaZaJIo



MO>KJIMBICTb (POPMYBATH [I€PEBONOIOHI MOZEi 3 ypaxyBaHHIM KOPeJISLiTHUX 3B'S13KiB MiXK [TI0Ka3HUKAMU
dyHkuionysanHs KC, o3BonIIO HifBULIMTY TOYHICTD ineHTH(iKawii ii cTaHy 3a paXyHOK KjlacTepu3aliii BUXiTHUX
IAHUX Ta 301JIbIIMUTY ONIEPAaTUBHICTD ineHTUdiKalii 3aBAsSKMA 3MEHIIEHHIO KiJIbKOCTi posranyxeHs [IP; 2. Bnepiue
3aIIPONIOHOBAHO METOJ MOOYI0OBY HEUITKOTO IE€PEBA PillleHb, SIKUH Biflpi3HI€THCS Bill BiLOMUX HAsIBHICTIO
crenianbHOI aBTOMATA30BaHO]I ITpolelypy GOPMYBaHHS HEYITKUX MHOXKUH Ta iX (PYHKIil1 HaJIeXKHOCTI, 110
IO3BOJIMJIO MiABUILATY TOYHICTh Ta onlepaTuBHICTh ineHTudikauii crany KC; 3. YiockoHasneHo MeTos, 1o0yioBU
IiepeBa pillleHb, 32 paXyHOK BUKOPUCTAHHSA Y IKOCTI KPUTEPIIO IPUUHATTS pilleHb MiHIMasIbHOI TOMUJIKN
kyacudikauii, BAKOPUCTaHHS HAIIPABIEHOTO BUOOPY 03HAK Ta 3aCTOCYBAHHS aJITOPUTMY BiHAPHOTO IOMYKY [1JIs
BM3HAYEHHS ONTMMAaJIbHOTO 3HAUYE€HHS [IOPOTy PO3IENJIEHHS By3a JIP, o 103BOIMIO 3MEHIINTY YaC HaBYaHHS
Mogeri; 4. YI0CKoHaseHo aHcaMbieBuil MeTo, kiacudikallii Ha OCHOBi MeTa-aJIrOpuTMy OYCTiHTY 32 JOIIOMOTOIO
BMKOPHUCTAHHS Y IKOCTi 6a30BUX MOJIeJIEN pO3PO0JIEHUX AEPEB PillleHb Ta IPOLIEAYPH NONEePEeAHbOI OOPOOKY NAHUX,
110 HaZlaJI0 MOXJIMBICTh MiABUIMTY TOYHICTD ineHTHdikauii crany KC. [IpakTuiHe 3Ha4Y€HHS! OTPUMaHUX
PEe3YJIbTaTiB MOJISITa€ B HACTYIIHOMY: - PO3PO6JIEHO METO[, Ta IIporpaMHe 3abe3IeyeHHs [100y10BY JepesB 3
6araTOBUMipHUMHU By3JlaMU pillleHb, 1110 403BOJIsIE 3MEHIIUTH KiJIbKICTh PO3rayly>KeHb, MiJIBULILYI0UN OIIEPATUBHICTb
inenTudikanii crany KoMIT'roTepHUX cucteM 10 50% Ta TOYHICTh 110 12% (32 yMOBM HASIBHOCTI JaHUX, SIKi MAIOTh
BHCOKi KOpeJIsiLiiiHi koedillieHTH); - po3po6sIeHO IIpoLelypy Ta IporpaMHe 3adesneyeHHs] POPMYBaHHS HEUIiTKUX
MHOXUH Ta iX QyHKIUil HaJIe>XXHOCTI 17151 MO0y JOBY HEUIiTKUX JIepeB pillleHb, 10 J03BOJIMJIO MiABUIUTY TOYHICTD
xiacudikauii 10 30% (3a yMOBi BEJIMKOI KiJIbKOCTI AaHUX, SKi 3HaXOASTbCSI HA MEXi PO3ME>XKyBaHHS KJIaciB) Ta
IIBUJIKICTb 10 23%, OPIBHIOIOYY 3 KJIACUYHMMU JiepeBa pillleHb; - YIOCKOHAJIEHO METO I, T0OYJOBY epeBa 3
OJIHOBUMIpPHUMU BYy3JlaMHU pillleHb Ta po3p0o0JieHO ITporpamMHe 3ab6e3redeHHs], 10 J03BOJINJIO 3MEHIINTH Yac
HaBYaHHS JAE€PeB PillleHb 110 4,5 pas; - yIOCKOHAJNIEHO aHCcaMby1eBUi MeToZ, Kilacu@ikallii Ha OCHOBI MeTa-aJaropuTMy
OyCTiHry Ta po3p06JeHO porpaMHe 3abe3rnedeHHs], IKe MOJIe/I0e POOOTY METOY, IO JO3BOJIUJIO MiABUILATH
TOYHICTh Knacudikanii 1o 32%. 3a pesyabTaTamu LOCiIKeHHS HiITBepIKEHO NPaKTUYHY Ta TEOPETUYHY L[iHHICTb
PO3p06JIEeHUX METOIiB, HaJlaHO NIPAKTUYHI peKOMeHallii, 00 3aCTOCYBaHHS PO3POOIEHNUX METOIiB Ta PO3IJISIHYTO

IEPCIIEKTNBU ix Io4aIbmiOro po3BUTKY.

2. The dissertation work is devoted to the solution of an actual scientific and applied problem related to the
development and further improvement of methods and means of identifying the state of computer systems and
networks for data protection in conditions of external influences. The purpose of the dissertation is to develop
new and improve existing methods for detecting anomalies, threats and malware to increase the accuracy and
speed of identifying the state of computer systems and networks, which is based on machine learning methods.
Object of research is the process of data protection in computer systems and networks in conditions of external
influences. The subject of research is methods and means of identifying the computer systems and networks state
based on machine learning techniques. Scientific novelty of the results. As a result of the dissertation work, the
scientific direction related to the development of methods and means of identifying the state of computer systems
and networks for data security was further developed. The following scientific results were obtained within this
area: 1. For the first time, a method of building a tree with multidimensional decision nodes was proposed, which
made it possible to build tree models taking into account the correlations between the features of computer
systems functioning, increased the accuracy of identifying its state by clustering the initial data and increased the
identification velocity by reducing the number of decision trees’ branches. 2. For the first time, a method for
constructing a fuzzy decision tree is proposed, which differs from the known ones by the presence of a special
automated procedure for the formation of fuzzy sets and their membership functions, which made it possible to
increase the accuracy and velocity of identifying the state of a computer system. 3. The method of constructing a
decision tree has been improved, which differs from the known ones by using the minimum classification error as
a decision-making criterion and by applying a binary search algorithm to determine the optimal value of threshold
for splitting a decision tree node. 4. The ensemble classification method based on the meta-algorithm boosting has
been improved by using the proposed decision trees as basic models and a special data preprocessing procedure,
which made it possible to increase the accuracy of identifying the computer systems’ state. The practical
significance of the obtained results include the following: - A method and software for constructing trees with



multidimensional decision nodes has been developed, which allows reducing the number of branches, increasing
the speed of identifying the computer systems’ state by up to 50% and accuracy by up to 12%. - The procedure and
software for the formation of fuzzy sets and their membership functions for the construction of fuzzy decision
trees were developed, which allowed to increase the classification accuracy by up to 30% (with a large amount of
data on the verge of class delimitation) and speed by up to 23% compared to classical decision trees. - The method
of building a tree with one-dimensional decision nodes was improved and software was developed that reduced
decision trees training time by up to 4.5 times. - The ensemb]e classification method based on the meta-algorithm
of boosting was improved and software was developed that simulates the method, which increased the
classification accuracy by up to 32%. The research results confirmed the practical and theoretical significance of
the developed methods, provided practical recommendations for the application of the developed methods and
considered the prospects for their further development.
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IloBHe HaiMeHYBaHHSI IOPHUAHUYHOI OCOOH: YKpaiHChKMIT IeP>KAaBHUI YHIBEPCUTET 3aJTi3HUYHOTO
TPaHCIOPTY

Kopg 3a €IPIIOY: 01116472

Micue3Hax0aKeHHS: MaiinaH deiiepbaxa, 6ya. 7, XapkiB, XapKiBcbkuii p-H., 61050, Ykpaina
dopma ByacHOCTI: [lepxasna

Cdepa ynpaBitiHHS: MiHicrepcTBo OCBiTH i HayKu YKpaiHu

InenTudikarop ROR:

BaacHe IlpizBume Im's I10-6aTbKOBI:

1. KoBaneHKo AHADi AHATOIINOBUY

2. Andrii A. Kovalenko

KBasigikamis: n. 1. u., npodecop, 05.13.05
InenTudgikarop ORCID ID: 0000-0002-2817-9036

JoparkoBa iHdpopmauist: https://www.scopus.com/authid /detail.uri?authorld=56423229200;
https:/ /www.webofscience.com/wos /author /record /283165;
https:/ /scholar.google.com.ua/citations?user=9KzEtDMAAAAJ&hl=ua

IloBHE HaliMEeHYBaHHS IOPUAHYHOL 0COOH: XapKiBCbKUii HAliOHAILHUI YHIBEPCUTET PajliOENEKTPOHIKY
Kopg 3a € IPIIOY: 02071197

Micue3HaxoaKeHHS: npocnekT Hayku, 6ya. 14, XapkiB, XapkiBcbkuil p-H., 61166, Ykpaina

dopma BiracHOCTI: /lepxasHa

Cdepa yIIpaBJIiHHﬂ: MiHicTepcTBO OCBiTH 1 HayKH YKpaiHu

InenTudikarop ROR:

Penensentu

BiacHe IIpisBuie Im'sa ITo-6aThKOBI:
1. Kyuyk I'eopriit AHaTOsinoBAUY

2. Heorhii A. Kuchuk

KBasigikanis: n.1.1., npodecop, 05.13.06

Inentudikarop ORCID ID: 0000-0002-2862-438X



JoparkoBa iHdopmamist: https://www.scopus.com /authid /detail.uri?authorld=57057781300;
https:/ /www.webofscience.com /wos/author /record /2485726;
https:/ /scholar.google.com.ua/citations?user=gHejYRUAAAAJ&hl=uk

IloBHe HaliIMeHYBaHHS IOPUAHYHOL 0C00H: HanioHanbHU# TeXHIYHMI YHiBepcuTeT "XapKiBChKuii

MOJITEXHIYHNAN iHCTUTYT"

Kopg 3a €IPIIOY: 02071180

Micue3HaxoaKeHHS: By Kupnuuosa, 6y1. 2, Xapkis, XapkiBcbkuii p-H., 61002, Ykpaina
dopma BiracHOCTI: /lepxasHa

Cdepa ynpaBiriHHS: MiHicTepcTBo OCBiTH i HayKu YKpaiHu

InenTudikarop ROR:

BiacHe IIpizBuie Im'sa I1o-6aTbKOBI:

1. IllopmopoxHak Angpint OsekciiioBuy

2. Andrii O. Podorozhniak

KBasigikanis: k.r.u., nouenr, 05.12.17
InenTudikarop ORCID ID: 0000-0002-6688-8407

JoparkoBa iHpopmanist: https://www.scopus.com /authid /detail.uri?authorld=57202229410;
https:/ /www.webofscience.com /wos /author /record /909299;
https://scholar.google.com.ua/citations?user=gbxjOTEAAAAJ&hl=uk

IloBHe HaliMEeHYBaHHSI IOPHUAHUYHOI 0COOM: HaujoHanbHUil TEXHIYHNMIA YHIBEpCUTET "XapKiBChKUIA

MOJIITEXHIYHUN IHCTUTYT"

Kopg, 3a €IPIIOY: 02071180

Micue3HaxoaKeHHS: By/. Kupnuyosa, 6y7. 2, Xapkis, XapkiBcbkuii p-H., 61002, Ykpaina
dopma BracHOCTI: JlepxaBHa

Cdepa ynpaBiriHHS: MiHicTepCTBO OCBITH i HayKy YKpaiHu

InenTudikarop ROR:

VIII. 3aKkJII04Hi BiZoMOCTi

Biacue IpizBume Im's I10-6aTbKOBI 3akosopothuit Onexcaup fOpiiosny
rOJIOBH pagu

BnacHe IlpizBuie Im's [10-6aTbKOBI 3axosoporHuit Onekcausp FOpiiiosuy
rOJIOBYIOYOTO Ha 3acigaHHi

BigmoBizasibHU 32 MiATOTOBKY 3aiines tOpiit [BaHOBIY

00JIIKOBHX JOKYMEHTIB

PeecrpaTop YkpIHTEI



KepiBHuk Bigginy YKpIHTEI, mpo €
BiZITIOBiZaIBHUM 3a peecTpallilo HayKoBoi IOpuenko TeTsHa AHaTosiiBHA

JisiIbHOCTI




