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30BHIiLIHIX BIIKBIB. [IpegmeT JoCiIpKeHHsl — MeTOY Ta 3acobu ineHTrdiKawLii cTaHy KOMITIOTEDHUX CUCTEM Ta
MEPEX Ha OCHOBI TEXHOJIOTIi MAaIIMHHOTIO HABYaHHS. 3a pe3yJbTaTaMU JOCIiIP)KEHHS OTPUMaHO TaKi HayKOBi
pesynbTaTu: 1. Briepiie 3ariponoHOBaHO MeTOJ, TOOYA0BU JepeBa 3 6araTOBUMIPHMMU By3J1aMU pillleHb, 10 HAaJajo
MOXJIMBICTb (POPMYyBaTH [E€PEBONOIIOHI MOAEII 3 YPaxyBaHHSIM KOPEJISILIMHUX 3B's13KiB MK TOKa3HUKAMU
dynkuionysanHs KC, 1o3BomIIO HifBULIMTY TOYHICTS ineHTH(iKanii ii cTaHy 3a paxyHOK Kjlactepu3aliii BUXiTHUX
JIAHUX Ta 301JIbIIMUTY OIlePaTUBHICTD ineHTHdiKalil 3aBAsSKM 3MEHIIEHHIO KiJIbKOCTi posranyxeHs [IP; 2. Bnepiue
3aIIPOIIOHOBAHO METO/ OOYJOBY HEUITKOIO IEPEBA PillleHb, SIKUH Biflpi3HS€THCS Bifl BiIlOMUX HAsIBHICTIO
CIIeLliaJIbHOI aBTOMATU30BaHOI IpoLeAypy (POPMYBaHHS HEUITKMX MHOXKMH Ta iX (QYHKIiM HAaJI€KHOCTI, 10
IO3BOJIMJIO MiABUILUTY TOYHICTh Ta oniepaTuBHICTh ineHTudikauii crany KC; 3. YiockoHaseHo MeTos, 100ynoBy
IlepeBa pillleHb, 32 paXyYHOK BUKOPUCTAHHSA Y IKOCTI KPUTEPIO IPUMHATTS pillleHb MiHIMaIbHOI TIOMUJIKU
ki1acudikauii, BAKOPUCTAHHS HAIIPABJIEHOTO BUOOPY O3HAK TA 3aCTOCYBAHHS aJITOPUTMY OiHAPHOTO MOMIYKY [JIs1
BU3HAYEHHS ONTMMAJIbHOTO 3HAUYE€HHS [IOPOTy pO3IenyeHHs By3a JIP, o T03BOIMIO 3MEHIINTY YaC HaBYaHHS
mogeri; 4. YoockoHaneHo aHcaM6JieBuil MeTo, Kiacudikallii Ha OCHOBi MeTa-aJIrOpUTMy OYCTIiHTY 32 JJOIIOMOTOI0
BHMKOPHUCTAHHS y IKOCTi 6a30BUX MOJEJIEN po3p00JIEHUX AEPEB PillleHb Ta IIPOLIEAYPH NONIepeAHbOI 0OPOOKY NAHUX,
110 HAIQJIO MO>KJIMBICTD MiIBUIIUTY TOYHICTD ifeHTH(ikauii crany KC. [IpakTudHe 3Ha4€HHsI OTPUMaHUX
PE3YJIbTATIiB MOJISITa€ B HACTYITHOMY: - PO3PO6JIEHO METO, Ta IporpaMHe 3abe3eyeHHs [100y10BY Jepes 3
6araTOBUMipHUMHU By3JlaMU pillleHb, 1110 J03BOJIsIE 3MEHIIUTH KiJIbKICTh PO3rasly>KeHb, MiJIBULIYI0UM OIIEPATUBHICTD
inenTudikanii craHy KOMI'IoTepHUX cucTeM 10 50% Ta TOYHICTb 10 12% (32 yMOBU HasIBHOCTI JaHUX, SIKi MAlOTh
BUCOKI KOpeJIsiLiiiHi KoedillieHTn); - po3po6s1eHO NPOoLEeNypy Ta IpOrpaMHe 3a6e3ne4eHHs: POPMYBAHHS HEUITKUX
MHOXUH Ta iX QYHKIIi¥l HaslesKHOCTI 17151 TOOY0BU HEUiTKUX JepeB pillleHb, 110 JO3BOJIWJIO HiIBULIUTY TOUYHICTD
xiacudikauii 10 30% (3a yMOBi BEJIUKOI KiJIbKOCTI JaHUX, SKi 3HaXOASTbCSI HA MEXi PO3ME>XKyBaHHS KJlaciB) Ta
MIBUAKICTB 10 23%, MOPIBHIOIOUN 3 KJIACUYHUMMU JIEPEBA PillleHb; - YJOCKOHAJIEHO METO/I [T0OYA0BU AEPEBa 3
OJHOBUMIPHMMHU By3JlaMHU pillleHb Ta po3po06JieHO ITporpamMHe 3ab6e3redeHHs], 10 J03BOJINIIO 3MEHIINTH Yac
HaBYaHHS JepeB pilleHsb 10 4,5 pas; - yILOCKOHaleHOo aHcaMb1eBUil MeToJ, kKiacu@ikallii Ha OCHOBI MeTa-aJrOpUTMy
OyCTiHTy Ta pO3p06JI€EHO IPOrPaMHe 3a0€3I1€UEHHS, SIKE MOJIEeJII0€ POOOTY METOY, 1O JO3BOJIUIO MiABUILIATH
TOYHICTb Knacudikauii 7o 32%. 3a pe3ysbTaTamMy JOCJiI)KEHHS NiATBEPIPKEHO NPAKTUYHY Ta TEOPETUYHY LiHHICTb
PO3p0o6JIEHUX METOIiB, HaJlaHO NIPAKTUYHI peKOMeHallii, I[00 3aCTOCYBaHHS PO3POOJIEHNUX METOIIB Ta PO3IJISIHYTO

IEPCIIEKTNBU ix I1o04aspiOro po3BUTKY.

2. The dissertation work is devoted to the solution of an actual scientific and applied problem related to the
development and further improvement of methods and means of identifying the state of computer systems and
networks for data protection in conditions of external influences. The purpose of the dissertation is to develop
new and improve existing methods for detecting anomalies, threats and malware to increase the accuracy and
speed of identifying the state of computer systems and networks, which is based on machine learning methods.
Object of research is the process of data protection in computer systems and networks in conditions of external
influences. The subject of research is methods and means of identifying the computer systems and networks state
based on machine learning techniques. Scientific novelty of the results. As a result of the dissertation work, the
scientific direction related to the development of methods and means of identifying the state of computer systems
and networks for data security was further developed. The following scientific results were obtained within this
area: 1. For the first time, a method of building a tree with multidimensional decision nodes was proposed, which
made it possible to build tree models taking into account the correlations between the features of computer
systems functioning, increased the accuracy of identifying its state by clustering the initial data and increased the
identification velocity by reducing the number of decision trees’ branches. 2. For the first time, a method for
constructing a fuzzy decision tree is proposed, which differs from the known ones by the presence of a special
automated procedure for the formation of fuzzy sets and their membership functions, which made it possible to
increase the accuracy and velocity of identifying the state of a computer system. 3. The method of constructing a
decision tree has been improved, which differs from the known ones by using the minimum classification error as
a decision-making criterion and by applying a binary search algorithm to determine the optimal value of threshold
for splitting a decision tree node. 4. The ensemble classification method based on the meta-algorithm boosting has



been improved by using the proposed decision trees as basic models and a special data preprocessing procedure,
which made it possible to increase the accuracy of identifying the computer systems’ state. The practical
significance of the obtained results include the following: - A method and software for constructing trees with
multidimensional decision nodes has been developed, which allows reducing the number of branches, increasing
the speed of identifying the computer systems’ state by up to 50% and accuracy by up to 12%. - The procedure and
software for the formation of fuzzy sets and their membership functions for the construction of fuzzy decision
trees were developed, which allowed to increase the classification accuracy by up to 30% (with a large amount of
data on the verge of class delimitation) and speed by up to 23% compared to classical decision trees. - The method
of building a tree with one-dimensional decision nodes was improved and software was developed that reduced
decision trees training time by up to 4.5 times. - The ensemb]e classification method based on the meta-algorithm
of boosting was improved and software was developed that simulates the method, which increased the
classification accuracy by up to 32%. The research results confirmed the practical and theoretical significance of
the developed methods, provided practical recommendations for the application of the developed methods and
considered the prospects for their further development.
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https:/ /www.webofscience.com /wos /author /record /2514056;
https://scholar.google.com.ua/citations?user=tFdGngkAAAAJ&hl=uk

IloBHe HaliMEeHYBaHHSI IOPHUAHUYHOI OCOOM: YKpPAiHCHKUIL AEP>KAaBHUI YHIBEPCUTET 3aJ1i3HUYHOTO

TPAHCIOPTY
Kopg 3a €IPIIOY: 01116472

Micue3HaxoaKeHHs: maiinan Qeitepbaxa, 6yx. 7, Xapkis, XapKiBchkuil p-H., 61050, Ykpaina
dopma BracHOCTI: JlepxaBHa

Cdepa ynpaBiriHHS: MiHicTepcTBO OCBIiTH | HAayKu YKpaiHu

InenTudikarop ROR:

CeKTOop HayKH. YHiBEPCUTETCHKUIL

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. KoBaneHko AHnpi¥t AHATOIOBUY

2. Andrii A. Kovalenko
KBasigikamis: 1. 1. n., npodecop, 05.13.05
InenTudikarop ORCHID ID: 0000-0002-2817-9036

JoparkoBa iHpopmauist: https://www.scopus.com/authid /detail.uri?authorld=56423229200;
https:/ /www.webofscience.com /wos /author /record /283165;
https:/ /scholar.google.com.ua/citations?user=9KzEtDMAAAAJ&hl=ua

IloBHe HaliIMEeHYBaHHS IOPUAHYHOL 0COOH: XapKiBCbKMii HAliOHAILHU YHIBEPCUTET PajlioENEKTPOHIKY
Kopg 3a €IPIIOY: 02071197

Micue3Haxoa>KeHHs: npocnekt Hayku, 6y, 14, Xapkis, XapkiBcbkuii p-H., 61166, Ykpaina

dopma ByacHOCTI: [lepxasna

Cdepa ynpaBiriHHS: MiHicTepcTBo OCBiTH i HayKu YKpaiHu

InenTudikarop ROR:

CeKTop HayKH: YHIBepCUTETCHKUI

Penensentu



Baacwue IlpizBumie Im's Ilo-6aTbKOBI:

1. Kyuyk I'eopriit AHaTOJINOBUY

2. Heorhii A. Kuchuk

KBasigikanis: n.1.1., npodecop, 05.13.06
ImenTudikarop ORCHID ID: 0000-0002-2862-438X

JoparkoBa iHdopMmawist: https://www.scopus.com /authid /detail.uri?authorld=57057781300);
https:/ /www.webofscience.com /wos/author /record /2485726;
https:/ /scholar.google.com.ua/citations?user=gHejYRUAAAAJ&hl=uk

IToBHe HaliMeHYBaHHSI IOPHUAHUYHOI 0COOHM: HaujoHanbHuMil TEXHIYHMIA yHIBEpCUTET "XapKiBChKUIA

MOJITEXHIYHUNA IHCTUTYT"

Kopg 3a €IPIIOY: 02071180

Micqesﬂaxo,lpKeHHﬂ: ByJl. Kupnn4oBa, 6yz. 2, XapkiB, XapKiBCbKU p-H., 61002, Ykpaina
dopma ByacHOCTI: [lepxasna

Cdepa ynpaBitiHHS: MiHicrepcTBo OCBiTH i HayKu YKpaiHu

InenTudikarop ROR:

CeKTop HayKH: YHIBEpCUTETCHKUI

BiacHe IIpizBuie Im'sa I1o-6aTbKOBI:

1. IllopmopoxHak Anppiit OsekciiioBuy

2. Andrii O. Podorozhniak

KBasigikanis: k.r.u., nouenr, 05.12.17
InenTudikarop ORCHID ID: 0000-0002-6688-8407

HoparkoBa iHpopmamist: https://www.scopus.com /authid /detail.uri?authorld=57202229410;
https:/ /www.webofscience.com /wos /author /record /909299;
https:/ /scholar.google.com.ua/citations?user=gbxjOTEAAAAJ&hl=uk

IloBHe HaliMeHYBaHHSI IOPUAHUYHOI 0COOHM: HaujoHanbHuil TEXHIYHMIA yHiBEpCUTET "XapKiBChKUIA

MOJIITEXHIYHUN IHCTUTYT"

Kopg 3a €IPIIOY: 02071180

Micue3HaxoaKeHHS: By Kupnuyosa, 6y1. 2, Xapkis, XapkiBcbkuii p-H., 61002, Ykpaina
dopma BracHOCTI: JlepxaBHa

Cdepa ynpaBriHHS: MiHicTepCTBO OCBITH i HayKy YKpaiHu

Inentudikarop ROR:

CeKTOop HayKH:. YHiBEPCUTETCHKUIL

VIII. 3aKkJIl04Hi BiZoMOCTi

BaacHe IlpizBume Im'st Ilo-6aTbKOBI 3axoBopoTHuit Onexcanzp IOpiitoBuy

rOJIOBH pagu



Baache IlpizBuiie Im's ITo-6aTbKOBI

TOJIOBYIOYOTO Ha 3acCiiaHHi

BignoBigasibHUMH 3a HiATOTOBKY

00JIiKOBUX JOKYMEHTIB

PeecTpaTtop

KepiBHuKk Bigginy YKpIHTEI, mpo €
BiZIIIOBiZaJIbHUM 32 peECTpallilo HAayKOBOIi

OisSIIBHOCTI

3axkoBopotHuii Onekcanap KOpiioBrny

3arines FOpin IBaHOBUY

VKpIHTEI

[Opuenko TeTsHa AHaTOJIiBHA



