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Pedepar:

1. Inceprauiiina po60Ta NpUCBSY€HA BUPIIIEHHIO aKTyaIbHOI HAYKOBOI 3a7jaui, siKa MoJIsirae y po3pooLi MeTomy
no6ynoBu cuMetrpuyHux NTRU-nozi6HUX MMPOCUCTEM, 1110 € OOIPYHTOBAHO CTIMKMMU BilHOCHO aTak Ha OCHOBI
nifibpaHux BiIKPUTUX TEKCTIB. [IpOTSIroM OCTaHHIX POKiB IPOBENEHO 3HAUHY KiJIbKICTb [OCIiI’)KEHb y ranysi
KBAaHTOBUX TEXHOJIOTI/ Ta KBAHTOBUX KOMITIOTEPIB, SIKi BUKOPUCTOBYIOTh KBAHTOBO-MEXaHiYHi SIBUILA [1J15
PO3B’I3aHHS 00YMCIIIOBATIbHUX 3a]1a4, 10 € IPAKTUYHO HEPO3B'SI3HUMHU 32 JOIIOMOI0I0 3BUYaliHUX KOMITIOTEpiB. Y
3B'SI3KY 3 TUM, 11]0 [1051Ba KBAHTOBOT'O KOMITIOTEPA € JIMIlle MUTaHHIM 4acy, BUHMKAE 3arpo3a IOTOYHOMY CTaHy
3aXMIIEHOCTI CIeliaJbHUX iHPOpMaLiHO-KOMYHIKALiMHUX cUCTEM. Lle 3yMOBJIIO€ HEOOXiIHICTb CTBOPEHHSI HOBUX
KPUIITOCHCTEM, SIKi € CTIKMMU [0 KBaHTOBUX atak. CroronHi NTRU-noni6Hi mudpocructeMy yTBOPIOIOTh OAHUH 3

HaWNepCNEeKTUBHIIINX KJIaCiB TOCTKBAHTOBUX KPUIITOCUCTEM. Malike TpeTUHA YCiX KpUIITOCUCTEM i IPOTOKOJIIB,



[IOJAHUX [I0 BiZKPUTOIO KOHKYPCY 3i CTaHZapTU3aLlii aCMMETPUYHUX ITIOCTKBAHTOBUX KpunronpumitusiB NIST PQC,
HasiexXaTb 10 pemiTkoBux a6o NTRU-noni6Hux. OKpiM TOro, HOBITHIN TOCTKBAaHTOBUIA aJITOPUTM BiIKPUTOTO
mn@pyBaHHs, cTaHgapTusoBaHuil B Ykpaini (JCTY 8961:2019 «Ckerns»), Takox € NTRU-nogi6Hum. ITporpec y
peliTKoBoi kpunrorpadii CTUMYJII0€ CTBOPEHHS CUMETPUYHUX [TOCTKBAHTOBUX MUPPOCUCTEM, CTIMKICTD IKUX
6a3yeThCsl HAa CKJIAHOCTI pO3B'I3aHHI JiniIe OfHiei 06uncoBanbHoi 3aaadi. [lopsap 3 TuM, €MHa Bizoma Ha
cporogHi cumerpuuHa NTRU-nozi6Ha mudpocucrema (NTRUCipher) BusiBiisieTbCsl Bpa3iauBoOIO BiJHOCHO [I€BHUX
arak. B po6oTi Bepiie oTprMaHOo aHaJiTUYHi CHiBBigHOIIEHHS 115 OI[iHIOBaHHS HMOBIPHOCTi 060POTHOCTI
BUIAJIKOBUX IOJIIHOMIB, sIKi BUKOPUCTOBYI0TbCS1 B NTRU-nogi6Hnx mudpocucremax. Ha Bigminy Bif Bimomoro
CIIiBBiHOLIEHHS 1151 UMOBIPHOCTiI OG0OPOTHOCTI BUIaIKOBOTO PiBHOMMOBIPHOT'O €JIEMEHTY KiJbLisl 3pi3aHuX
II0JIIHOMIB, OTPMMaHI CIiBBiIHOIIEHHS € CIIpaBeIIMBUMU 1J1s1 6i1bl 3aranbHOi cxemMu (OpMYyBaHHS BUNAAKOBUX
1oJ1iHOMiB. BOHM 6a3yI0TbCSI HAa 3aCTOCYBaHHi anapary nepetsopeHHs ®yp’e po3noiniB iIMOBipHOCTEH Ha
CKiHYEHHOMY I10JIi Ta Ha/lal0Th 3MOT'Y OL[iHIOBaTH (2 B OKPEMUX [IPAKTUYHO BaKJIMBUX BUIIANIKax — OGUMCIIIOBATH)
3HAYEHHS IMOBIPHOCTI 060POTHOCTI BUNAIKOBUX ITOJIIHOMIB, 1110 BUKOPUCTOBYIOTbCS B POJIi KOMIIOHEHTIB
cekpeTHuX KitoyiB NTRU-noni6Hux mudpocucteM. YAOCKOHaJIEHO aHAJIITUYHI CHiBBiZHOIEHHS 17151 OL[iHIOBaHHS
JIMOBIPHOCTi MOMUJIKOBOTO po3mudpysanHs nosigomiaeHs B NTRU-nogioHnx mudpocucremax. Ha Bigminy Bin
paHile BiOMUX, OTPUMaHi CHiBBiIHOIIEHHS € CIIpaBelIMBUMU 1 yCix BuniB cydacHux NTRU-nomi6HMX
mrU@pocucTeM (K aCUMETPUYHUX, TaK i CUMETPUYHUX). OKPiM TOTO, BOHU [103BOJISIOTH OLiHIOBAaTU MMOBIpPHICTb
IIOMUJIKOBOTO po3mndpysanHs nosigomaeHs B NTRU-noni6Hnx mudpocucremax npu pikcoBaHOMY KIII0Ui,
HAJAI04Y, TAKUM YMHOM, Gibll ameKkBaTHy iHpopmaliio Mpo 4aCcTOTy BUHUKHEHHS [IOMUJIOK ITPU po3n(PyBaHHi.
JictaB nojanpmuil PO3BUTOK METOJ, OLiHIOBaHHS CTiliKocTi cumeTpuyHux mudpocucrem NTRUCipher Ta
NTRUCipher+ 3a paxyHOK HOCJiIPKEHHS TPbOX JOAATKOBUX aTaK Ha 1 mudpocuctemu. [yl 3a3Ha4€HUX aTak
OTPMMAHO aHAJITUYHI OL[iHKY CKJIQJHOCTI Ta I0Ka3aHo, 1110, IPUHANMHI, OHa 3 HUX MOXKE OYTU peasi3oBaHa B
pPeKHMI peasbHOro 4acy (xo4a i He J103BOJISIE€ BiTHOBIIIOBATY KJII0Yi K¢ poCcucTeM, a TiJIbKY BiIpi3HITH
IIOCJIiIOBHOCTI iXHiX IK(POBaHUX IOBiJOMJIEHD Bifl CyTO BUNIAAKOBOI IIOCIiIOBHOCTI). Briepiue 3anpornoHoBaHo
METOJ] NO6YL0BU OOI'PYHTOBAHO CTiliKux cuMmeTpuiyHuxX NTRU-nogi6bHux mudpocucrem. IlokasaHo, mo Ha BiiMiHy
Biz Bimomux cumerpryHrux NTRU-nozi6HMX mudpocucTeM, 3aIIpOIIOHOBaHI IM(POCUCTEMU MAIOTh OO PYHTOBAHY
CTiKiCTb BiIIHOCHO aTaK Ha OCHOBI MifiiOpaHUX BiIKPUTUX IIOBiIOMJIEHbD, sIKA 6A3yETHCS HA CKIIAIHOCT] €TallOHHO]
064K CII0BaIbHO CKJIANHOI 3aaadi Decision-Ring-LWE. TIpakTriyHe 3HaY€HHS OfeP>KaHUX Pe3yJIbTaTiB I10JISIra€ B
TOMY, 10 AMCEPTAHTKOIO PO3PO6JIEHO NPOrpaMHi peasisaliii, siKi JO3BOJISIOTb B PEKMMI peasibHOTO 4acy
004KCIIIOBATH 3HAYEHHS [IapaMeTpiB /171 OOy I0BY 3alIpOIIOHOBAHMX OOIPYHTOBAaHO cTikux NTRU-nonioHnx
mudpocuctem, 069MCaI0BATH HMOBIPHICTb 0OOPOTHOCTI BUIAIKOBUX MOJIiIHOMIB Ta IMOBipHiCTh IOMUJIKOBOTO
posmudpyBaHHs NOBigoMIeHs y 1oBinbHMX NTRU-noni6Hux mudpocucremax. Kpim Toro, oTpumani B po6oTi
pe3yJIbTaTU JO3BOJISIOTh: -~ 3MEHIIUTU MMOBIpHICTh HEOGOPOTHOCTI BUIAIKOBOTO MoJliHOMa B Kisbli Rn.q (3 0,5 1o
1,5:10"-2) 3a paxyHOK HajexxHoro Bubopy napametpis q i n NTRU-nozi6Hoi mudpocucremy; - BUGUpaTu
napametrpu NTRU-nozi6HMX U(POCUCTEM, 110 3a6€311e4yI0Th HajleXHe (Majle) 3Ha4YeHHS MMOBIpHOCTI
[IOMUJIKOBOTO pO3MU(pPyBaHHS NOBiTOMJIEHb IIPU (PiKCOBAHOMY CEKPETHOMY KJIIOUi; - BCTAHOBUTH, IO
tpynomicTkicte BKW-ataku Ha mudpocucremy NTRUCipher+ € B 27°15-2"69 pasiB Bulle B [IOPiBHSIHHI 3
TpyZomicTkicTio aHasnoriyHoi ataku Ha mudpocucremy NTRUCipher; - nosectu, mo mudpocucrema NTRUCipher+
€ LIiJIKOM BpPa3JIMBOIO BiTHOCHO PO3Pi3HIOBAILHOI aTaKHy, sIKa MOXe OyTH peasi3oBaHa B PESKAMIi PEasIbHOTO 4acy
(mpu LbOMY Hai16isbIIE 3HAYEHHS 00CATYy MaTtepiaiy, IOTPIGHOro 115 peasnisalii aTaku CTaHOBUTDb t=2""19); —
obupatu napamerpu NTRU-noni6Hux mudpocuctem, sSKi TapaHTYIOTh iXHIO CTIMKOCTI Ha 3a37ajieriib BUBHAYEHOMY
piBHi 0 (30kpema n=631, q=2693, d=56 npu 0=2"128, n=883, q=8089, d=168 npu 0=2"256).

2. Ph.D thesis is devoted to solving actual scientific problem of development the method of constructing NTRU-
like encryption schemes that are provable secure against chosen plaintext attacks. In recent years, numerous
researches has been carried out in the field of quantum technologies and quantum computers, which use quantum
mechanical phenomena to solve computational problems that are practically unsolvable with the help of
conventional computers. Due to the fact that the appearance of a quantum computer is only a matter of time,
there is a threat to the current state of security of special information and communication systems. This



necessitates the creation of new cryptosystems that are security to quantum attacks. Today, NTRU-like
cryptosystems form one of the most promising classes of post-quantum cryptosystems. Almost a third of all
cryptosystems and protocols submitted to the NIST post-quantum competition (PQC) are lattice or NTRU-like. In
addition, the latest post-quantum public-key encryption algorithm standardized in Ukraine (DSTU 8961:2019
“Skelya”) is also NTRU-like. Progress in lattice cryptography stimulates the creation of symmetric post-quantum
encryption schemes, the security of which is based on the complexity of solving only one particular problem. Along
with that, the only symmetric NTRU-like encryption scheme known today (NTRUCipher) is vulnerable to certain
attacks. For the first time, analytical relations for estimating the probability of reversibility of random polynomials
used in NTRU-like encryption schemes were obtained. In contrast to the known relation for the probability of
reversibility of a random equiprobable element of a truncated polynomials ring, the obtained relations are valid for
a more general scheme of random polynomials formation. They are based on the application of the Fourier
transformation of probability distributions on a finite field and make it possible to estimate (and in some practically
important cases to calculate) the probability value of reversibility of random polynomials used as components of
secret keys of NTRU-like encryption schemes. Analytical relations for estimating decryption failure probability in
NTRU-like encryption schemes were improved. Unlike the previously known ones, the obtained relations are valid
for all types of modern NTRU-like encryption schemes (both asymmetric and symmetric one). In addition, they
make it possible to estimate the decryption failure probability of messages in NTRU-like encryption schemes for a
fixed key, thus providing more adequate information about the frequency of decryption failure. The method of
estimating the security of symmetric encryption schemes NTRUCipher and NTRUCipher+ due to the research of
three additional attacks on these encryption schemes was further developed. Analytical estimates of complexity
for the mentioned attacks were obtained and it was shown that at least one of them can be implemented in real
time (although it does not allow to recover the keys of encryption schemes but only to distinguish the sequences
of their encrypted messages from a purely random sequence). For the first time, the method of constructing
provable secure NTRU-like encryption schemes was proposed. It is shown that, in contrast to known symmetric
NTRU-like encryption schemes, the proposed encryption schemes have provable security against chosen plaintext
attacks, which is based on the complexity of reference computational Decision-Ring-LWE problem. The practical
significance of the obtained results consist in developing the software implementations that allow in real time to
calculate the parameters values for constructing proposed provable secure NTRU-like encryption schemes, to
calculate the probability of reversibility of random polynomials and the decryption failure probability in arbitrary
NTRU-like encryption schemes. In addition, the results obtained in this thesis allow: - reduce the probability of
irreversibility of a random polynomial in the ring Rn.q (from 0,5 to 1,5:10"-2) due to proper selection of parameters
g and n of NTRU-like encryption scheme; - choose the parameters of NTRU-like encryption schemes that provide
an appropriate (small) value of decryption failure probability of messages for a fixed secret key; - establish that
complexity of BKW-attack on the NTRUCipher+ encryption scheme is in 2°15-2"69 times higher compared to the
complexity of a similar attack on the NTRUCipher encryption scheme; - prove that the NTRUCipher+ encryption
scheme is quite vulnerable to a distinguishing attack that can be implemented in real time (at the same time, the
largest value of the material's amount required to implement the attack is t=2"19); - choose parameters of NTRU-
like encryption schemes that guarantee their security at a predetermined level o (in particular n=631, q=2693, d=56
at 0=2"128, n=883, q=8089, d=168 at 0=2"256).
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